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1
Introduction

This Installation and Upgrade Troubleshooting Guide includes 
troubleshooting tips in case you encounter a problem during the 
installation or upgrade process. The guide includes a checklist of common 
installation or upgrade problems and resolutions, and chapters that cover 
specific problems with possible resolutions.

This guide includes information about troubleshooting the installation or 
upgrade of Assure DQ®, ER®, Insight®, Infogix Nexix®, or Precisely®. 
The guide also includes information specific to the WildFly®, and 
Liberty® application servers.

Use this guide in conjunction with the complete installation documentation 
set, which, in addition to this guide, contains the following guides:

 Server Installation Guide

 Server Upgrade Guide

 Properties Guide

The Infogix administrative console is also useful for troubleshooting 
installation and runtime issues. You can access the console from your 
Infogix application. The various console features enable you to collect 
diagnostic data to send to Infogix Customer Support.

About This Guide
This guide is intended for anyone who performs the tasks that comprise the 
installation or upgrade process. 

After this introduction, this guide includes the following chapters:

 Chapter 2, “Validation Errors and Warnings”—See errors that can occur 
when you run the configuration script or the validation script. For
validation errors and warnings, read about the effect on deployment
and the resolution.

 Chapter 3, “Database Errors and Warnings”—Review errors that can
occur as you build and populate the database.

 Chapter 4, “Deployment Errors and Warnings”—Review errors that can 
occur during the deployment process.

 Chapter 5, “Post-deployment Errors and Warnings”—Review errors
that can occur after you have deployed the applicaton.
5Infogix Server Installation Guide



1  Introduction

Troubleshooting Checklist
Troubleshooting Checklist
Refer to the following checklist to resolve the most common installation 
errors.

 Do not reuse a prior installation.
If you overlay a new installation on top of an older installation, you can 
experience unexpected results. If you did overlay your installation, test 
by installing the application to a newly created directory to see if the 
problem persists.

 Run the clean command and then deploy.
You may experience a problem if you change the property files and 
then deploy without running the clean script. If a changed property is 
related to security, such as role mapping, you will need to run the clean 
command.

 After the installation is complete, verify your data sources. If 
you use Liberty, you may encounter a problem where the server does 
not finish starting because the data source is missing the driver 
information.

 Examine the log files for more information.
The log files might contain an exception that explains why the 
application does not work properly. Start with the first exception 
generated by the application server.

 Ensure that you mapped the application roles to groups. For 
an LDAP deployment, roles must be properly mapped to allow access 
to the application and its features. Verify that the groups exist.

Contacting Customer Support
If you need assistance, contact Infogix Customer Support.

Support Phone: +1.630.505.1890

Support Email: support@infogix.com

Support Website: http://support.infogix.com

Fax Number: +1.630.505.1883

Visit our Website: www.infogix.com 
6 Infogix, Inc.
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2
Validation Errors and Warnings 

This chapter describes the errors and warnings associated with the 
configuration and validation processes.

Script Error
This section covers errors that can occur when you run installation or 
migration scripts.

Error Running Script
Unable to locate tools.jar.

This error indicates that the JAVA_HOME parameter in the setup script is 
not set correctly. See the Infogix Properties Guide.

Script Hangs
If the script hangs when you attempt to run the init-config, migrate-config, 
or validate-config script, check your JDK version. The minimum 
recommended version is jdk1.8.0_152.

Migration Errors
Unable to determine the type of installation for migration.

If you have multiple Infogix applications deployed on the same application 
server, unzip the packages for all deployed applications before you run the 
migrate-config script. The script migrates the entire configuration.

Unable to find package files for {product_parameter}.

If you have multiple Infogix applications deployed on the same application 
server, do not use a product parameter to point to a particular application. 
The script migrates the entire configuration. Unzip the packages for all 
deployed applications before you run the migrate-config script.

Validation Script Errors and Warnings
The following topics describe each validation check, show the possible 
outcomes, describe how the validation for that property affects the 
deployment process, and provide a solution if the validation check fails.
7Infogix Server Installation Guide



2  Validation Errors and Warnings

Validation Script Errors and Warnings
Formatting

File Separator Validation Check
The file separator validation checks whether the file separators used for 
paths in the properties match the type used by the operating system.

Error: {property name} is malformed. Use the appropriate {OS} file 
separator.

Effect on Deployment: Deployment fails if paths have incorrect file 
separators.

Solution: Change the file separator to the type used by the operating 
system. For example, UNIX® uses a forward slash and Windows® uses a 
backward slash.

Error: {property name} is not defined. Specify a value for this property.

Effect on Deployment: Deployment fails if a necessary property is not 
defined.

Solution: Define the specified property.

Error: {property name} is malformed. Append the appropriate file 
separator to this property.

Effect on Deployment: Database setup and upgrade scripts fail if the 
needed trailing file separators are missing.

Solution: Add trailing file separators to specified properties.

Trailing Space Validation Check
The trailing space validation checks all properties for trailing spaces.

Error: The following properties end with a space: {list of properties}.

Effect on Deployment: This error can result in a deployment failure. 
Properties such as user names and passwords are sensitive to trailing 
spaces.

Solution: Remove the trailing spaces in the properties that are listed in the 
error.

System

File Descriptor Validation Check
This validation pertains only to UNIX. The file descriptor validation checks 
whether the system can open the number of files necessary for deployment.

Error: The number of file descriptors per process must be 4096 or greater.
8 Infogix, Inc.
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Validation Script Errors and Warnings
General

Effect on Deployment: A Liberty deployment will fail if it reaches the 
descriptor limit.

Solution: Change the file descriptor limit to 4096 or greater. This is a 
system setting for UNIX.

Warning: File descriptor settings cannot be detected. Make sure that file 
descriptors per process is 4096 or greater.

Effect on Deployment: A Liberty deployment will fail if it reaches the 
descriptor limit.

Solution: If you have verified that the file descriptor limit is 4096 or 
greater, you can ignore this warning.

Java Version Validation Check
The Java™ version validation checks whether the JAVA_HOME value 
matches the version specified in the application server properties file.

Error: JAVA_VERSION {JAVA_VERSION} does not match the 
{java.specification.version} version specified in JAVA_HOME.

Effect on Deployment: The deployment and application server may 
experience a startup failure.

Solution: In the appserver.properties file, verify that the JAVA_VERSION 
property is set correctly. In setup.bat or setup.sh, verify that JAVA_HOME 
is updated to the same version.

Unique Multicast Settings Validation Check
The unique multicast settings validation checks that multicast settings are 
unique among all detected configurations. 

Error: Cluster multicast properties are not unique. They conflict with 
properties in {configfile}.

Effect on Deployment: Crosstalk between clusters is possible if the 
clusters share multicast settings.

Solution: In the appserver.properties file, change the multicast settings so 
that each cluster address/port combination is unique. The properties are 
CLUSTER_MULTICAST_ADDRESS and 
CLUSTER_MULTICAST_START_PORT_PREFIX.
9Infogix Server Installation Guide
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Validation Script Errors and Warnings
Unique Cluster ID Validation Check
The unique cluster ID validation checks that the cluster ID is unique among 
all detected configurations.

Error: CLUSTER_ID is not unique. It conflicts with properties in 
{configfile}.

Effect on Deployment: Crosstalk between clusters is possible if the 
clusters share a cluster ID name.

Solution: In the appserver.properties file, change the CLUSTER_ID value 
so that each cluster ID is unique.

Config Override Validation Check
The config override validation checks to see whether a configuration 
override directory exists.

Error: CONFIG_OVERRIDE directory is not accessible: 
{CONFIG_OVERRIDE}.

Effect on Deployment: A configuration override will not work.

Solution: In the appserver.properties file, verify that a configuration 
override exists or disable the ability to override a configuration.

Cluster Multicast Port Validation Check
The cluster multicast port validation checks to see that the value for the 
CLUSTER_MULTICAST_START_PORT_PREFIX property is within a 
valid range.

Error: CLUSTER_MULTICAST_START_PORT_PREFIX 
{PORT_PREFIX} is outside the valid range 1-6552.

Effect on Deployment: The application will experience a startup failure.

Solution: In the appserver.properties file, change the value for the 
multicast port prefix to a value within a valid range.

Cluster Multicast Address Validation Check
The cluster multicast address validation checks to see that the value for the 
CLUSTER_MULTICAST_ADDRESS property is a valid IPv4 address.

Error: CLUSTER_MULTICAST_ ADDRESS 
{CLUSTER_MULTICAST_ADDRESS} is not a valid IPv4 address.

Effect on Deployment: The application will experience a startup failure.

Solution: In the appserver.properties file, change the value for the 
multicast address to a valid IPv4 address.
10 Infogix, Inc.
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Validation Script Errors and Warnings
Database

JDBC Drivers Validation Check
The Java version validation checks whether the database driver location 
exists, whether the JDBC drivers are present, and if the drivers match the 
checksums.

Error: DATABASE_DRIVER_LOCATION 
{DATABASE_DRIVER_LOCATION} does not exist.

Effect on Deployment: Database setup and upgrade will fail if the driver 
location is incorrect.

Solution: In the database.advanced.properties file, change the value for 
the DATABASE_DRIVER_LOCATION property to the location of the 
JDBC drivers.

Error: The validation process cannot find {driver.name} in 
{DATABASE_DRIVER_LOCATION}. Review the 
DATABASE_DRIVER_LOCATION property.

Effect on Deployment: Database setup and upgrade will fail if the 
drivers are not present.

Solution: In the database.advanced.properties file, change the value for 
the DATABASE_DRIVER_LOCATION property to the location of the 
JDBC drivers.

Error: The checksum for {driver} does not match the driver in 
{DATABASE_DRIVER_LOCATION}. Review your database driver files.

Effect on Deployment: Database setup, the deployment process, or the 
application can exhibit unpredictable behavior if the drivers are corrupted.

Solution: Verify that the JDBC drivers are not corrupted. Recopy if 
necessary.

Database Connection and Permissions Validation Check
The database connection and permissions validation checks the database 
connection and ensures that the tables can be created, dropped, and so on. 
If the JDBC Drivers Validation check fails, the validation process cannot 
perform this check. 

Error: An error was encountered when attempting to connect to the 
database. Review the DATABASE_SERVER, DATABASE_PORT, 
DATABASE_NAME, DATABASE_USER, DATABASE_PASSWORD, 
DATABASE_DRIVER, and DATABASE_DRIVER_LOCATION values 
entered. ERROR: {db error} 
11Infogix Server Installation Guide
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Validation Script Errors and Warnings
Effect on Deployment: Database setup and upgrade will fail if the 
drivers are not present or the connection parameters are not correct.

Solution: Verify the values for the specified properties. Ensure that the 
database is running and accepting connections. DATABASE_SERVER, 
DATABASE_PORT, DATABASE_NAME, DATABASE_USER, and 
DATABASE_PASSWORD are located in the database.properties file. 
DATABASE_DRIVER and DATABASE_DRIVER_LOCATION are in the 
database.advanced.properties file.

To test the DATABASE_USER value, try logging into the database as an 
Infogix application user; if the user does not exist, create one. This user 
must have permissions to update, insert, view and drop all data in the 
Infogix application tables.

To test the DATABASE_NAME value, log into the database as the 
administrative user and check that the Infogix application database exists. 
If the database does not exist, create it. See the instructions in the Infogix 
Server installation Guide.

If the problem still exists, make sure that the database is functional and 
accepting requests. Also check network settings to verify that the issue is 
not network related.

Warning: The DBA credentials provided resulted in an error when 
attempting to query {DATABASE_SCHEMA}.TEMPTEST.

Effect on Deployment: Express database setup and express upgrade 
scripts will fail.

Solution: In the database.properties file, change the database admin user 
name and password to the correct values. For an express database setup, 
resolve the error before you proceed. For a custom database setup, it is safe 
to ignore the warning.

Bulk Loading Validation Check
The bulk loading validation checks to see that the bulk loading utility is 
correctly configured.

Error: USE_BULK_LOADING has been set to true but the system cannot 
locate the bulk loading command line utility specified in  
DATABASE_BULKLOAD_CMDLINE.

Effect on Deployment: The application will fail and bulk loading for 
products will not work.

Solution: In the database.properties file, change the database bulk 
loading client property to the correct location.
12 Infogix, Inc.
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Validation Script Errors and Warnings
LDAP

LDAP Security Validation Check
The LDAP security validation checks the LDAP security directory settings 
in both the security.directory.properties and userinfo.directory.properties 
files.

Error: The validation process cannot find user {user} in 
{USER_BASE_DN}.

Effect on Deployment: You cannot log in as a super user.

Solution: Verify that the specified properties are correct and that the 
super user role exists in the LDAP directory. Also, verify that the 
SECURITY_USER property in the appserver.properties file has a valid 
value.

Warning: The validation process cannot find group {group} in 
{GROUP_BASE_DN}.

Effect on Deployment: Super user roles are not granted.

Solution: Verify that the specified properties are correct and that the 
superuser group exists in the LDAP directory. Also, verify that the 
SECURITY_USER property in the appserver.properties file has a valid 
value.

Warning: The validation process cannot find group {group} for user 
{user} in {GROUP_BASE_DN}.

Effect on Deployment: You cannot verify the group/user relationship. 
Security for the application may not work as intended.

Solution: Verify that the specified properties are correct and that the 
correct group/user relationship exists in the LDAP directory. Also, verify 
that the SECURITY_USER property in the appserver.properties file has a 
valid value.

Warning: The validation process cannot find members of the group 
{group}.

Effect on Deployment: Super user roles are not granted.

Solution: Verify that the specified properties are correct and that the 
group members in the LDAP directory use the correct format. Also, verify 
that the SECURITY_USER property in the appserver.properties file has a 
valid value.
13Infogix Server Installation Guide
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Validation Script Errors and Warnings
Average LDAP Query Validation Check
The average LDAP query validation checks to see how long the average 
LDAP query takes.

Warning: User search resulted in an average time of greater than 
{threshold}. Threshold is 10 seconds.

Effect on Deployment: The log in and security-related tasks will be slow.

Solution: Contact your network administrator. In some situations, this 
issue is unavoidable.

WildFly Configuration

WildFly Home Validation Check
This validation pertains only to WildFly. The WildFly home validation 
checks the path for the WILDFLY_HOME property.

Error: WILDFLY_HOME value is not a valid directory/path. Verify that 
the WildFly package is available.

Effect on Deployment: The  deployment will fail.

Solution: Verify that the  package has been extracted. In the 
appserver.properties file, verify that WILDFLY_HOME points to that 
location.

Liberty Configuration

Liberty Validation Check
This validation pertains only to Liberty. The Liberty validation checks the 
Liberty settings.

Error: The validation process cannot connect to wsadmin utility. 
Appserver might be down or settings may be incorrect. Check 
LIBERTY_HOME, LIBERTY_PORT, 
LIBERTY_ADMIN_USER, and 
LIBERTY_ADMIN_PASSWORD.

Effect on Deployment: The deployment will fail.

Solution: Verify that the application server or manager is running. In the 
appserver.properties file, verify that the values for the specified properties 
are correct.
14 Infogix, Inc.
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Validation Script Errors and Warnings
License

Error: The cell name {LIBERTY_CELL}, node name, 
{LIBERTY_NODE}, server name {LIBERTY_SERVER}, target node 
name {wsnode}, or server name {WSSERVER} is incorrect. Check the 
validation logs. 

Sample log error: ERROR: cell.mismatch=Cell named IBMCELL01 does 
not exist.

Effect on Deployment: The deployment will fail.

Solution: Check the log for the specific property that triggered the failure 
and correct the value for the property. The {wsnode} and {WSSERVER} 
values refer to the LIBERTY_APP_TARGET.node.x and 
LIBERTY_APP_TARGET.server.x properties.

Error: The security settings for Liberty are incorrect. Check the 
validation logs. 

Effect on Deployment: The application will fail.

Solution: Check the log for the specific incorrect setting. This validation 
checks that global security is enabled and that Java 2 security settings are 
disabled.

License Validation Check
The license validation checks to see that the correct Infogix product license 
exists in the license directory.

Error: The license file is missing or malformed or the product is not 
authorized. Contact Infogix Customer Support.

Effect on Deployment: The deployment will fail.

Solution: Before you contact Infogix Customer Support, navigate to 
<install_folder>/Infogix/licenses and verify that the correct Infogix 
product license is in the license directory.
15Infogix Server Installation Guide
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Validation Script Errors and Warnings
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3
Database Errors and Warnings

This chapter describes some of the errors and warnings you may encounter 
as you set up your database.

Review Log Files
At the end of the database setup or upgrade process, b/e sure to review the 
log files to look for errors or warnings.

If you receive an error during the setup or upgrade process, reference the 
log files for information about the error.

Log Files for Database Setup
The location of the files is <install_folder>/Infogix/logs/
<myConfigName>/<product>.

 for a custom database setup, populate-base-data.log

 for an express database setup, populate-db.log

The information in these logs may provide you with the information that 
you need to resolve database errors or warnings.

Log Files for Database Upgrade
The location of the files is <install_folder>/Infogix/logs/
<myConfigName>/<product>

Custom Upgrade
 gen-upgrade-db.log

 upgrade-db.log

 upgrade-db-finish.log

Express Upgrade
 upgrade-db-express.log

All Upgrades
 populate-igx.log

 for Assure DQ, db_update_errors_current_date_stamp.xml, if the file 
exists
17Infogix Server Installation Guide
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Review Log Files
The information in these logs may provide you with the information that 
you need to resolve database errors or warnings.

Error Running Database Scripts
Unique constraint violated.

This error indicates that the database tables and views already exist in the 
Infogix application database.

This error applies to a new installation.
18 Infogix, Inc.
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Deployment Errors and Warnings

This chapter describes some of the errors and warnings you may encounter 
as you deploy your application.

General
This section describes deployment errors that can occur on any application 
server.

Error Running the Deploy Script
You have edited your configuration files since the last validation. 
Please run validation again.

This error indicates that one or more configuration files have changed since 
you last ran the validation script. To resolve this issue, run the validation 
script, and then run the deploy script. In the the Infogix Server Installation 
Guide or the Infogix Server Upgrade Guide, see the “Validate 
Configuration” topic. 

WildFly
The following section describes errors that can occur when you deploy on 
WildFly.

Cannot Deploy on WildFly
Ensure that the JDK version you are using is jdk1.8.

Error Starting WildFly Application Server
Error occurred during initialization of VM. Could not reserve 
enough space for object heap. Could not create the Java virtual 
machine.

This error indicates that there is insufficient memory to create the Java 
virtual machine. To resolve this issue, verify that the JVM setting is correct. 
See the JAVA_OPTIONS property in appserver.properties.
19Infogix Server Installation Guide
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Liberty
Liberty
The following section describes errors that can occur when you deploy 
on Liberty.

File Handles on UNIX/Linux
The open file handle parameter determines the number of files that can be 
open at the same time in UNIX or Linux®. 

Error: SEVERE: Error generating RMI code: RMIC command failed on 
project: <project_name>

Effect on Deployment: The deployment will fail.

Solution: Increase the limit for the open file handle parameter at the 
operating system level for the user ID. A minimum setting of 4092 is 
recommended.

After you change the limit, restart all Liberty processes for the change to 
take effect.
20 Infogix, Inc.



5
Post-deployment Errors and 
Warnings

This chapter describes some of the errors and warnings you may encounter 
after you have deployed your application. This chapter contains the 
following sections:

 “Browser” on page 21

 “Product” on page 22

Browser
The following topics cover problems you might encounter in your browser.

Problem Accessing the Product
If you cannot access the product URL from your browser, the problem 
might be browser-related. Try the following resolutions:

  Make sure that your product has been added to the Trusted Sites list.

 Check your firewall to ensure that the correct ports are allowed through.

Pop-ups Are Not Working
Check to make sure that the pop-up blocker in your browser is not enabled.
21Infogix Server Installation Guide
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Product
Product
The following topics cover problems you might encounter when you 
attempt to access or use an Infogix application.

Error Accessing the Application
Failed to Connect

This error indicates the application is unavailable; this may be due to one 
of the following reasons:

 The URL or port number you entered is incorrect. To resolve this issue, 
recheck the HTTP and port settings in the the appserver.properties file.

 The application server is not running. To resolve this issue, check to 
make sure the application server is running. 

 The Infogix application is not running. To resolve this issue, check to 
make sure the Infogix application has been started. For WildFly 
instances that are installed as a service, you may need to restart the 
service.

 The Infogix application seems to be running but it will not accept any 
incoming requests. If there is a conflicting port in the Infogix 
application configuration, the application may appear to be running, 
but it will not accept any incoming requests because of the port conflict. 
To resolve this issue, check all the port settings.

Unable to load properties file

If you see errors such as “Unable to load properties files”, verify that the 
runtime properties file are created/exists in the folder specified for the 
CONFIG_HOME property 

Location of the CONFIG_HOME folder has changed

The value of CONFIG_HOME property is stored in a database table called 
CONFIG_PROPERTY. If you need to change the location of the 
CONFIG_HOME property, specify the new location in the 
appserver.properties file and complete the following steps:

1. Open <install_folder>/Infogix/bin and run the script:

for Windows

update-db-config.bat <product>

for UNIX or Linux

./update-db-config.sh <product>

where <product> is the parameter for your Infogix application:
22 Infogix, Inc.
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Product
 For Assure DQ, specify IA.

 For ER, specify ER.

 For Insight, specify II.

 For Precisely, specify IV.

Product parameters are case-sensitive.

Invalid Login

If the Infogix application seems to be running but it does not accept the 
username and password, check the appserver.properties file to make sure 
you are using the correct username and password.

If you are using embedded security, make certain the Infogix application 
database is running and that the database and tables are created and that 
the tables are populated. An Infogix application relies on the database for 
user authentication when using embedded security. See “Configure 
Embedded Security Directory” in the Infogix Server Installation Guide or 
“Verify Embedded Security Properties” in the Infogix Server Upgrade 
Guide.

Cannot Access Shared Files

If you cannot access shared file locations defined by UNC paths, your 
application server may not be able to read the UNC paths. This problem 
pertains only to file locations on Windows.

A double backslash (\\) is required for a valid UNC reference. Use only 
backslashes in the directory path and escape each backslash with three 
extra backslashes.

For example, \\server\share\file_path is written as 
                      \\\\\\\\server\\\\share\\\\file_path

Cannot Start a Product
If you have deployed Assure DQ and Precisely in one JVM, and Assure DQ 
fails to start, remove the following three JVM arguments that were added 
in the “Perform Precisely Post-deployment Tasks” topic in the Infogix 
Server Installation Guide or the Infogix Server Upgrade Guide. 

"-Djavax.xml.soap.MessageFactory=org.apache.axis.soap.

MessageFactoryImpl"

Note: If you encrypted the passwords in the configuration files using 
the crypt-properties script, the passwords in the configuration file 
will be displayed in an encrypted format.
23Infogix Server Installation Guide
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Product
"-
Djavax.xml.soap.SOAPConnectionFactory=org.apache.axis.
soap.SOAPConnectionFactoryImpl"

"-Djavax.xml.soap.SOAPFactory=org.apache.axis.soap.

SOAPFactoryImpl"

Refer to the ‘Creating a New Report’ topic in Precisely Reports Guide for a 
potential issue and workaround when executing reports in Studio after 
removing the JVM arguments.

Cannot Access ER Rich Client
If you are using a self-signed certificate, you must follow the steps below to 
create and install the certificate on Liberty or WildFly, and then add the 
certificate to the local truststore on each machine where you run the client.

Self-signed Certificate for Liberty
The following sections provide instructions to create a self-signed 
certificate for Liberty and to install the certificate on the IBM® HTTP 
Web Server.

Create a Self-signed Certificate for Liberty
Liberty is delivered with a key management utility (IKEYMAN) that can 
be used to create a self-signed certificate.

1. Navigate to Appserver/bin in the Liberty installation directory and run

the following script:

For Windows
ikeyman.bat

For UNIX or Linux
ikeyman.sh

2. To create a new key database, select Key Database File > New.

a. Change the database type to CMS.

b. Name the file. The default name is key.kdb.

c. Specify the location where you want to create the file.

d. Click OK.

3. Specify a password for the file that you created in step 2.

4. Select the following option: Stash password to a file.

5. Click OK.
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6. Click New Self-Signed.

7. Specify a name for the certificate.

8. Click OK.

9. Save the database file and close the utility.

Install a Self-signed Certificate on an IBM HTTP Server
If your installation is on Liberty, install the self-signed certificate on the 
IBM HTTP server.

1. Open the httpd.conf file, located in the conf directory of the HTTP
server installation, for example, /opt/IBM/HTTPServer/conf/
httpd.conf.

2. Uncomment or add the following lines:
LoadModule ibm_ssl_module modules/mod_ibm_ssl.so

Listen nnnn (where nnnn is the port number you will use)
<VirtualHost *:nnnn> (where nnnn is the port number you will use)
SSLEnable
ErrorLog logs/https-error_log
</VirtualHost>
KeyFile /opt/IBM/Liberty8/HTTPServer/conf/key.kdb

(Change the sample path above to the path of the key file you created in
“Create a Self-signed Certificate for Liberty” on page 24.) SSLDisable

Self-signed Certificate for JBoss
The following sections provide instructions to create a self-signed 
certificate for JBoss and to install the certificate on the Apache™ HTTP 
Web Server.

Create a Self-signed Certificate for JBoss
Use the certificate tool that comes with Java to create a self-signed 
certificate for use on JBoss.

1. Navigate to JAVA_HOME/bin.

2. Run the following keytool command:

keytool -genkey -alias <certificate name> -keyalg RSA
-validity 365 -keystore <keystore file name> -storetype
JKS

a. When prompted, specify a password for the keystore.

b. When prompted, specify information for the certificate. It is
permissible to leave these fields blank.
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c. When asked if the information is correct, specify yes and press 
Enter.

d. Press Enter again to give the certificate the same password as the 
keystore.

3. Run the following keytool command to extract the certificate:

keytool -export -alias <certificate name> -keystore 
<keystore file name> -rfc -file <certificate file name>

4. When prompted, specify the keystore password. This is the password 
that you specified in step 2a.

Install a Self-signed Certificate on an Apache HTTP Server
If your installation is on JBoss, install the self-signed certificate on the 
Apache HTTP server.

1. Open the httpd.conf file, located in the directory of the HTTP server 
installation, for example, <apache_install_location>/conf/httpd.conf.

2. Uncomment or add the following lines:

LoadModule ssl_module modules/mod_ssl.sso
Listen nnnn (where nnnn is the port number you will use)
<VirtualHost_default_:nnnn> (where nnnn is the port number you 
will use)
ServerName xxxxxxx (where xxxxxxx is the host name of the 
machine)
SSLEngine on
SSLCertificateFile “/optapache2/conf/linuxdev4.unsecure” 
(Specify the full path to the keystore that you created in step 2 under 
“Create a Self-signed Certificate for JBoss” on page 25.)
</VirtualHost>

Self-signed Certificate for ER Rich Client
Add the self-signed certificate to the local truststore on each machine where 
you run the ER Rich Client.

1. Extract a copy of the certificate to the local machine.

a. In Internet Explorer® (IE), access the login page of the Infogix 
application.

b. Right-click on the page and select Properties.

c. Click Certificate.

d. On the Details tab, click Copy to file.

2. Within the Certificate Export Wizard, select the following option: DER 
encoded binary X.509.
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3. Click Next.

4. Specify the location where you want to copy the certificate.

5. Click Next, and then Finish.

6. Navigate to JAVA_HOME/bin.

7. Run the following keytool command:

keytool -import -file <extracted certificate file> 
-keystore C:/program files/java/<jre_version>/lib/
security/cacerts

8. For the extracted certificate file, specify the full path to the certificate 
extracted in IE. For the keystore, specify the path to the cacerts file 
located in the <jre_version>/lib/security directory.

The truststore is password-protected. The default password is 
changeit.

Product Features Are Not Working
If you are able to log in to the product but the product features are 
unavailable, your license may not be current. 

To see if your license has expired, check the <server_name>igx.log file for 
messages or select About Us from the Help menu.

 If your license has not been updated, contact Customer Support to 
obtain a new license. See “Contacting Customer Support” on page 6.

 If you have an updated license, see the “Activate License” topic in the 
Infogix Server Installation Guide or the Infogix Server Upgrade 
Guide. 

Cannot See Control Point Executions in Insight
If the Assure DQ control point executions do not appear in the Insight 
control view, ensure that the following properties, in IA.properties, are 
configured correctly. You must use the host name, port number, http 
scheme, and userid/password that correspond to the Insight application.

 INSIGHT_GATEWAY_ENABLED ( This must be set to true.)

 INSIGHT_GATEWAY_HTTP_HOST_NAME

 INSIGHT_GATEWAY_HTTP_PORT

 INSIGHT_GATEWAY_HTTP_SCHEME

 INSIGHT_GATEWAY_HTTP_USER_NAME

 INSIGHT_GATEWAY_HTTP_USER_PASSWORD
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The value of the CONTROL_EXECUTION_PROCESSING_INTERVAL 
property in the II.properties file determines how often the control 
executions are processed in Insight. If the value is set to 1, the control 
executions will appear in the Insight control view within a minute. If a 
longer interval is set, it will take longer for the executions to appear in the 
control view.

Error Viewing Page after Login to Insight
If you receive the following message after logging in to Insight:

You are not authorized to view this page

ensure that your user ID is a member of one or more of the following LDAP 
groups, which are configured in II.properties.

 ROLE_SUPERUSER_GROUP_MAPPING

 ROLE_II_VIEWBUILDER_GROUP_MAPPING

 ROLE_II_CONTROL_ADMIN_GROUP_MAPPING

 ROLE_II_ADMIN_GROUP_MAPPING

 ROLE_II_CONTROL_VIEWER_GROUP_MAPPING

 ROLE_DIRECTORY_ADMIN_GROUP_MAPPING

 ROLE_II_DASHBOARD_VIEWER_GROUP_MAPPING

 ROLE_II_AUDITOR_GROUP_MAPPING

 ROLE_II_AUDIT_TRAIL_PURGE_GROUP_MAPPING

 ROLE_SECURITY_ADMIN_GROUP_MAPPING

 ROLE_REMOTE_EXECUTOR_GROUP_MAPPING

 ROLE_II_SHARED_DASHBOARD_CREATOR_GROUP_MAPPING

 ROLE_II_PERSONAL_DASHBOARD_CREATOR_GROUP_MAPPING

 ROLE_II_CASE_ADMIN_GROUP_MAPPING

 ROLE_II_CASE_MANAGER_GROUP_MAPPING

 ROLE_II_CASE_WORKER_GROUP_MAPPING
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Load Balancing Issues
If you use a Web server for load balancing and you experience a problem, 
perform the following checks:

 Ensure that your Web server has a sticky session enabled.

 Verify that the URIs used to configure load balancing are correct. See
the Configure Load Balancing topic in the “Advanced Deployment”
chapter in the Infogix Server Installation Guide or the Infogix Server
Upgrade Guide.

Encryption errors due to missing policy files
Data encryption error occurs when the following policy files are missing 
from the application server/Java installation directory:

 US_export_policy.jar

 local_policy.jar

Error: Some of the errors at the control entity level are:

 Control entity persistence error.

 Control entity data encryption error.

 Control entity component exceptions.

Effect on Deployment: No effect.

Solution: The policy files are dependent on the JDK provider, and they are 
also part of the JDK installer. 

For Liberty:

Copy the policy files to the Liberty installation directory: 

$Liberty_INSTALL/AppServer/java/jre/lib/security. 

To copy the policy files in Windows and Linux environments, you must 

login as a Root/Admin user.

For WildFly:

Copy the policy files to the Java installation directory: 

$JAVA_HOME/jre/lib/security.

To download and install Oracle JDK and Oracle JRE, click the following 

link:

http://www.oracle.com/technetwork/java/javase/downloads/index.html 
To download and install IBM JDK, click the following link:

http://www-01.ibm.com/support/docview.wss?uid=swg24037250
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