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 Overview

1
Purpose of this Guide

This guide provides information and procedures for the advanced features 
and functionality in Assure iTERA HA. 

Assistance with implementation of and training on these features is 
available through our Professional Services division.

iTERA documents
The following documents about the Assure iTERA product are 
available:

Assure iTERA HA v6.2 Reference Guide 

This guide provides descriptions of the screens encountered in 
iTERA, including field definitions, options, functions, and 
commands. 

Assure iTERA HA v6.2 User Guide 

This guide provides high level concepts and operational 
procedures for iTERA, including instructions for configuring the 
product, initiating replication, and implementing the required 
processes that are critical in monitoring, auditing, and 
maintaining your replication environment. The Role Swap 
Checklist and Virtual Role Swap Checklist contained within this 
guide are also available as separate downloads.

Assure iTERA HA v6.2 Advanced Features Guide 

This guide provides conceptual information and procedural 
instructions for advanced capability in the product.

Assure iTERA HA v6.2 Upgrade Guide 

This guide contains instructions for performing a v6.1 to v6.2 
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upgrade using either the installation wizard or a 5250 emulator 
using License Manager.

Installation Resources

Initial product installations are performed only by Certified 
Business Partners and Professional Services. The Assure iTERA 
HA v6.2 Installation Guide is available only to these groups and 
provides instructions for obtaining license keys and installing 
software using either the iTERA Installation Wizard or a 5250 
emulator. (If needed, the Using License Manager book provides 
additional instructions for obtaining licenses and installing 
software from a 5250 emulator and other installation-related 
procedures associated with the product.)

Readme - Service pack installation

The Readme document is updated and released in conjunction 
with each iTERA service pack product update and includes 
instructions for updating any iTERA v6.2 version to the latest 
service pack using the installation wizard, descriptions of new 
features in the release, service pack release highlights, system 
requirements. If you are unable to use the installation wizard to 
install the service pack, the Using License Manager book 
provides additional instructions for obtaining licenses and 
installing software updates from a 5250 emulator and other 
installation-related procedures associated with the product.

Using License Manager 

License Manager currently supports Assure MIMIX, Assure 
iOptimize, Assure iTERA, and Assure Security. This book 
describes software requirements, system security, and other 
planning considerations for installing software and software fixes 
for Precisely products that are supported through License 
Manager. The preferred way to obtain license keys and install 
software is by using Vision AutoValidate™ and the product’s 
Installation Wizard. However, if you cannot use the wizard or 
AutoValidate, this book provides instructions for obtaining 
licenses and installing software from a native user interface.
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 Journal and Library Procedures 1

This chapter contains various procedures that are considered advanced 
features in Assure iTERA HA. 

Journal Procedures

Remove a mirror journal from iTERA
Use the following procedure to remove a journal from being defined in 
iTERA. Journaling must be ended for all libraries and/or objects before it 
can be removed. Consult the Assure iTERA HA v6.2 User Guide for 
instructions for these procedures.

1. On the primary, select 3.1, Work with Local Journals.

a. Check the value in the Default Lib column. If any libraries are 
assigned to the journal use the procedure “Change the mirrored 
journal assigned to the library, located in the User Guide, to 
reassign the mirrored journal of the library.

b. Check the value in the Active Objects column. If any objects are 
still assigned to the journal use the procedure “Change the journal 
to which an object is being journaled” located in the User Guide, 
to change the journal being used to journal each object.

2. Select 32=Toggle Mirror Status (off), press Enter. Read the warning 
on the screen then enter Y for the “Are you sure that you want to 
inactivate this journal?” parm, then press Enter.

3. Select option 14=Remove Journal. Press Enter. 

4. On all nodes, select menu option 3.32, Managed Journals.

5. Select option 4=Remove to remove the journal from the journal 
manager.

Remove a user journal from iTERA
Use the following procedure to remove a journal from being defined in 
iTERA.
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1. On the primary, select 3.1, Work with Local Journals.

2. Select 32=Toggle Mirror Status (off), press Enter. Read the warning on 
the screen then enter Y for the “Are you sure that you want to inactivate 
this journal?” parm, then press Enter.

3. Select option 14=Remove Journal. Press Enter. 

NOTE

The user journal will not be deleted. All objects will continue to be 
journaled to the user journal. This step removes the journal 
definition in iTERA only.

4. On all nodes, select menu option 3.32, Managed Journals.

5. Select option 4=Remove to remove the journal from the journal 
manager.

Benchmarking journal processing
Journal entry U-01 is used to benchmark journal processing. An alternative 
journal entry type U-BT may be used. To implement this, perform the 
following steps:

1. On the Parameters screen (10.50), select option 2=Change on parameter 
JRNTOVR (Journal Type Override).

2. Enter BT in the 'JE Type U-01 override' field and press Enter.

3. End the iTERA subsystem on all systems and restart the subsystem.

All subsequent benchmark journal processing will use U-BT.

Library Procedures

Change the exempt status of a library
Several libraries are automatically marked exempt from replication in 
iTERA (for example, libraries that begin with ‘Q’, the iTERA installation 
libraries, etc.). However, there are others that should not be replicated, such 
as the iTERA libraries for other installations of the product. These are not 
automatically marked exempt from replication. Additionally, MPGLIB and 
the product libraries for all other installed Precisely products (such as 
Assure MIMIX and Assure MIMIX for AIX), should not be replicated. 

• To set a library to exempt status, prompt the command E2ADDLIBEX, 
enter the name of the library, then press Enter.

• To remove a library from exempt status, prompt the command 
E2RMVLIBEX, enter the name of the library, then press Enter.
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IMPORTANT

This should be done with extreme care. iTERA has exempted 
libraries to protect your target node(s). Replicating the system 
definitions objects can render your target node unusable, which 
will result in having to reinstall the operating system and all the 
libraries.

Procedure for Mirroring Q Libraries

IMPORTANT

Precisely does not support and strongly discourages replication 
of system libraries beginning with Q, particularly QUSRSYS. 
This OS library contains OS-specific objects and other objects 
unique to the machine. However, we understand that some 
third-party application vendors often place objects in this library 
that are required on the target systems. The Non-mirrored Library 
Object Sync (4.30) should be used for needed objects that exist in 
QGPL or QUSRSYS libraries. If QGPL is replicated, all E2*, 
IPT7*, ITHA*, and IPL* files must be omitted. Check with your 
third-party application vendor to identify required objects. 

If you must mirror objects from Q libraries, do so solely at your 
own risk.  

Replicating Q libraries could cause OS and/or hardware 
failures! 

Replicate objects from QGPL or QUSRSYS

IMPORTANT

Read all documentation pertaining to filters (4.20 menu option) in 
the  Assure iTERA HA User Manual and Reference Guide prior to 
using this procedure.

The following example is for QGPL. For QUSRSYS, use the same 
instructions, substituting QUSRSYS for QGPL.

Do not delete the QGPL and QUSRSYS objects already added to the 4.30 
screen (Non-Mirrored Sync Definitions). 
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1. On the primary, create an “Omit” filter (4.20, F6) to omit all QGPL 
objects:

2. On the primary, create an “Include” filter for each specific Q object (if 
needed). For example:

SYSTEM1     PRIMARY          Assure iTERA HA 6.2                      E21050RE
ZHA62A1                       Object Sync Filter                       2/22/16
QPADEV0002                                                            19:02:48

Object Filter Entry
Library  . . . . . . . . . . QGPL    
Object . . . . . . . . . . . Q*      
Type . . . . . . . . . . . . *ALL    
Attribute  . . . . . . . . . *ALL    
Filter Type  . . . . . . . . O I=Include, O=Omit
                                               Omit Types
Omit Type  . . . . . . . . . 2 1-5 ----------> 1=Remote Delete
                                               2=Omit All
                                               3=Ignore Change
                                               4=Clear Data
                                               5=No Journal

Description  . . . . . . . . Omit QGPL objects on the target                    

F3=Exit  F4=Journal  F5=Refresh  F12=Cancel

SYSTEM1     PRIMARY          Assure iTERA HA 6.2                      E21050RE
ZHA62A1                       Object Sync Filter                       2/22/16
QPADEV0002                                                            19:06:41

Object Filter Entry
Library  . . . . . . . . . . QGPL      
Object . . . . . . . . . . . QRPGSRC   
Type . . . . . . . . . . . . *ALL      
Attribute  . . . . . . . . . *ALL      
Filter Type  . . . . . . . . I I=Include, O=Omit
                                               Omit Types
Omit Type  . . . . . . . . .   1-5 ----------> 1=Remote Delete
                                               2=Omit All
                                               3=Ignore Change
                                               4=Clear Data
                                               5=No Journal

Description  . . . . . . . . Include QRPGSRC objects                            

F3=Exit  F4=Journal  F5=Refresh  F12=Cancel
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3. Create the omit filters indicated in the table:

4. Create filters for all other QGPL objects that should not be replicated.

5. On all nodes, remove the library exclusion code. On a command line, 
enter:

E2RMVLIBEX QGPL

6. Create a mirror journal to be used only for QGPL and QUSRSYS 
objects. 

a. On the primary, select 3.1, Work with Local Journals.
b. Press F6=Add.
c. For the New Journal Type field, type D, then press Enter.
d. For the Description field, type “Replicate objects from 

QGPL/QUSRSYS” (as appropriate), then press Enter. 

7. In the Work with Libraries screen (4.11) on the primary, do the 
following: 

a. Change the default journal to the one you just created:
1. F15=Change Default Journal. 
2. Option 1=Select with Default Image.
3. Press Enter.

b. Press F7=Toggle until the All Available Libraries view is displayed. 

Library Object Object Type Notes

QGPL
Q* *ALL Exclude all Q prefixed objects 

of all types, not just object 
types of *FILE.

QGPL
E2* *ALL This filter excludes all files, 

data areas, and any other object 
types with the E2 prefix.

QGPL

ITSATLITE *FILE This is the SAT Lite utility that 
may have been installed on 
your systems to perform 
system analysis prior to iTERA 
product installation.

QGPL

*ALL *JRNRCV In many instances, this is 
where the receivers for the 
system audit journal 
(QAUDJRN) are stored. Their 
names usually start with 
something other than Q.

QGPL IT5001 *FILE
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c. Use option 1=Select on library QGPL.
d. Select option 2=Upd Sync Defaults.
e. Set the Sync/Clear Remote Library field to N. 
f. Press Enter.
g. Select option 23=Quick journal on library QGPL.

IMPORTANT

Do NOT use option 21=Quick NetSync to sync. It will cause 
licensing issues on the target.

8. On the target, select menu 4.11, Work with Libraries. If the library 
QGPL is not in 4.11, run F18=Submit Library Analyzer. After the 
analyzer has populated the screen, continue with the next step.

9. In 4.11 on the target, locate QGPL and set the Sync Status to Y by doing 
the following: 

a. Select option 2=Upd Sync Defaults.
b. Select F9=Change Sync Status. 
c. Enter Enter Y to confirm activation of mirroring, then press Enter.

10. End then restart the iTERA subsystems (E2ENDSBS, E2STRSBS).

11. Do the following on the target node:

a. Select 3.1, Work with Local Journals. 
b. Select option 15=WRKAUD on the journal that is journaling the 

QGPL objects. The Work with Audits screen is displayed.
c. Select option 9=Run Rule for all data groups displayed. The Audit 

Status will indicate *CMPACT during the comparison phase. After 
the audits complete, investigate and resolve any abnormal results.
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 Remote Journal Transport Syncing 2

Overview
Remote Journal Transport Syncing (RJT Sync) reduces the dependency 
upon FTP for synchronizing files to the target node. Periodically, events 
can occur which require that certain objects be resynchronized. For 
example, if a program is compiled on the primary, a resync request should 
be executed. RJT Syncing greatly minimizes the traditional approach of 
using FTP (file transfer protocol). With RJT Sync, resync requests 
generate a journal entry and the file data is embedded in the journal itself. 
The benefits include faster resync times, improved security and control 
when resynchronizing objects, better throughput, and user processes are 
less likely to squeeze out iTERA processes.

The RJT Sync process is controlled from the primary node. Select menu 
option 1.1, F6, F6 or enter the command E2RJTSYNC, then press F4 to 
prompt. The following screen is displayed:

After enabling RJT Syncing, the journals are created the next time the 
xx_SYSMON job runs (every fifteen minutes) or you may end and restart 
the subsystems to force the create immediately. 

                          E2RJT SYNCING (E2RJTSYNC)

 TYPE CHOICES, PRESS ENTER.

 USE RJT SYNCING  . . . . . . . .   *NO           *YES, *NO
 RJT QUEUED TO JOB RATIO  . . . .   100           1-99999, *NOMAX
 MIN NUMBER OF RJT SYNC JOBS  . .   1             1-36
 MAX NUMBER OF RJT SYNC JOBS  . .   3             1-36
 RJT SYNC JOURNALS TO PRESERVE  .   2             1-36
 SECONDS TO WAIT ON OSRQUEUE  . .   60            1-32767

                                                                         BOTTOM
 F3=EXIT   F4=PROMPT   F5=REFRESH   F12=CANCEL   F13=HOW TO USE THIS DISPLAY
 F24=MORE KEYS
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End then restart the iTERA subsystems after making changes to RJT Sync 
parameters.

The naming convention for RJT Sync journals is xxSJNn, where xx is the 
CRG code and n is a unique sequenced identifier for the journal. The job 
names are xx_RJTSaa, where xx is the CRG code, and aa is a unique 
sequenced identifier.

Parameters

Parameter Descriptions

USE RJT SYNCING Controls whether RJT syncing is used. 
• Set to *YES to use the RJT syncing process. 
• Set to *NO to use the FTP method.

RJT QUEUED TO JOB 
RATIO

Indicates the ratio between the number of objects 
requesting sync and the allowable number of active 
RJT Sync jobs (specified in the Max Number of RJT 
Sync Jobs parameter). 
When there is an influx of objects requesting sync, 
additional jobs will be started based on the ratio 
specified. A lower ratio will result in more jobs 
started to process the queued requests. Since 
starting and ending jobs consumes resources, this 
parameter is used to throttle the use of additional 
jobs, thus reducing the impact on processing. 
If you do not want additional jobs started to assist 
the sync process, set the parameter to *NOMAX. 
Since this parameter represents a ratio of objects to 
jobs, the *NOMAX value means that a ratio is 
never reached, and the number of jobs will always 
remain constant. 

MIN NUMBER OF RJT 
SYNC JOBS

Indicates the initial number of jobs that will be 
started when the iTERA subsystem is started and 
will continue to run to service the syncing process. 
The number of jobs running will not drop below the 
number specified in this field. RJT sync jobs not 
actively processing OSRs are dormant (in DEQW 
status) as they wait for additional objects to sync.

MAX NUMBER OF 
RJT SYNC JOBS

Before additional jobs are started (based on the RJT 
QUEUED TO JOB RATIO parm), the number in 
this field is checked to determine the number of 
jobs that will be allowed to start. 
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NOTE

When RJT is enabled, the F16=Submit Extra Network Sync key 
on the Objects Requesting Sync screen (1.1 F6) is not supported.

RJT SYNC JOURNALS 
TO PRESERVE

Controls the number of journals that will be 
retained after the RJT Sync jobs have ended. When 
an RJT sync job is initially started, an RJT sync 
journal is created. There will be an RJT sync 
journal for each RJT job running. If additional jobs 
are allowed to start, additional journals will be 
created. When additional jobs end, the journals will 
be dismantled. However, in order to minimize the 
impact on system resources if they will soon be 
needed again, journals can be retained by 
specifying a number in this parameter. A higher 
number preserves more sync journals and lessens 
the impact of creating and dismantling journals.

SECONDS TO WAIT 
ON OSRQUEUE

If additional jobs have been started to assist the 
syncing process, then when they become dormant, 
they will be ended after the number of seconds 
specified. The delay is designed to accommodate  
additional processing that may occur. This 
minimizes the impact of starting and ending jobs.

Parameter Descriptions
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 System Monitor History Data 
Export and E2SYSDTA 3

Automatic Data Capture
Information from the System Monitor (1.1) is automatically extracted and 
exported to an external file. The data can be used to analyze system load 
over select periods of time, system performance, and assist users in 
configuring audit run times during low system usage.

Data is automatically captured by iTERA whenever the System Monitor 
is updated. This occurs every 15 minutes (default) or when manually 
updated (1.1, F10=Update). The update interval can be changed for the 
System Monitor Interval parameter in the Job Management Control 
screen (2.21, F8). 

Data capture can be disabled by setting the parameter SYSDTA to N (No) 
in the Parameter Update screen (10.50).

Data in the internal history file is retained for 60 days and then purged. 
The Retention Days parameter can be changed in the File Retention 
screen (10.51). 

1. Select 10.51, File Retention.

2. Locate System History in the Description field. 

3. Use option 2=Change, specify the desired value in the Retention Days 
parameter. 

4. Press Enter.

E2SYSDTA Command
The E2SYSDTA command is used to select and display or export iTERA 
system data. The system data includes System Monitor (1.1) statistics and 
is captured automatically every 15 minutes or when F10 is pressed from 
the System Monitor screen. Each data set can include data from one or 
more systems for a specified time period or by specifying the transactions 
to include.
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The history data is synchronized to all nodes so that the E2SYSDTA 
command can run on any node.

Output = *OUTFILE
Additional fields are available when *OUTFILE is selected for the Output 
parameter, as indicated below.
 

Output = *EXPORT
Additional fields available when *EXPORT is selected for the Output 
parameter, as indicated below.
 

F10=Additional parameters
 

Field Descriptions
• TITLE - The title to be used for the selected data set. If 

OUTPUT(*OUTFILE) is used, the title specified is assigned as the 
text description of the output file.

• TYPE OF INFORMATION - Defines the type of system data to be 
selected.

                          iTERA System Data (E2SYSDTA)

Type choices, press Enter.

Title  . . . . . . . . . . . . .   'iTERA System Data for: 03/30/2016'            

Type of information  . . . . . .   *SYSMON       *SYSMON
System name  . . . . . . . . . .   *ALL          F4 for list, *ALL
Output . . . . . . . . . . . . .   *             *, *EXPORT, *OUTFILE
Time period for report:
  Starting date  . . . . . . . .   *CURRENT      Character value, *CURRENT...
  Starting time  . . . . . . . .   *START        Character value, *START, *END
  Ending date  . . . . . . . . .   *CURRENT      Character value, *CURRENT...
  Ending time  . . . . . . . . .   *END          Character value, *START, *END

                                                                        Bottom
F3=Exit   F4=Prompt   F5=Refresh   F10=Additional parameters   F12=Cancel
F13=How to use this display        F24=More keys

File to receive output . . . . .   *DATE         Name, *DATE                    OUTFILE
   Library  . . . . . . . . . . .     *LIBL       Name, *LIBL, *CURLIB          
 Output member options:                                                          OUTMBR
   Member to receive output . . .   *FIRST        Name, *FIRST                  
   Replace or add records . . . .   *REPLACE      *REPLACE, *ADD 

File to receive output . . . . .   *DATE         Name, *DATE                    EXPORT
   Export file options:                                                            EXPOPT
   Replace or add records . . . .   *REPLACE      *REPLACE, *ADD
   Add column names . . . . . . .   *NONE         *SQL, *NONE, *SYS

Transactions to include  . . . .   *AUTO         *AUTO, *ALL, *MANUAL           TRANS
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– *SYSMON - Data from the System Monitor (1.1) is used.

• SYSTEM NAME - Specify system names for data selection. Data can 
be selected for a specific system or all systems. If you know the 
system name you can enter it directly or press F4 to display a list of 
valid system names defined in the current installation.

– *ALL - System data for all systems in the current installation is        
selected.

• OUTPUT - Specify the output for the selected data.

– * (asterisk) - Selected data is sent to the display to be reviewed 
interactively.

– *EXPORT - Selected data is sent to an export file in the IFS 
(Integrated File System). The file is in .CSV (comma separated 
values) format and is located in directory
\VISIONSOLUTIONS\ITERA\install library name\E2SYSDTA. 
Exported data is not automatically purged.

– *OUTFILE - Selected data is sent to an output file in the 
designated library. Exported data is not automatically purged.

• TIME PERIOD FOR REPORT - Specify the starting date/time and 
ending date/time of the desired time period to be selected. Date values 
must be entered with a 4 digit year, using either '/' separator for 
*MDY format (12/31/2000), or '.' separator for *DMY format 
(31.12.2000). Time values must be entered with HHMMSS format 
using either ':' (12:00:00), '.' (12.00.00) or ',' (12,00,00) separator as 
set by the current job.

– *CURRENT - The current system date is used.

– *PRV - The date one day previous to the current system date is 
used.

– *START - The start time of '00:00:00' is used.

– *END - The end time of '23:59:59' is used.

• FILE TO RECEIVE OUTPUT - OPTION(*OUTFILE) - The name of 
the database file to receive the selected system data.

– *DATE - The file name is created based on the current system 
date. The name format is E2SDyymmdd. It is placed in the library 
specified.

• LIBRARY - Specify the name of the output file library. The library 
must exist.

– *LIBL - The library list is searched for the file name specified. If 
the file is not found in the library list, library QGPL is used.
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– *CURLIB - The current library will be used. If current library is 
not set, library QGPL is used.

• OUTPUT MEMBER OPTIONS - Specify the desired options for the 
database output file. 

– MEMBER TO RECEIVE OUTPUT

• *FIRST - The first member of the output file receives the data. 
Only one member is allowed in the SQL output file, therefore 
*FIRST is the only available option.

– REPLACE OR ADD RECORDS - Specify whether data is 
replaced or appended to an existing output file.

• *REPLACE - Existing data in the output file is replaced.

• *ADD - Existing data in the output file is retained and the 
newly selected data is appended to the end of the file.

• FILE TO RECEIVE OUTPUT - OUTPUT(*EXPORT) - The name of 
the IFS file to receive the selected system data.

– *DATE - The file name is created based on the current system 
date. The default name format is E2SDyymmdd.CSV. It is placed 
in directory
\VISIONSOLUTIONS\ITERA\install library name\E2SYSDTA. 
You may specify a different name. 

• EXPORT FILE OPTIONS - Specify the desired options for the export 
file.

– REPLACE OR ADD RECORDS - Specify whether existing data 
in the export file is replaced or appended with new data.

• *REPLACE - Existing data in the export file is replaced.

• *ADD - Existing data in the export file is retained and the 
newly selected data is appended to the end of the file.

– ADD COLUMN NAMES - Specify whether column names are to 
be included in the exported data as the first data row.

• *SQL - (default) SQL column names are exported as the first 
row of data.

• *NONE - Column names are not exported as the first row of 
data.

• *SYS - IBM i system column names (field names) are exported 
as the first row of data.

• TRANSACTIONS TO INCLUDE - Specify the type of system data 
transactions to be included in the report.
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– *AUTO - Only automatically generated transactions are selected. 
These transactions are generated automatically by iTERA at the 
interval specified for System Monitor updates; typically every 15 
minutes.

– *ALL - All transaction types are selected.

– *MANUAL - Only manually generated transactions are selected. 
These transactions are generated when the System Monitor is 
manually updated (1.1, F10=Update Monitor).
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 Self-Heal Technology 4

Apply Process - Autonomic Heal
Autonomic Heal allows the apply process to correct errors it finds at the 
record level. The heal process ensures that most data integrity problems 
are automatically discovered and corrected in real time at the record 
level—rather than hours later during a day-end auditing process. In most 
cases, this not only eliminates the need to resynchronize entire objects, it 
also dramatically reduces the delay between the discovery of data 
integrity problems and their resolution and provides constant verification 
of the data integrity status between the primary and target nodes.

New installations of iTERA will automatically default to use Autonomic 
Heal for all supported files (files with LOBs are not currently supported). 

If for some reason you need to turn off the Heal function for objects in a 
particular file, you will need to change the value in the Apply Error 
Recovery field in 4.21, option 2=Change Objects (for objects) or at the 
library level for new objects added to a particular library in 4.11, option 
2=Update Sync Defaults. If changed on the primary, the change will be 
replicated to the target system. If changed on the target, the change will 
affect that node only. You may want to exclude work files that are 
continually loaded then cleared or deleted from the Heal process. 

Heal records created as part of the process do not automatically get 
deleted. They should be retained for a short period of time (generally 3-5 
days) then deleted. The xx_CLRSNCO job in the Job Monitor 
Maintenance screen (2.21) is defined to run daily to clear these. Select 
option 21=Additional Attributes for the job then review and set the 
parameters as needed.
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 Failover Procedure 5

This chapter contains instructions to perform a live failover.

IMPORTANT

If you have experienced an actual failure on your primary node, call 
Precisely Support immediately or contact your local provider of 
product support. As part of your support agreement, Precisely will 
help you work through a failover situation. By providing this 
document, Precisely does not imply, recommend, or suggest that you 
perform a failover on your own. As part of your support agreement, 
Precisely will help you work through a failover situation. By providing 
this document, Precisely does not imply, recommend, or suggest that 
you perform a failover on your own. 

Before executing the failover
• Make sure you are signed on with the iTERA admin profile. 

(Identified in 30.21, F7.)

• Make sure you know the user IP address before you continue. The 
user IP addresses is located on the 30.21 (User (Takeover) IP field 
toward the top) or 30.22.

• The failover will not process correctly if communications are detected 
between machines. Do not attempt the failover if communications are 
active.

IMPORTANT

After you start the failover process, do not access menu options 
30.21 or 30.22 on either system unless instructed to do so.

Definitions
The following terms are used throughout this procedure. 

https://support.precisely.com/
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IMPORTANT

Never manually end the subsystems, except where specifically 
indicated in this document. The failover process will 
automatically end the subsystems when appropriate.

Once the issue with the failed system has been resolved, when 
ready to start replication from the new primary DO NOT start the 
iTERA subsystem or user jobs on the new backup node. These 
processes will occur automatically as part of the steps in the 
“Resume Replication” section. On the new backup, check 
QSTRUP while in restricted mode to ensure E2SBS is not started 
automatically.

IMPORTANT

This checklist should only be used in cases where the primary is 
down. However, it may also be used for simulating a failover but 
Precisely does not encourage this practice. Instead, we 
recommend that the role swap be tested at least quarterly, as it uses 
the same processes as the failover and includes additional steps 
that validate role swap readiness. If you must test the failover 
process, first perform the steps in the “Simulate the Failover” 
section.

Node Definition

Primary The node that is currently defined to iTERA as 
the primary.

Backup The node that is currently defined to iTERA as 
the backup.

Old Primary The node that was acting as primary prior to 
starting the failover.

Old Backup The node that was acting as backup prior to 
starting the failover.

New Primary Upon failover completion, the node now acting as 
primary.

New Backup Upon failover completion, the node now acting as 
backup.
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IMPORTANT

Never override the sequence number of any apply jobs if the 
primary is down. Doing so will delete the journal receivers on the 
backup, which will result in the loss of data that cannot be 
recovered.

IMPORTANT

If you attempt a failover then need to abort it for any reason, 
contact Support immediately for assistance.

Failover Procedure

Section One: Failover Pre-Checks

Perform the following pre-check steps before executing the actual failover 
procedure. 

Section One: Failover Pre-Checks Assi-
gned Done

1. Hold all scheduled jobs on the backup node that may submit 
during the time the environment is failed over. 

2. Create a document (e.g., in MS Word, Notepad, etc.) for 
recording selected information about your failover process. 
Copy and paste information from your IBM i screens into the 
document as directed.

3. Check the Objects Requesting Sync screen (1.1, F6). Copy 
the names of the files into the document.

4. Check for problems in the Mirrored Object Maintenance 
screen (1.21, backup). Record any objects that display when 
the daily filtering checks are performed (this is a step in the 
“Monitoring Checklist” in the Assure iTERA HA User 
Guide.)

5. Check the Work with Audits (WRKAUD) screen on the target 
node. Select option 7=History on any unsuccessful audit 
(such as those with a status of *FAILED or *NOTRCVD), 
then press Enter. Select option 8=View difference details on 
the most recent audit to review the list of objects not 
recovered.

6. Check the Heal Monitor screen (3.7, backup) for pending 
entries. Record in the document any objects that have 
pending entries.
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7. Check the System Monitor for latency (1.1, backup). The 
values are current as of the last update. Record the number of 
Journal Entries Not Applied. If the number of entries not 
applied concerns you, check F16=Process Monitor to see 
how many are exposed entries (created on the primary but 
not found on the backup). Record the information in the 
document.

IMPORTANT

If there are exposed entries, then a decision must 
be made on whether the transactions should be 
allowed to be lost. The entries will be lost if the 
failover is executed.
If it is too costly to lose them then do not execute 
the failover. Repair the primary system and restart 
it.

8. Check the subsystem (E2SBS, backup). The iTERA and 
MIMIX jobs must be running.

9. Review the list of out-of-sync objects (from steps 3, 4, and 
5, above) with the application personnel to check whether 

you need the data contained in these files.

IMPORTANT

The loss of these objects may result in data loss or data 
integrity. These objects may not have all of the 
information or data.

IMPORTANT

If you have not already done so, contact Precisely 
Support for assistance in finishing the failover.

Section One: Failover Pre-Checks Assi-
gned Done

https://support.precisely.com/


Chapter 5: Failover Procedure 

28 Assure iTERA HA v6.2 Advanced Features Guide 

Section Two: Execute the Failover

Section Two: Execute the Failover Assi-g
ned Done

10. Execute the failover (40.30, F16, F16; backup). 

The Role Swap Readiness tests are automatically executed. If all 
tests return an OK status, no results are displayed. However, if a 
test returns a status of ERR, WRN, SEV, or FTL, the test results 
are displayed on the screen. Investigate and resolve issues prior 
to continuing. While some issues cannot be resolved, any 
questionable results should be discussed with your Support 
Representative. Resolution for any test in SEV or FTL status 
requires assistance from Support.

• If the test in error is a target system test, use the F7 key to 
display the Role Swap Readiness Monitor and resolve 
the issue(s). 

• Since the primary is down, you will not be able to resolve 
issues.

After all issues have been investigated then on the Role Swap 
Readiness Test Errors screen on the target system press 
F22=Continue to continue failover processing.

IMPORTANT

Review the confirmation screen. Verify that the screen 
indicates “Failover”. If it indicates “Role Swap”, do 
not continue with the Failover. The most likely cause 
is that communications are still active between 
systems. Contact Support immediately in order to 
troubleshoot and resolve the issue. 

If “Failover” is indicated on the screen, review the parameters 
and set as needed, then press F10 to initiate the failover. The 
current backup will be converted to the new primary. 

11. If there are unapplied entries, a window is displayed with the 
heading “WARNING - UNAPPLIED ENTRIES FOUND” 
displayed at the top. Press F5=Refresh periodically and note 
the change in the number of unapplied entries. When 
Unapplied Entries is zero, role swap processing is 
automatically resumed. (You do not have to wait on this 
screen for the entries finish processing. You may press 
F22=Continue with Role Swap to continue. The role swap 
process will automatically monitor for the completion of the 
apply jobs before continuing.) If desired, you may press F7 
to review the Journal Apply Statistics screen and then use 
F12 to return to this screen.
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12. The Open Commit Cycles screen is displayed. Processing 
for these cycles can be rolled back to the beginning of the 
commit cycle (the data will be lost) (option 1=Rollback), or 
the rollback can be blocked (the data in the open commit 
cycle is retained and a partial commit cycle is applied to the 
data; a manual check of the commit cycle will be required) 
(option 4=Cancel Rollback). 

• For open commit cycles that should be rolled back, 
enter option 1. (The remote receivers containing the 
entries for the open commit cycles must be on the 
target in order to roll back.)

• For open commit cycles that should not be rolled 
back enter option 4. This will block rollback 
processing for these cycles.

• If an option is not entered for a commit cycle, it will 
fail validation and none of the commit cycles can be 
processed.

• When all lines have been validated, press 
F10=Continue with Failover.

NOTE

If F3 or F12 is pressed, the failover will be aborted and 
the display returned to the Role Swap Monitor. 
Commit cycles will not be rolled back.

13. When control of the system has returned, do the following: 

– Refresh the main iTERA menu (F5). Verify that the role 
indicates it is the primary machine. 

– Enter E2SBS to check the iTERA subsystem. It should not 
be active. However, if there are additional target nodes 
defined, it will be active. 

– Check 40.30 F8. Step 10 should indicate Complete.

Section Two: Execute the Failover Assi-g
ned Done
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14. Optional: If using ODBC, JDBC, or any other 
communication protocol, you may need to change the new 
primary *LOCAL RDB entry to be the same as it was on the 
old primary. 

IMPORTANT

Changing the *LOCAL RDB entry will cause security 
changes in CHGDDMTCPA. Verify the settings in 
CHGDDMTCPA prior to removing the entry so that 
these settings can be restored after the RDB change is 
made. Failure to verify these security settings will 
cause communication failure between systems in the 
replication environment.

To change the *LOCAL RDB entry on the new primary, do 
the following: 

a. Select 30.3.
b. Delete *LOCAL (opt 4). 
c. Respond to the message with G, then press Enter.
d. Create *LOCAL on the new primary using the value that 

was in *LOCAL on the old primary.
e. If you are not using passwords on DDM files then in the 

Check DDM Attributes screen (30.4), verify that the 
Lowest Authentication Method (OS 6.1 and later) is set to 
*USRID. (A service authorization entry on all nodes is 
required.) (In V5R4 verify that the Password Required 
field is set to *NO.

Section Two: Execute the Failover Assi-g
ned Done
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Section Three: Resume Replication

NOTE

You must wait to start replicating to the new backup until it is 
available. 

15. Optional: If necessary, change the system name. 

IMPORTANT
Precisely does not recommend you change the system name; most applications 
will work without making the change. JDBC and ODBC drives do not use the 
system name, they use the *LOCAL entry in the relational database. If your 
software vendor has told you to change the system name, use the instructions 
below. If you do change the system name, follow the instructions below in the 
order listed. Failure to do so will require an entire system resync!

If using APPC connections you must change LCLCPNAME and 
LCLLOCNAME.

To change the system name on the new primary to the system name 
of the old primary, do the following:

a. Check to see if you are using passwords on DDM files (30.4).
b. Use CHGNETA to change the system name on the new primary 

to the old primary’s name. 
c. IPL the new primary using your company’s established 

protocol.
d. If you are using passwords on DDM files you will need to 

update the Server Authority Entries (DSPSVRAUTE to display, 
CHGSVRAUTE to change).

e. Check TCP/IP Domain Information to see if you need to 
change the host name (CFGTCP, opt 12).

16. If you are replicating WebSphere MQ, do the following on 
the new primary:

a. Start the QMQM subsystem and all MQ manager(s) 
using your company’s established protocol.

b. If MQ fails to start, remove WebSphere MQ markers 
using the command E2DLTMQCPT. 

17. Move any necessary devices from the old primary to the new 
primary.

18. If the primary and backup are on different subnets, redirect 
users’ IP address to the new primary.

19. Start any user processes and applications, and allow users to 
access the new primary. 

20. Optional: If running on the new primary for an extended 
period of time, release the scheduled jobs.

Section Two: Execute the Failover Assi-g
ned Done
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NOTE

The iTERA subsystem on the new primary will not start until 
replication to the new backup has been initiated. However, if there 
are multiple target nodes defined, the subsystems will be active.

IMPORTANT

If the old primary system has been lost or needs to be reloaded, 
you will need to reinstall and reconfigure iTERA! Do not attempt 
this on your own. You must contact Support for assistance.

IMPORTANT

When the new backup is available it MUST be brought back up in 
a restricted state so that the user IP address does not become active 
and the iTERA subsystem is not automatically started. DO NOT 
start user jobs or the iTERA subsystem on the new backup node.

IMPORTANT

Menu options 30.21 and 30.22 should not be accessed on any node 
until the failover has completed and replication to the new backup 
node has been started and only when instructed to do so in this 
section.

Section Three: Resume Replication Assi-g
ned Done

1. On the new backup, activate the replication IP (iTERA) 
(CFGTCP option 1).

2. On the new backup, hold all scheduled jobs.

3. Optional: If you need to change the *LOCAL RDB entry, do 
the following: 

a. Select 30.3
b. Delete *LOCAL (opt 4).
c. Respond to the message with G, then press Enter.
d. Create *LOCAL on the new backup using the value that 

was in *LOCAL on the old backup.
e. If you are not using passwords on DDM files then in the 

Check DDM Attributes screen (30.4), verify that the 
Lowest Authentication Method (OS 6.1 and later) is set to 
*USRID. (A service authorization entry on all nodes is 
required.) (In V5R4 verify that the Password Required 
field is set to *NO.)

https://support.precisely.com/
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4. If you changed the system name on the new primary, you 
must change the system name on the new backup to an 
unused name (preferably, to the name of the old backup). 

IMPORTANT

After you have performed the name change on the new 
backup, contact Support for assistance with 
completing the failover and restarting replication from 
the new primary to the new backup. DO NOT 
CONTINUE WITH THIS CHECKLIST WITHOUT 
ASSISTANCE FROM SUPPORT! If you did NOT 
change the system name on the new primary, continue 
working through this checklist.

If using APPC connections you must change LCLCPNAME 
and LCLLOCNAME.

5. Execute the communication tests (30.7) on the node 
indicated to verify they are all working in both directions. 

a. On all target nodes, execute 30.7 to the new primary and 
all other nodes. For the Scope parameter, specify *FULL.

b. On the new primary, execute 30.7 to all target nodes. For 
the Scope parameter, specify *FULL.

c. On all nodes, check E2MSGLOG for test results.

6. On the new primary, select menu 30.21, then F3=Exit.

7. On the new primary, select menu 30.22, F14=iTERA IP 
Interfaces, then F3=Exit.

8. On the new backup, execute the command EDTRBDAP. 
Rebuild the access paths (refer to IBM instructions, if 
needed). Monitor the rebuild of access paths until 
completed. Ensure production access paths have been rebuilt 
prior to starting replication.

9. Start the new backup: 

a. On the new primary, select menu option 40.30, F16. 
Select option 16 on the subfile record for the new backup 
node, then press Enter. If the IP address of the new 
backup is active and visible to the new primary, the 
Replication Startup screen is displayed and the backup 
system communications will indicate “Ready”.

b. Press F16 to start replication. Be patient—this step may 
take several minutes. If control has not returned after five 
minutes, investigate the issue with Support.

c. When control is returned to your screen, press F5 to 
refresh. The system roles (i.e., primary and backup) 
should be correct.

Section Three: Resume Replication Assi-g
ned Done
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10. On all nodes, select menu 3.32. Review the values in the 
JrnRcv RtnHrs fields. Due to limited disk space on some 
target systems, the retention hours may have been set lower 
than on the primary. Since the backup node is now the 
primary, the retention hours should be reviewed and may 
need to be adjusted. To change the default retention hours for 
a journal receiver, select option 2=Change on the desired 
journal, specify the Journal Receiver Retention value as 
desired, then press Enter to accept the change.

Section Three: Resume Replication Assi-g
ned Done
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11. Verify that the process completed correctly.

a. On the new primary, verify the following:
– The iTERA subsystem is active. If not, activate it: 

E2STRSBS SYS(*LOCAL)
– The menu indicates it is the primary.

b. On all target nodes, verify the following:
– The iTERA subsystem is active. If not, activate it: 

E2STRSBS SYS(*LOCAL)
– The main menu indicates the correct system role 

(e.g., BACKUP1, REPLICATE, etc.).

– Select option 3.4. All apply jobs (except for the 
comm journal) will be in *SEQMAP status. This is 
normal. 

– For EACH apply job (except the comm journal apply 
job), do the following:

a. Select option 9=Display Jrn Seq. For the first 
entry listed on the Display Journal Entries screen, 
verify that the Code is U and the Type is 12.

IMPORTANT

IF THE ENTRY IS NOT U-12, DO NOT 
CONTINUE. Contact Support immediately to 
troubleshoot the issue. (If you continue, data integrity 
issues may occur.) 

b. Select option 13=Activate.
c. Select option 14=Restart.

12. On the new primary, update the System Monitor twice (1.1, 
F10). Verify that everything is OK.

NOTE

For three-node environments, execute WRKAUD on 
the replicate node, then press F5 to refresh the audit 
compliance status.

13. When replication to the new backup has caught up (verify in 
the System Monitor screen on the primary) then you may 
perform a role swap (using the Assure iTERA HA v6.2 Role 
Swap Checklist) to return to the original primary.

Section Three: Resume Replication Assi-g
ned Done
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Simulate a Failover on the Primary (Failover Test)

NOTE

Precisely does not encourage simulating the failover process. 
Instead, we recommend that the role swap be tested at least 
quarterly, as it uses the same processes as the failover and includes 
additional steps that validate role swap readiness. 

The following items should be executed when performing a test of the 
failover process.

Simulate a Failover on the Primary (Failover Test) Assi-g
ned Done

1. Perform the steps on the Assure iTERA HA v6.2 Role 
Swap Checklist up to—but not including—the step to do 
the actual role swap.

2. Perform the steps in the first section of the Failover 
Checklist. See “Section One: Failover Pre-Checks”.

3. Inactivate the replication (iTERA) IP addresses on the 
current primary node. iTERA will not allow a failover if the 
primary replication IP address is active.

4. Verify that the replication (iTERA) IP address is not active 
(check in 30.21).

a. From a command line, enter NETSTAT.
b. Select option 3, Work with TCP/IP connection status.
c. Use option 4 to end any process that is using the 

replication (iTERA) IP address (primary).

5. Optional: Inactivate the user IP Address. Verify the user IP 
address to ensure that it is not active (check in 30.22).

a. From a command line, enter NETSTAT.
b. Select option 3, Work with TCP/IP connection status.
c. Use option 4 to end any process that is using the primary 

user or iTERA IP (primary).

6. End the iTERA subsystem on the primary node using the 
IBM ENDSBS command, as follows:

ENDSBS SBS(SBSNAME) OPTION(*IMMED)
7. Verify the iTERA subsystem is active on the backup node 

(E2SBS).

8. Hold all jobs in the Job Scheduler that may submit during 
the time you are rolled over (primary).
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9. Ensure that you have quiesced the primary system so that 
your users cannot access it. Verify there are no new journal 
entries being processed in 40.22.

10. Complete the following sections:

– “Section Two: Execute the Failover”

– “Section Three: Resume Replication”

Simulate a Failover on the Primary (Failover Test) Assi-g
ned Done
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 MRRENDJOB, MRRDWNJOB, 
MRRDWNGRP, and 
MRRRSTGRP

6

MRR* commands - suspend the apply jobs on the target and run a 
job

The following procedure describes how to suspend the apply jobs for a 
group of journals on the target system in order to perform an action, such 
as running a job (e.g., a daily save). The commands that can be used to do 
this are MRRDWNJOB, MRRENDJOB, MRRDWNGRP, and 
MRRRSTGRP. 

The purpose of using the “mirror down” and “mirror end” jobs is so that 
the procedure is sent through the journal on the primary side so that even 
if the apply job is not caught up, the command to be executed will not 
execute until the point in time that the apply jobs are caught up on the 
target.

The MRRDWNGRP command is similar to the MRRDWNJOB command. 
However, it allows you to group one or more journals together and then 
only end the apply jobs for the journals in the group. This will allow you 
to do your saves by journal, instead of all at once. The MRRRSTGRP 
restarts the apply jobs for the designated journals in the journal group.

The commands must be qualified with the install library name 
(PRODUCTLIB/COMMAND). Command examples:

• ITHAA1/MRRDWNJOB
• ITHAA1/MRRDWNGRP

MRRDWNJOB
When MRRDWNJOB is requested through a command line, program, or job 
scheduler it will do the following: 

• On the primary system a marker is placed in all journals associated 
with the CRG.

• A job on the target system called xx_SUSPEND waits for the apply 
jobs to find the marker that has been put in the receiver. (Be patient, 
this job may take awhile if the apply jobs are behind.)
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• On the target system, when the marker is processed by the apply job, it 
will end the apply job for that journal.

• When all of the apply jobs are ended it will then process the command 
or program requested on the target system.

• When the command/program requested has completed, if *YES is 
specified in the Restart parameter, then the command MRRRSTJOB will 
be executed on the target system, which will restart the apply jobs.

MRRENDJOB
When MRRENDJOB is requested from a command line or submitted to batch 
run it will do the following: 

• On the primary system a marker is placed in all the journals associated 
with the CRG. 

• A job on the target system called xx_SUSPEND waits for the apply 
jobs to find the marker that has been put in the receiver. (Be patient, this 
job may take awhile if the apply jobs are behind.)

• On the target system, when the marker is processed by the apply job, it 
will end the apply job for that journal.

• When all of the apply jobs are ended it will process the command or 
program requested on the target system. 

IMPORTANT

This command DOES NOT execute the MRRRSTJOB command. 
If apply jobs need to be restarted, use the MRRDWNJOB 
command instead with *YES specified for the Restart parameter. 

Parameters for MRRDWNJOB or MRRENDJOB

Parameter Description

Remote system name The name of the target system.

Job Description A user-defined text description of the job (it can be 
anything you want). (This is not the actual jobd.)

Command

The command that is to be processed on the target 
box (this could be a command or a call to custom 
program). You may need to qualify the 
command/program name with the library. That 
program is found in on the target system.
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When creating a job schedule entry for MRRDWNJOB or MRRENDJOB there 
are a few things to consider: 

• The custom program or command in the CMD parm needs to reside on 
the target system. 

• The job description (JOBD) that is used to submit the job needs to have 
the library list. QTEMP (at the top of the list), ITHAxx, followed by 
QGPL and any other libraries needed to run the job.

Command Rules
The following rules apply to the MRRENDJOB, MRRDWNJOB, MRRDWNGRP 
and MRRRSTGRP commands.

NOTE

When using the MRRENDJOB command you must place in the 
program being processed the command MRRRSTJOB in order to 
restart the apply jobs. You do not need to use the MRRRSTJOB 
command with the other commands.

• Do not use quotes when setting up the commands (see examples 
below). 

• When using a call that passes parms to another program, place the right 
paren in position 80 of the call. 

Example
The following is an example of the MRRDWNJOB command using the submit 
job (SBMJOB) command: 

1. Key in the command SBMJOB and Prompt (F4). 

2. For the command to run, key in the command MRRDWNJOB and prompt 
(F4). 

Restart

In MRRDWNJOB only:
*YES - The apply jobs are restarted.
*NO - The apply jobs are not restarted.

Method

The method used to send the command to the target 
system.
*DDM - Use DDM to send the command (default).
*COMM - Send the command via the 
communication journal.

Parameter Description



MRR* commands - suspend the apply jobs on the target and run a job

 Assure iTERA HA v6.2 Advanced Features Guide 41

3. Enter the Remote System name. 

4. Enter the Job Description. 

5. Enter the command to be used. Do not enter any quotes. 

6. In the Restart parameter leave the default value set to *YES  to restart 
the apply jobs. Otherwise, enter *NO to not restart the apply jobs. 

Example 1 - Using the MRRDWNJOB with a call containing parameters. 

NOTE

The right paren is in position 80

Example 2 - Using the MRRDWNJOB with a call containing no parameters. 

MRRDWNGRP Parameters

 Suspend  Mirroring & Run a Job (MRRDWNJOB) 
Type choices, press Enter. 
Remote system name . . . . . . . > SYSTEM1         Name 
Job Description  . . . . . . . . > [Description of the job] 
Restart  . . . . . . . . . . . . > *YES            *YES, *NO
Command  .   . . . . . . . . . > CALL PGM(MRRRSTC) PARM(*APMMEOD *PGM 
TAPMLB01 *HA                        )
Method  .   . . . . . . . . .  > *DDM

Remote system name . . . . . . . > SYSTEM1        Name 
Job Description  . . . . . . . . > [Description of the job] 
Restart  . . . . . . . . . . . . > *YES          *YES, *NO
Command  . . . . . . . . . . . . > CALL PGM(PROGRAMB)
Method  .   . . . . . . . . .  . > *DDM

Parameter Description

Remote system name The name of the target system.

Journal Group

A user-defined field assigned in 3.1, opt 2=Change 
Group and Description. Specifying Journal Group 
in the command parameter will execute the 
command only on the apply jobs for the journals in 
the group.

Job Description A user-defined text description of the job (it can be 
anything you want). (This is not the actual jobd.)

Command

The command that is to be processed on the target 
box (i.e., this could be a command or a call to 
custom program). You may need to qualify the 
command/program name with the library. That 
program is found in on the target system.

Restart
*ALL - The apply jobs are restarted.
*NO - The apply jobs are not restarted.
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MRRRSTGRP Parameters

Group Type 
(F10=Additional 
Parameters

To execute the command for a specific apply job, 
specify *APPLY in this parameter, then specify an 
apply job name in the Journal Group parameter. 

Method

The method used to send the command to the target 
system.
*DDM - Use DDM to send the command (default).
*COMM - Send the command via the 
communication journal.

Parameter Description

Journal Group

A user-defined field assigned in 3.1, opt 2=Change 
Group and Description. Specifying a Journal Group 
in the command parameter will execute the 
command only on the apply jobs for the journals in 
the group.

Group Type 
(F10=Additional 
Parameters

To execute the command for a specific apply job, 
specify *APPLY in this parameter, then specify an 
apply job name in the Journal Group parameter. 

Parameter Description
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 iTERA Alert 7

iTERA Alert is a configurable option that monitors selected IBM i 
message queues then sends alert messages via e-mail, text message, 
message queue, or all three, to one or more defined users. 

After it has been enabled in the Replication Components screen (30.23), 
iTERA Alert is accessed via menu option 7 from within the main iTERA 
menu or by entering the command E2AMENU on a command line. 

This chapter describes the procedures required to enable, configure, and 
use iTERA Alert, including:

• “Prerequisites for iTERA Alert Configuration” on  page 44 describes 
the requirements for using iTERA Alert.

• “Enable iTERA Alert” on  page 44 indicates how to enable the 
iTERA Alert menu option.

• “Configure iTERA Alert” on  page 45 details instructions for 
configuring iTERA Alert, including defining the SMTP IP address 
and the return e-mail address that will be used to send e-mail and text 
messages, selecting the message queues to be monitored, defining the 
Responders (users) who will receive alert messages, grouping 
Responders into Notification Groups, defining escalation strategies 
for the Notification Groups, and assigning the Notification Groups to 
one or more Alert Schedules.

• “Respond To An Alert” on  page 54 describes how to respond to an 
alert. As messages are generated in monitored message queues, users 
will start receiving alert messages via e-mail, text message, message 
queue, or via all three channels. To respond to an alert message, users 
can either access the message in the Alert Manager (7.11) or via 
Respond to an Alert (7.1), then manually enter the Alert Message ID.

For additional details on iTERA Alert screens consult the iTERA v6.2 
Reference Guide.
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Prerequisites for iTERA Alert Configuration
The following are required in order to correctly configure and use iTERA 
Alert.

1. IBM Developer Kit for Java™ 1.4 (or higher) and Portable App 
Solutions Environment must be installed and PTFs must be current. If 
the programs are not present, install them from your OS installation 
CDs. Verify they are loaded on your systems by typing the command 
GOLICPGM on a command line and then press Enter. Select option 10 
(Display installed licensed programs). Look for the following:

Licensed  Installed
Program   Status       Description
5722JV1   *COMPATIBLE  Java Developer Kit 1.4
5722SS1   *COMPATIBLE  Portable App Solutions Environment

2. The SMTP server name or IP address is required in order to send e-mail 
messages to identified responders within the network. Consult with 
your Network Administrator to get this information.

3. The SMTP server must be configured on the IBM i hosting iTERA 
Alert to relay messages (text or e-mail) outside of the network without 
requiring authentication. Consult with your Network Administrator.

Enable iTERA Alert
This section is applicable to both newly installed iTERA Alert 
configurations and upgrades from previous versions of iTERA.

1. On the primary node, select the Replication Option menu (30.23).

2. Select option 6=Enable Global on *ITALERT, press Enter, then press 
F3 twice to return to the iTERA main menu. 

3. Clear the E2MSGLOG (1.1, F11, F16 – all nodes), the E2MSGQ 
(CLRMSGQ E2MSGQ), and any other message queues you will be 
monitoring.

IMPORTANT

If this step is not done, then when the iTERA Alert jobs run, 
several alerts may be immediately generated (depending on the 
message severity levels defined in the message queue 
configuration screen). These alerts, of course, will be old 
messages but will need to be responded to and deleted in the Alert 
Manager to bring iTERA Alert to a current state. If you have any 
questions in relation to the implications of clearing E2MSGQ 
contact Support.
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4. From the iTERA main menu, select iTERA Alert (option 7) or enter the 
command E2AMENU. The iTERA Alert main menu is displayed:

Configure iTERA Alert
1. Select option 17 from the iTERA Alert menu. Enter the appropriate data 

into the fields specified below. All fields are required, except where 
indicated. When all entries have been made, press Enter to continue.

SYSTEM1    PRIMARY              Assure iTERA HA 6.2        QPADEV0001  2/22/16
E2ALERT    HA62A1                iTERA Alert Menu          ZHA62A1    12:43:13
Select one of the following:                                          7.

    iTERA Alert Response
     1. Respond to an Alert                    E2ARSP
     2. Set Notification Preference            E2APRF
    iTERA Alert Maintenance
    11. Alert Manager                          E2AMGR
    12. Alert Schedules                        E2ASCDL
    13. Notification Escalation Group          E2AESCL
    14. Responder User Information             E2AUSER
    15. Monitored Message Queues               E2AMSGQ
    16. Message ID Configuration               E2AMSG
    17. Configure iTERA Alert                  E2ACFG
    iTERA Alert Jobs and Subsystems
    21. iTERA Subsystem                        E2SBS
    22. Start iTERA Subsystem                  E2STRSBS
                                                                       More...
Selection or command
===>

F4=Prompt  F5=Refresh  F6=Display Messages  F9=Retrieve  F12=Previous

 SYSTEM1                      Assure iTERA HA 6.2                      E2A000RE
                                 Configuration                          2/22/16
                                                                       15:21:11

 Alert Profile  . . . . . .                 
 Alert Password . . . . . .
 End Email server . . . . .  N
 Email Gateway SMTP . . . .                                                    
 Alert Sender Email . . . .                                                    
 Respond to Email . . . . .                                                    
 Respond to Username  . . .                                                    
   Password . . . . . . . .
 Alert information for iTERA
 iTERA Alert Code . . . . .                                           
 Company Name . . . . . . .                                           
 Address  . . . . . . . . .                                           
                                                                      
 City, State and Zip  . . .                                           
 Contact Name . . . . . . .                                   
 Contact Telephone  . . . .                              
 Alternate Telephone  . . .                              
 Additional Info  . . . . .                                                    
 F3=Exit  F5=Refresh  F12=Cancel

Field Value

ALERT 
PROFILE/ALERT 
PASSWORD

Enter the iTERA Admin profile and password in 
the Alert Profile and Alert Password fields.

END EMAIL SERVER Enter N.
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EMAIL GATEWAY 
SMTP

Enter the IP address or DNS host entry for the 
SMTP server that will send alerts via e-mail or text. 
In order for iTERA HA to send messages to an 
e-mail address outside of your domain, the IBM i 
needs permission to relay messages (send) to an 
outside e-mail address (e.g., bob@acme.com). The 
IBM i must be able to relay messages through your 
mail server without prior authentication. This may 
require setting up an exclusion rule on your mail 
server. Consult with your Network Administrator. If 
entering the SMTP server by name, either a host 
name needs to be added to the Host Table on the 
IBM i (CFGTCP, opt 10) or DNS needs to be set up 
(CFGTCP, opt 12) so that the name can resolve to an 
IP address.

ALERT SENDER 
EMAIL

The text entered here will be what is displayed as 
the sender’s address on e-mail alerts generated by 
iTERA Alert. Although the e-mail address entered 
in this field does not have to be a valid e-mail 
address, it is a good idea to specify text that will 
help identify the system on which the alert is 
generated. For example, you could enter 
Primary@[yourcompany].com for your primary 
system and Backup@[yourcompany].com for your 
backup (replacing [yourcompany] with your 
company’s domain name, of course).

RESPOND TO EMAIL & 
RESPOND TO 
USERNAME AND 
PASSWORD 

Entries in these fields are not required for 
configuration. However, while the feature is not yet 
operational, a future enhancement of iTERA Alert 
will include the capability to respond to alerts by 
replying to the text message or e-mail alert that was 
received. These fields should indicate the e-mail 
and user access data for doing so.

ITERA ALERT CODE Leave blank; not required at this time.

Contact fields Leave blank; not required at this time.

Field Value
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2. Select menu option 15. The Monitored Message Queues screen is 
displayed.

a. Select option 2=Change Attributes for the iTERA message queue 
listed. 

                              Assure iTERA HA 6.2                      E2A140RE
                            Monitored Message Queues                    2/22/16
                                                                       12:53:25
 Type options, Press Enter.
  2=Change Attributes  4=Remove Message Queue  6=Restart Monitor Job
     Position to
                
                                                   Job  Rmv Alert
 Opt Library    Msg Queue  Status   Sev Job Name   Sts  Msg Code  CRG Grp

                                                                         Bottom
 F3=Exit  F5=Refresh  F6=Add MsgQ  F7=Job Subsystem  F12=Previous

                              Assure iTERA HA 6.2                      E2A140RE
                            Monitored Message Queues                    2/22/16
                                                                       17:35:24
 Type options, Press Enter.
 ..............................................................................
 : Monitor Message Queue Maintenance                                          :
 :                                                                            :
 : Message Queue  . . . . . . . . . E2MSGQ                                    :
 :   Library  . . . . . . . . . . .   HA62A1                                  :
 : iTERA Alert Group Code  . . . .  HA                                        :
 : Monitor Status . . . . . . . . . A     A,I                                 :
 : Min Message Severity . . . . . . 50    00-90                               :
 : Remove Messages  . . . . . . . . YES                                       :
 : Monitor Job Name . . . . . . . . E2A_MQW_HA                                :
 : Last Alert ID  . . . . . . . . . HA20928A16                                :
 : iTERA Resource Group . . . . . . CRGHA62A1                                 :
 :                                                                            :
 :                                                                            :
 : F3=Exit  F5=Refresh  F12=Cancel                                            :
 :                                                                            :
 :............................................................................:
                                                                         BOTTOM
 F3=Exit  F5=Refresh  F6=Add MsgQ  F7=Job Subsystem  F12=Previous
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b. After the indicated fields are populated as desired, press Enter twice. 
The display is returned to the Monitored Message Queues screen.

c. If there are other message queues to be monitored by iTERA Alert, 
press F6=Add MsgQ and enter the information for that queue. Exit 
the screen when finished.

3. From the iTERA Alert main menu, select option 14. The iTERA Alert 
Responder screen is displayed. Type the required information for a new 
user then press Enter.

Field Description or Value

Message Queue and 
Library

The message queue selected for monitoring.

iTERA Alert Group Code

This field is not input-enabled for the iTERA 
message queue. However, when populating this 
field for another message queue, use a code that is 
indicative of the queue being monitored. For 
example, if the message queue is for an accounts 
receivable application, then the code could be 
“AR”.

Monitor Status Enter A to enable monitoring.

Min Message Severity

Only those messages generated in the queue with a 
severity level equal to or greater than the value 
designated will generate alerts. The lower the 
number, the more alerts will be generated. Adjust 
the level as needed.

Remove Messages This feature is a future enhancement; enter “NO” 
for now.

iTERA Alert Responder

Responder Code . . . .                    
Responder Name . . . .                                      
Preferred Alert  . . .  A       E=Email
                                T=Text Message
                                Q=Message Queue
                                A=All
Email Address  . . . .                                                         
Text Message . . . . .                                                         
Target MsgQ  . . . . .             
  Library  . . . . . .                

User Profile . . . . .             

F3=Exit  F5=Refresh  F10=Test Preferred Alert  F12=Cancel
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4. Press option 2 again on the Responder you just defined, then press F10 
to test communications to the channel(s) designated in the Preferred 
Alert field. 

5. Create additional Responders until all desired users have been defined, 
testing communications to the Preferred Alert channel for each.

6. Select menu option 7.13. The iTERA Alert Notification Escalation 
Groups screen is displayed. Notification groups provide an organized 
method for assigning one or more responders to alert schedules and 
assign an escalation protocol. A logical approach to defining 
notification groups is to align them with the alert schedules by using 
similar naming conventions. For example, notification groups labeled 
DAYSHIFT, SWINGSHIFT, GRAVEYARD, WEEKEND1 and 
WEEKEND2 would correlate with a corresponding alert schedule. The 
flexibility of separating notification groups from alert schedules is 
apparent when multiple groups are required in order to ensure equitable 
shift coverage.

Field Description or Value

Responder Code This should correlate with the user’s system User 
ID.

Responder Name The user’s first and last name.

Preferred Alert

Enter the letter corresponding to the primary 
method to be used for alert notifications. This will 
be the default channel on which an alert is sent to 
this user. 

Email Address Enter the e-mail address to which alerts should be 
sent.

Text Message

Enter the number to which alerts should sent. 
• For regular text messages, enter numeric digits 

only. Do not enter parentheses, spaces, or dashes.
• For text e-mail, this field must be formatted 

according to the requirements of the carrier of the 
mobile phone receiving the text. The following 
web site includes formatting requirements for 
most carriers (US, Canada, and International): 
http://www.emailtextmessages.com/

Target Message Queue Enter the message queue to which alerts should be 
sent.

User Profile Enter the user profile of the Responder.

http://www.emailtextmessages.com/
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7. Press F6=Create Group. Enter a name and description for the group 
then press Enter. Press F3 to exit. Create additional groups as needed. 

A sample list of possible notification groups:

NOTE

All Notification Groups defined in the above example are not yet 
active. They are activated when they are assigned to an alert 
schedule in a later step.

8. Select option 2=Work with Escalation for a defined notification group 
from the iTERA Alert Notification Groups screen. 

a. Enter the number of minutes that may elapse before the first alert 
message should be initiated in the Delay Minutes field.

iTERA Alert Notification Groups

Type options, Press Enter.
 2=Work with Escalation  4=Delete Group
 5=Change Description
                                                 Active      Alert
Opt Groups     Description                      Schedule     Levels
                                                    0           0

                                                                    Bottom
F3=Exit  F5=Refresh  F6=Create Group  F12=Previous

 iTERA Alert Escalation Group

 Group  . . . . . . . . . . . . .             
 Description  . . . . . . . . . .                                    

 F3=Exit  F5=Refresh  F12=Cancel

 iTERA Alert Notification Groups

 Type options, Press Enter.
  2=Work with Escalation  4=Delete Group
  5=Change Description
                                                  Active      Alert
 Opt Groups     Description                      Schedule     Levels
     DAYSHIFT   Days from 8am to 4pm                 0           0
     GRAVEYARD  Nights from 12am to 8am              0           0
     SWING      Evenings from 4pm to 12am            0           0
     WEEKEND1   Alternating weekends                 0           0
     WEEKEND2   Alternating weekends                 0           0

                                                                     Bottom
 F3=Exit  F5=Refresh  F6=Create Group  F12=Previous
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b. Enter one of the users in the notification group (use F9 to display 
users in the group) in the Notify User field.

c. Specify the channel on which the alert should be sent: E=Email, 
T=Text Msg, Q=MsgQ, P=Preferred, A=All.

d. Repeat step step a through step c to add additional escalation 
procedures for this escalation group, then Press Enter. (The Esc Lvl 
and Notification Alert Method columns are blank prior to pressing 
Enter.)

e. Upon pressing Enter, The Esc Lvl and Notification Alert Method 
fields are populated with an escalation level number and the 
information for the channel selected for the Alert Type. For 
example, if USER1’s preferred Alert Type is e-mail, then the email 
address will be displayed in the Notification Alert Method field. If 
any invalid information has been entered, an informational message 
will be displayed at the bottom of the screen indicating the problem. 

f. Add an escalation procedure for each escalation group created.

9. Select menu option 7.12. The Alert Schedules screen is displayed. 

a. Press F6=Create Schedule and enter a name and description for the 
first schedule (base additional schedules on the notification groups 
you created earlier (e.g. DAYSHIFT, SWINGSHIFT, etc.). The 
status should typically remain Active. Press Enter. 

b. Press Enter. 
c.  Repeat step a through step b to add additional Alert Schedules.

Below are the Alert schedules that correspond to the Notification Groups 
defined earlier.

 SYSTEM1                       Assure iTERA HA 6.2                     E2A110RE
                        iTERA Alert Escalation Notification             2/22/16
                                                                       13:15:44

 Escalation Group . . .  DAYSHIFT   - Days from 8am to 4pm
 Active Schedules . . .  *NONE

 Esc  Delay    Notify     Alert
 Lvl  Minutes  User       Type  Notification Alert Method
  1    5       USER1        P   Email: user1@yourcompany.com
  2    10      USER1        T   TxtMsg: 801555689
  3    20      MANAGER1     E   Email: manager1@yourcompany.com
  4    30      MANAGER1     A   *ALL Alerts

                                                                        More...
 F3=Exit  F5=Refresh  F12=Cancel
 F4=List Notification Groups  F9=List Notification Users
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10. When one or more schedules have been created, select option 
2=Work With for one of the alert schedules to display the Work with 
Alert Schedules screen. 

a. Type an asterisk in the appropriate column (HOURS, in twenty-four 
hour time format) and row (days of the week) that correspond to the 
selected Alert Schedule. The DAYSHIFT Alert Schedule below 
shows asterisks in cells from 6 through 14 (6am through 2pm). 

b. The defined Notification Groups are displayed in the lower half of 
the screen. Enter option 1=Activate in the field next to the 
appropriate notification group to activate the alert schedule for that 
group. (1 is entered for DAYSHIFT in the above example.) 

c. Press Enter. The Status field will display Active. (If **No Escl is 
displayed, it means that no responders are included in the 
notification group.)

iTERA Alert Schedules

Type options, Press Enter.
 2=Work with  4=Delete  5=Change  8=Toggle Status
                                                       Active
Opt Schedule   Description                    Status   Groups
    DAYSHIFT   6am to 2pm                                 0
    GRAVEYARD  10pm to 6am                                0
    SWINGSHIFT 2pm to 10pm                                0
    WEEKEND1   Alternating weekends                       0
    WEEKEND2   Alternating weekends                       0

                                                                    Bottom
F3=Exit  F5=Refresh  F6=Create Schedule  F12=Previous

 SYSTEM1                      Assure iTERA HA 6.2                      E2A100RE
                            Work with Alert Schedules                   2/22/16
                       Schedule Status  . . . . . .                    16:35:37
 Schedule . . . . . . DAYSHIFT                        *=Activate Hour
        ------------------------------- HOURS --------------------------------
        0  1  2  3  4  5  6  7  8  9 10 11 12 13 14 15 16 17 18 19 20 21 22 23
 SUN                                                                          
 MON                      *  *  *  *  *  *  *  *  *                           
 TUE                      *  *  *  *  *  *  *  *  *                           
 WED                      *  *  *  *  *  *  *  *  *                           
 THU                      *  *  *  *  *  *  *  *  *                           
 FRI                      *  *  *  *  *  *  *  *  *                           
 SAT                                                                          
 Notification Groups
  1=Activate  4=Inactivate
  Opt Group      Status     Opt Group       Status    Opt Group      Status
   1  DAYSHIFT                  GRAVEYARD                 SWINGSHIFT
      WEEKEND1                  WEEKEND2

                                                                         Bottom
 F3=Exit  F5=Refresh  F4=List Schedules
 F7=Add Unscheduled Hours  F9=Notification Groups  F12=Previous
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NOTE

The F7=Add Unscheduled Hours key will populate an alert 
schedule with asterisks in any fields that are not covered by any 
other alert schedule. This makes it easy to, by process of 
elimination, ensure that every hour of every day is covered by one 
of the defined alert schedules. When F7 is pressed, an “O” will be 
inserted into each hour field that is not covered in another alert 
schedule. They should be cleared from the fields if you do not 
them assigned to this Alert Schedule, or you may press Enter to 
accept them. All fields that had “O” in them will now display “*” 
and option 1 can now be used to activate the schedule for a 
Notification Group. 

NOTE

If there are hours that remain unaccounted for in any Alert 
Schedule, or if the Alert Schedule is inactive, then all alerts 
generated during that time period will be sent when the next Alert 
Schedule is active.

11. Configure selected messages in the iTERA message log to be sent to 
iTERA Alert. 

NOTE

Appendix A, “Message Monitoring” on  page 78, includes a list of 
the iTERA messages that we recommend you monitor for using 
iTERA Alert. 

a. Type the command E2MSGLOG then press Enter. The iTERA 
Message Log is displayed.

b. Press F8=Message Routing.
c. Press F20=Message Default to add the E2MSGQ as the default 

message queue.
d. Position to the desired message and enter option 2=Change. Press 

Enter.
e. Type a Y in the Alert column, then press Enter.
f. Repeat the procedure for additional messages, as desired.

NOTE

Additional information on Message Routing can be found in the 
iTERA User Guide and iTERA Reference Guide under the iTERA 
Message Log topics.
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12. Use menu option 2.20 to start the iTERA job monitor. Users will 
receive alert messages on their Preferred Alert channel, according to the 
escalation strategies in place. 

NOTE

If too many unnecessary alerts are being generated for non-iTERA 
message queues being monitored, adjust the Min Message 
Severity level for that message queue using 7.15, opt 2.

Respond To An Alert
Users can respond to an alert in the Respond to an Alert screen (7.1) or in 
the Alert Manager screen (7.11).

Option 1 Respond to an Alert
1. To respond to an alert via the Respond to an Alert screen, select 7.1. 

The following screen is displayed:

2. Enter the Alert ID, set the Alert Status and Responder Name fields as 
desired, enter Responder Notes, then press Enter.

                          Change Alert Status (E2ARSP)

 Type choices, press Enter.

 Alert ID . . . . . . . . . . . .                 ID
 Alert Status . . . . . . . . . .   *CLOSE        *CLOSE, *HOLD, *OPEN
 Responder Name . . . . . . . . .   *USRPRF       User, *USRPRF
 Responder Notes  . . . . . . . .                                              
                                                                               
                                                  

                                                                         Bottom
 F3=Exit   F4=Prompt   F5=Refresh   F12=Cancel   F13=How to use this display
 F24=More keys
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Option 11 Alert Manager
To respond to an alert via the Alert Manager screen, select 7.11. The default 
view for the Alert Manager is Message Info. Press F11 to change how the 
alert messages are displayed. The following screen is displayed. 

3. Select option 6 to respond. The alert message is displayed:

4. Adjust the status, if needed. The ID of the user signed on is 
automatically entered into the Responder field. Enter any helpful notes 
for reference. Press Enter. (F23=Omit MsgID is not functional at this 
time. It is planned for a future enhancement.)

If “OPN” is displayed in the Status filter, the alert is removed from 
view. Use the Status filter to sort by other message statuses. (CLO, 
HLD, and ALL are other eligible values for the Status field.

SYSTEM1                      Assure iTERA HA 6.2                      E2A150RE
                                Alert Manager                          2/22/16
                                 Message Info                         17:41:37

Type options, Press Enter.
 1=Details  4=Remove Alert  6=Respond  7=Display Job  8=Notification Log

Date . . . . .  0/00/00  Status . . . . OPN
    -------- Alert --------- ---------------- Message --------------- Num of
Opt Alert ID   HH:MM Sts Sev Library    Queue      MsgID   Type       Occur
    QS20222A01  1:31     99  QSYS       QSYSOPR    CPA7025             375
    QS20222A03  1:31     40  QSYS       QSYSOPR    CPI2417               2
    QS20222A04  1:31     30  QSYS       QSYSOPR    CPIADBA               1
    QS20222A05  1:31     40  QSYS       QSYSOPR    CPI2417              12
    QS20222A06  1:31     20  QSYS       QSYSOPR    TCP2617              16
    QS20222A08  1:31     40  QSYS       QSYSOPR    CPI2417              12
    QS20222A09  1:31     60  QSYS       QSYSOPR    CPIADA4               1
    QS20222A11  1:31     50  QSYS       QSYSOPR    CPC1126               2
    QS20222A12  1:31     50  QSYS       QSYSOPR    CPC1126               2
    QS20222A13  1:31     40  QSYS       QSYSOPR    CPI2417              15
                                                                       More...
F3=Exit  F5=Refresh  F12=Cancel
F9=Work with Schedules  F7=Change View  F20=Purge Alerts

Respond to Alert

Alert Id . . . . . . . . . . . QS20222A01
Status . . . . . . . . . . . . *CLOSE       *OPEN, *HOLD, *CLOSE
Responder  . . . . . . . . . . USER1        Name, *USRPRF
Notes  . . . . . . . . . . . .                                                 
                                                                               
                                                                               

F3=Exit  F5=Refresh  F23=Omit MsgID  F12=Cancel
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 Multi System Monitor 8

The Multi System Monitor enables an operator to monitor multiple 
replication environments from a single system without having to log on to 
each system separately. All of the iTERA System Monitor information for 
each monitored system is displayed on one concise screen. 

When any of the System Monitor values for a monitored environment 
exceed the defined system alert thresholds (E2MONTHR), alerts are 
displayed in the Multi System Monitor. 

The following sections in this chapter provide instructions on enabling, 
configuring, and using the Multi System Monitor.

• “Requirements” on  page 57. Systems participating in the Multi 
System Monitor configuration either as a Host or as a monitored node 
must meet the requirements included in this section.

• “Enable the Multi System Monitor” on  page 58 provides instruction 
on enabling the menu options for the Multi System Monitor.

• “Configure the Multi System Monitor”  provides instructions for 
configuring the Host system and the systems to be monitored.

– For first time configuration for the Host system, see “Host system 
initial configuration” on  page 58).

– For first time configuration of monitored systems, see “Monitored 
system initial configuration” on  page 59).

• “Multi System Monitor (1.11)” on  page 61 describes the field 
correlation between the fields displayed in the Multi System Monitor 
and the System Monitor (1.1).

NOTE

The iTERA v6.2 Reference Guide contains field, option, and 
function descriptions for the Multi System Monitor 
configuration screens.
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• Manual Configuration

– “Manual Configuration” on  page 67 is for making configuration 
changes to an existing Host and monitored systems.

– “Change the iTERA Group Name field” on  page 71 is an optional 
procedure that may be used to more easily identify the monitored 
nodes in the Multi System Monitor.

– “Disable menu options for Multi System Monitor on monitored 
nodes” on  page 71 provides information on how to disable the menu 
options for the Multi System Monitor on the monitored nodes after 
they have been fully configured. 

Requirements
Systems must meet the following requirements:

• The Host system must be able to communicate via DDM to all systems 
that will be monitored.

• Monitoring is supported for systems running iTERA v6.2 and v6.1. 

• The iTERA Admin profiles for the systems being monitored must exist 
on the Host system.

IMPORTANT

If you use the command E2ADDCNT to add monitored nodes to 
the Host, the profile is automatically added to the Host system. 

If you use the manual configuration instructions, you will need to 
manually add the profile on the Host. One way to do this is to copy the 
Host’s iTERA admin profile and then remove the replication 
environment-specific information from new profile (Current Library 
and Job Description Library fields) and then set the Message Queue 
field to *USRPRF. The password for each user profile may be set to 
*NONE.

• The iTERA Admin profile for the Host system must exist on each 
system being monitored. On the systems that are not part of the 
replication environment of the Host Monitor, the user profile for the 
host monitor should use the jobd for the local CRG. (If a jobd is created 
in the iTERA libraries, it will be deleted when the product is upgraded.) 

See “Communications Configuration” on  page 66 for an example of 
possible communications scenarios.
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Enable the Multi System Monitor
The menu option for accessing the Multi System Monitor (1.11) and its 
configuration screen (30.24) are visible after the component has been 
enabled in the Replication Options screen. 

Do the following procedure on the Host system. Also do this procedure on 
any monitored nodes that you will be manually configuring.

1. Select the Replication Options screen (30.23).

2. Select option 6=Enable for the *HOSTMON option and press Enter.

3. Press F3=Exit.

Configure the Multi System Monitor
Configuration for the Multi System Monitor for the Host and all monitored 
systems is performed on the Host system. 

You will need:

• The IP address that the Host will use to communicate with the nodes 
being monitored. (This IP address is used only once for configuration. It 
can be any IP address that can communicate with the system to be 
monitored.)

• The CRG name of each monitored node. 

• The iTERA admin profile and password of each monitored node.

Host system initial configuration
Execute the following procedure on the system that will be the Host.

1. On an iTERA command line, type the command E2CRTCNT, then press 
Enter. 

NOTE

If the DDM port that will be used for accessing monitored nodes is 
different than *DRDA (rare), prompt the E2CRTCNT command 
(F4), specify the port in the DDM Port field, then press Enter.
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Monitored system initial configuration
Do the following procedure on the Host node for each node that will be 
monitored by the Host system (including the node configured as the Host).

1. On the Host node, log in with the Host’s iTERA Admin profile.

2. Type the command E2ADDCNT, then press F4 to prompt. The following 
screen is displayed:

Type the desired values for the parameters, as indicated.

                        Add Multi-system Node (E2ADDCNT)

 TYPE CHOICES, PRESS ENTER.

 Host Name  . . . . . . . . . . .   *HOST         Name, *HOST
 Installation Library . . . . . .                 Name, *GEN
 Node IP Address (No Quotes)  . .                                              
             
 Monitored System Profile   . . .                 Name
 Password . . . . . . . . . . . .

 Group  . . . . . . . . . . . . .   *CRG          Name, *CRG
 DDM Port . . . . . . . . . . . .   *DRDA         Character value
 FTP Port . . . . . . . . . . . .   *DRDA         Character value, *DRDA
 Telnet Port  . . . . . . . . . .   *DFT          Character value, *DFT
 Telnet Display . . . . . . . . .   *DFT          Character value, *DFT
 Telnet Options . . . . . . . . .   *DFT          Character value, *DFT
 Login Type . . . . . . . . . . .   *REQ          *REQ, *AUTO, *USER, *NONE...
 Update System Monitor  . . . . .   *YES          *NO, *YES

                                                                         BOTTOM
 F3=EXIT   F4=PROMPT   F5=REFRESH   F12=CANCEL   F13=HOW TO USE THIS DISPLAY
 F24=MORE KEYS

Parameter Definition

Host Name Use the default value specified: *HOST

Installation Library Specify the iTERA product library name of the 
installation (CRG) to be monitored.

Node IP Address

Specify the IP address that the Host will use to 
communicate with the nodes being monitored. 
(This IP address is used only once for 
configuration. It can be any IP address that can 
communicate with the system to be monitored.)
An RDB entry may be used, if one has been 
defined (30.3).

Monitored System Profile Specify the iTERA admin profile of the 
installation (CRG) to be monitored. 

Password Specify the password for the profile specified 
in the Monitored System Profile field.
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3. Press Enter. 

4. Execute the command again for each additional installation you want 
to monitor. (The command must be run separately for each primary, 
backup, and replicate node you want to monitor, including the Host.)

5. After the command has been run on all desired nodes, setup is 
complete. You may access the Multi System Monitor by using menu 

Group

This optional field may be used to make it 
easier to identify a monitored node in the Multi 
System Monitor screen. The default 
identification label is the CRG name. Some 
users specify a system location or nickname. 
For example, DALLAS, HOUSTON, etc. 
It is not useful to indicate the system’s role 
(primary, backup, replicate), since there is a 
field in the monitor that already displays this 
information. 

NOTE

This field may be manually 
configured later. See “Change the 
iTERA Group Name field” on  
page 71.

DDM Port For each of these fields, use the default values 
specified.

FTP Port

Telnet Port

Telnet Display

Telnet Options

Login Type

Update System Monitor

When set to *YES, the System Monitor of the 
monitored system is updated (if it is a primary 
node). The iTERA subsystem of the monitored 
system must be running.
If set to *NO, then the node will not show up in 
the Host Multi System Monitor (1.11) until the 
SYSMON job of the newly configured node (or 
its primary) has been run. You may manually 
update the System Monitor by using 1.1, F10 
on the primary node of a monitored system. 

Parameter Definition
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option 1.11 on the Host system. Learn about the Multi System Monitor 
in “Multi System Monitor (1.11)” on  page 61. 

Multi System Monitor (1.11)
After it has been configured, the Multi System Monitor is accessed via 
menu 1.11 or by executing the command E2MONCST. 

NOTE

The Global State for *HOSTMON in 30.23 (Replication Options 
screen) must be enabled in order to access the Multi System 
Monitor. See “Enable the Multi System Monitor” on  page 58.

Most fields in the Multi System Monitor correlate directly to those in the 
iTERA System Monitor. The iTERA Reference Guide contains detailed 
descriptions of the System Monitor fields. Refer to that guide for field 
functionality descriptions. The “Field Abbreviations” on  page 63 of this 
guide indicates the field abbreviation and the corresponding System 
Monitor field, as well as describes the behavior of the field within the Multi 
System Monitor. 

NOTE

If you receive the message “iTERA Remote System Monitor is not 
configured to run on this system” refer to “Configure the Multi 
System Monitor” on  page 58 for configuration instructions.

The following screen shows a Host system and three monitored node pairs 
(including the Host node). 

SYSTEM1                      Assure iTERA HA 6.2                      E22000RE
ZHA62A1                      Multi System Monitor                      2/22/16
QPADEV0003              Sorted by  . . . . . . . Group                18:33:22

Type options, press Enter.
 2=Update  4=Delete  5=Details  7=E2MSGLOG  9=Telnet
          Position to
                                   iT Disk %  Processes Pending Exp  Sync
Opt Alert iT Grp     System   Role RM Sys Rcv L R A N S Entries C H  Req  Time
    *     CRGAL      SYSTEMA  PRI  Er 45%  0% Y Y - - Y ------- - - ----- 18:31
    *     CRGAL      SYSTEMB  BK1  Er 34%  0% - Y Y Y Y       0 - - None  18:32
    *     CRGHA62A1  SYSTEM1  PRI  Wr 39%  1% Y Y - - Y ------- - - ----- 18:33
    *     CRGHA62A1  SYSTEM2  BK1  Wr 62%  0% - Y Y Y Y       0 - - None  18:33
    *     HA61JT     SYSY     PRI  Er 62%  0% Y Y - - Y ------- - - ----- 18:22
    **    HA61JT     SYSZ     BK1  Er 67%  7% - Y Y Y Y       1 - - None  18:22

                                                                        BOTTOM
F3=Exit  F5=Refresh  F12=Cancel  F14=Sort by Alert  F19=Auto Refresh
F21=System Command
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IMPORTANT

Asterisks in the Alert column are warnings and correspond to 
indicators in the fields on the right side of the screen. Depending 
on the type and severity of the alert, some of these fields may be 
flashing.

The alerts indicate that an issue needs to be investigated and resolved. The 
number of asterisks in the Alert column generally correlate to the number of 
alerts on the right side of the screen (a maximum of five asterisks are 
displayed).

When all issues are resolved within each monitored system, the Alert 
column will not display any asterisks.

The iT Grp column enables the operator to easily identify monitored 
systems. The name of the monitored system is displayed by default but it 
can be changed to facilitate easier system recognition. See “Change the 
iTERA Group Name field” on  page 71. 

The System Monitor information for each monitored system is displayed on 
two lines. The primary node is displayed first with the backup node on the 
next line.

NOTE

The dashes in most fields of the monitor generally indicate a field 
is not applicable to that system (exceptions where noted).

The System Monitor information for a selected node is displayed in the 
familiar System Monitor format when option 5 is selected for a monitored 
node:

SYSTEM1                       Assure iTERA HA 6.2                     E22000RI
ZHA62A1                          System Monitor                        2/22/16
QPADEV0001                         CRGHA62A1                          17:04:45
                                   Primary
System Name  . . . . . . . . . .   SYSTEM1    SYSTEM2
% Total Disk Storage Used  . . .   38.843%     0.000%
% Total Used By Receivers  . . .    0.668%     0.000%
Last Update Time . . . . . . . .   18.19.03   00.00.00
Role Swap Readiness  . . . . . . . Error      Unknown

Local/Remote Journals Active . . . Yes / Yes
Apply Jobs Active  . . . . . . . . Yes
Network/iTERA Comm. Status . . . .

Journal Entries Not Applied  . . .         0
Current Max Apply Latency  . . . .                  :00
Current Max Network Exposure . . .                  :00
24-Hour Max Network Exposure . . .                  :00
Object Requesting Sync . . . . . .

F3=Exit  F5=Refresh  F10=Update Monitor  F12=Cancel
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NOTE

This view of the System Monitor does not include full System 
Monitor functionality. It displays only the selected node; not all 
nodes in the replication environment. It is only for visual reference 
of the data shown in the Multi System Monitor for the selected 
node, although an update for the selected node is permitted by 
using F10.

When Page Down is pressed, the following screen is displayed:

The fields are described in the iTERA Reference Guide.

Field Abbreviations
The field abbreviations used are as follows:

SYSTEM1                       Assure iTERA HA 6.2                     E22000RI
ZHA62A1                          System Monitor                        2/22/16
QPADEV0001                         CRGHA62A1                          17:00:47
                                   Primary
System Name  . . . . . . . . . . . SYSTEM1     SYSTEM2
Audit Status . . . . . . . . . . .
Assure Audit Status  . . . . . . .
OBJMON 1 Pending . . . . . . . . .          0          0
OBJMON 2 Pending . . . . . . . . .          0          0
OBJMON 3 Pending . . . . . . . . .          0          0
Heal Records . . . . . . . . . . .          0          0
IFS Pending  . . . . . . . . . . .          0          0
Spooled File Pending . . . . . . .          0          0
Commands Pending  . . . . . . . .           0          0
Other Pending  . . . . . . . . . .          0          0
Journal Receivers  . . . . . . . .          0          0

O/S Version  . . . . . . . . . . .     V6R1M0      V6R1M0    
iTERA Version  . . . . . . . . . .  6.2.01.00   6.2.01.00

F3=Exit  F5=Refresh  F10=Update Monitor  F12=Cancel

Field name or 
abbreviation 
used in Multi 
System Monitor

Equivalent 
System 
Monitor 
Field

Field Description

Alert

N/A An asterisk displayed in red in this field 
indicates that at least one value in the 
System Monitor for that system is in an 
error (or alert) state and should be 
investigated and resolved. The number of 
asterisks displayed in this column generally 
correlate to the number of warnings in the 
fields to the right. Five dashes indicate the 
System Monitor of the monitored system 
has no errors.
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HA Grp

N/A A user-definable label for quick and easy 
identification of the system being 
monitored. The default value is the name of 
the system. See “Change the iTERA Group 
Name field” on  page 71 for instructions on 
changing the value that appears in this 
field.

System System 
Name

The system name of the system being 
monitored.

HA Role

The system 
role is 
displayed as 
a column 
heading.

The system role of the monitored system; 
e.g. primary, backup, or replicate.

RM

Role Swap 
Readiness

Displays the status of the Role Swap 
Readiness Monitor. 
OK – RSR Monitor is up to date; all tests 
ran successfully.
ER – RSR Monitor has one or more tests 
that have errors.
WR - A warning exists on one or more 
tests.

Disk %

Sys % Total Disk 
Storage Used

Rcv % Total Used 
By Receivers

Processes

L Local 
Journals 
Active

A ‘Y’ in this field will display for any 
primary system being monitored where all 
local journals on that system are active. If 
one or more local journals are inactive, a 
red asterisk is displayed. A corresponding 
asterisk will also display in the Alert 
column. A dash (-) will display in this field 
for any target node being monitored, 
indicating that the field is not applicable.

Field name or 
abbreviation 
used in Multi 
System Monitor

Equivalent 
System 
Monitor 
Field

Field Description
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R Remote 
Journals 
Active

When one or more remote journals are 
inactive, an asterisk will display for both 
the primary and target nodes of a system. A 
corresponding asterisk will also display in 
the Alert column.

A Apply Jobs 
Active

If an apply job is not active, a red asterisk 
will display in this field. (Pending Entries 
will also accumulate.)

N Network 
Active

A Y in this field for the target node 
indicates the network connection is active. 
A green question mark indicates the 
network may not be active. A dash will 
display in this field for any primary system 
being monitored, indicating that the field is 
not applicable.

S Subsystem 
Active

This field applies to all nodes and displays 
Y when active. A red flashing question 
mark in this field indicates that the 
subsystems for that system may not be 
active. If flashing, the Time field will also 
flash in red.

Pending Entries
Journal 
Entries Not 
Applied

Indicates the number of journal entries not 
applied on the node.

EXP

C Current Max 
Network 
Exposure

Applies only to the target node. When there 
is no network exposure dashes are 
displayed. If there is exposure, an asterisk 
will display in the field only for the target 
node. The amount of exposure can be 
viewed in the simulated System Monitor 
screen by selecting option 5 for the system. 
The primary node will only display dashes 
for these fields because exposure does not 
apply.

H 24-Hour 
Max 
Network 
Exposure

Sync Req

Objects 
Requesting 
Sync

Valid only for the target node. If no objects 
are requesting sync, the word NONE will 
be displayed in this field for the target 
node. If the target node does have objects 
requesting sync, the number of objects will 
be displayed in the field. The primary node 
displays five dashes.

Field name or 
abbreviation 
used in Multi 
System Monitor

Equivalent 
System 
Monitor 
Field

Field Description
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Communications Configuration
The Multi System Monitor can monitor several different systems and/or 
nodes. 

The following depicts an example of one possible system configuration:

The solid line arrows pointing to and from the Host system and the other 
three boxes indicate that two-way communication must exist in order for the 
Host to be able to monitor these other systems.

Time

Last Update 
Time

When flashing red, it indicates that the 
Multi System Monitor has not refreshed 
within the threshold time limit. Use 
E2MONTHR to change threshold limits. Be 
aware that if you are monitoring nodes in 
different time zones, the Last Update Time 
is adjusted to reflect the local time zone. If 
the adjusted time value is not correct, you 
will need to adjust the system value 
QTIMZON on the respective system. After 
adjusting the values, access 30.24, select 
the system with option 2, then press Enter. 
This will update the system so that the next 
time you view the Monitor, the time zone 
values will reflect the change.

Field name or 
abbreviation 
used in Multi 
System Monitor

Equivalent 
System 
Monitor 
Field

Field Description
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In this diagram, the Host system, CRG 1, is a primary node. This CRG is 
replicated to the system to the right.

The bottom two boxes are two additional separate CRGs, utilizing 
bidirectional replication. 

Manual Configuration

Configure the Host system and all nodes of all 
replication environments to be monitored
Use this procedure if you need to make any changes to an existing 
configuration.

You will need:

• The IP address that the Host will use to communicate with the nodes 
being monitored. (This IP address is used only once for configuration. It 
can be any IP address that can communicate with the system to be 
monitored.)

• The CRG name of each monitored node. 

• The iTERA admin profile and password of each monitored node.

Execute the following procedure on the node indicated.

1. On the primary, select the Multi System Monitor Configuration menu 
option (30.24).

SYSTEM1     PRIMARY          Assure iTERA HA 6.2                      E22010RE
ZHA62A1                    Remote System Monitoring                    2/22/16
QPADEV0003                   Local Configuration                      14:24:36

Type options, press Enter.
 2=Change  7=Toggle iTERA Group Status
    Position to
                                     Telnet Connection Options
               iTERA      Host             Display    Work
Opt CRG Name   Group      System     Login Name       User ID    Library    Sts
    CRGHA62A1  CRGHA62A1  CST        *REQ  *DFT       ZHA62A1    HA62A1     Off

                                                                        BOTTOM
F3=Exit  F5=Refresh  F7=Work with Host Systems  F12=Previous
F21=System Command



Chapter 8: Multi System Monitor 

68 Assure iTERA HA v6.2 Advanced Features Guide 

2. Press F7=Work with Host Systems.

3. Press F6=Add Host. The following screen is displayed.

4. Press F8=Load Local System. This will add values from the current 
system into the appropriate fields in the screen. Enter “A” in the 
Monitor Status field. Press Enter. The entry on the Host Configuration 
screen will display similar to the following:

SYSTEM1     PRIMARY          Assure iTERA HA 6.2                      E22015RE
ZHA62A1                    Remote System Monitoring                    2/22/16
QPADEV0003                    Host Configuration                      14:27:07

Type options, press Enter.
 2=Change  4=Remove  7=Toggle Status
    Position to

Opt Host Name  System     Sts Monitor Id Library    IP Address      DDM Port

                                                                        BOTTOM
F3=Exit  F5=Refresh  F6=Add Host  F7=System View  F12=Previous

 SYSTEM1     PRIMARY           Assure iTERA HA 6.2                     E22015RE
 ZHA62A1                    Remote System Monitoring                    2/22/16
 QPADEV0003                    Host Configuration                      14:28:26

 Host Monitoring Configuration
 Host Name  . . . . . . . . . .           
 System Node Code . . . . . . .           
 System Name  . . . . . . . . .         
 IP Address . . . . . . . . . .                                               
   
 DDM Port . . . . . . . . . . . *DRDA     
 Host Installation Library  . .          
 Monitor Status . . . . . . . . A   A/I
 Priority . . . . . . . . . . . 1
 Upd Fail Action  . . . . . . . I
 Change Lock  . . . . . . . . . N

 Last Change  . . . . . . . . . 2012-10-17-14.28.26.003000
 F3=Exit  F5=Refresh  F12=Cancel
 F8=Load Local System  F18=Load iTERA System
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5. Select option 2=Change for the newly added Host and copy (or note) 
the values for all fields. (You’ll be pasting/entering them into the 
corresponding Host Configuration screen on the monitored systems in a 
subsequent step.)

6. On the target node of the Host system, select the Multi System Monitor 
Configuration menu (30.24).

7. Press F7=Work with Host Systems. 

8. Press F6=Add Host. 

9. Paste (or type) the values copied from the Host system into the Host 
Monitoring Configuration screen on the node to be monitored. 

SYSTEM1     PRIMARY           Assure iTERA HA 6.2                     E22015RE
ZHA62A1                    Remote System Monitoring                    2/22/16
QPADEV0003                    Host Configuration                      14:30:41

Type options, press Enter.
 2=Change  4=Remove  7=Toggle Status
    Position to

Opt Host Name  System     Sts Monitor Id Library    IP Address      DDM Port
    CST        SYSTEM1    On  E2CSTMGR   HA62A1     SYSTEM1IP       *DRDA

                                                                        BOTTOM
F3=Exit  F5=Refresh  F6=Add Host  F7=System View  F12=Previous

SYSTEM2     BACKUP 1          Assure iTERA HA 6.2                     E22015RE
ZHA62A1                    Remote System Monitoring                    2/22/16
QPADEV0014                    Host Configuration                      14:34:21

Host Monitoring Configuration
Host Name  . . . . . . . . . . CST      
System Node Code . . . . . . . HA62A1N01
System Name  . . . . . . . . . SYSTEM1
IP Address . . . . . . . . . . SYSTEM1IP                                        
   
DDM Port . . . . . . . . . . . *DRDA      
Host Installation Library  . . HA62A1    
Monitor Status . . . . . . . . A   A/I
Priority . . . . . . . . . . . 1
Upd Fail Action  . . . . . . . I
Change Lock  . . . . . . . . . N

Last Change  . . . . . . . . . 2012-10-17-14.33.46.345000
F3=Exit  F5=Refresh  F12=Cancel
F8=Load Local System  F18=Load iTERA System
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NOTE

If the paste function does not paste all the copied values, manually 
enter them.

10. Press Enter, then F3=Exit.

11. On the node’s Local Configuration screen (30.24), select option 
7=Toggle iTERA Group Status on the node displayed. Press Enter. The 
Sts field should indicate “On”. Press F3=Exit.

12. If the node you just configured is a primary node, update the System 
Monitor on that system (1.1 F10.)

13. Execute step 6 through step 12 on every node of every replication 
environment that you want to monitor with the Multi System Monitor.

14. On the primary node of the Host system, update the System Monitor 
(1.1, F10=Update). 

15. On the primary node of the Host system, select menu 1.11. The Multi 
System Monitor screen is displayed. 

NOTE

If monitored nodes are not already displayed, press F5 
periodically to refresh or enable F19=Auto Refresh. If all 
monitored nodes are still not displayed, again update the System 
Monitor of all monitored nodes. If monitored nodes still do not 
display, it most likely indicates a communications issue, the 
monitored system’s profile is not located on the Host’s system, or 
the monitored system’s user profile is not defined correctly on the 
Host system.

SYSTEM1                      Assure iTERA HA 6.2                      E22000RE
ZHA62A1                      Multi System Monitor                      2/22/16
QPADEV0003              Sorted by  . . . . . . . Group                18:33:22

Type options, press Enter.
 2=Update  4=Delete  5=Details  7=E2MSGLOG  9=Telnet
          Position to
                                   iT Disk %  Processes Pending Exp  Sync
Opt Alert iT Grp     System   Role RM Sys Rcv L R A N S Entries C H  Req  Time
    *     CRGAL      SYSTEMA  PRI  Er 45%  0% Y Y - - Y ------- - - ----- 18:31
    *     CRGAL      SYSTEMB  BK1  Er 34%  0% - Y Y Y Y       0 - - None  18:32
    *     CRGHA62A1  SYSTEM1  PRI  Wr 39%  1% Y Y - - Y ------- - - ----- 18:33
    *     CRGHA62A1  SYSTEM2  BK1  Wr 62%  0% - Y Y Y Y       0 - - None  18:33
    *     HA61JT     SYSY     PRI  Er 62%  0% Y Y - - Y ------- - - ----- 18:22
    **    HA61JT     SYSZ     BK1  Er 67%  7% - Y Y Y Y       1 - - None  18:22

                                                                        BOTTOM
F3=Exit  F5=Refresh  F12=Cancel  F14=Sort by Alert  F19=Auto Refresh
F21=System Command
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Change the iTERA Group Name field
To make it easier to identify the monitored systems in the Multi System 
Monitor screen (1.11), a unique name may be specified in the iTERA Group 
Name field. You may do this optional procedure on each node that will be 
monitored using the Multi System Monitor.

1. On the monitored system, enable the Multi System Monitor. See 
“Enable the Multi System Monitor” on  page 58. 

2. Access the Multi System Monitor Configuration screen (30.24).

3. Select option 2 for the environment you want to modify. The Local 
CRG Monitoring Configuration screen is displayed. 

4. Modify the iTERA Group field as desired. The default identification 
label is the CRG name. Some users specify a system location or 
nickname. For example, BERLIN, HOUSTON, etc. It is not useful to 
indicate the system’s role (primary, backup, replicate), since there is a 
field in the monitor that already displays this information. 

5. Press Enter, then F3 to exit.

6. Update the System Monitor (1.1, F10) of the Host. (The System 
Monitor must be updated in order for the changed name to be displayed 
in the Multi System Monitor.) 

7. On the Host system, select menu option 1.11 to access the Multi System 
Monitor. Verify that the Group Name field has been changed. 

Disable menu options for Multi System Monitor on 
monitored nodes
After all monitored systems have been configured, it is not necessary to 
display the Multi System Monitor menu options on the monitored systems. 
Disabling the *HOSTMON option (4=Disable Global) in the Replication 
Options screen (30.23) on the monitored systems removes the 1.11 and 
30.24 menu options from view. However, the monitored systems will still 
continue to report system status to the Host.
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 IP Address Changes 9

Overview
This chapter contains instructions for changing the iTERA Replication IP 
address, which is the main IP address used for replication. (This may also 
be  referred to as the Static IP.) See “How to Change the iTERA HA 
Replication IP Address” below for instructions. 

This chapter also contains instructions for performing other IP address 
procedures:

• “Configure TCP/IP to ensure all jobs use the correct local IP 
interface” on  page 73

• “How to Change the User IP Address” on  page 75

• “How to define an iTERA-managed IP address on a target node” on  
page 75

• “How to map a different user IP address on the target when the target 
system is on a different subnet” on  page 76

How to Change the iTERA HA Replication IP Address
Before you begin, record the following:

• The node code of the node on which the IP address will be changed. 
(Node Code field in 30.21)

• The system name of all nodes. (Node ID field in 30.21)

• The old IP address (does not need to be active). (Replication IP field 
in 30.21)

• The new IP address (must be active).

IMPORTANT

You should only change the IP address on one system at a time.
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1. Sign on to all nodes with the iTERA admin profile.

2. From the primary, end the iTERA subsystems (E2ENDSBS).

3. On the system(s) that are not being changed, ping the new IP address to 
verify that you can connect (PING 'XXX.XXX.XXX.XXX').

4. On the system on which you are changing the IP address, run the 
Communications Tests (30.7) to all other nodes. Leave the system name 
blank and enter the “to” and “from” IP addresses. For the Scope 
parameter, specify *FULL.

5. On the system(s) on which you are not changing the IP address, run the 
Communications Tests (30.7) to all other node(s). Leave the system 
name blank and enter the “to” and “from” IP addresses. For the Scope 
parameter, specify *FULL.

6. On the node on which the IP address is being changed, select menu 
30.21. The Node Maintenance screen is displayed.

a. Enter option 2=Change Node on the node being changed and press 
Enter.

b. Press F7=TCP/IP Interfaces. 
c. Use option 1=Select on the desired IP address, then press Enter. The 

display is returned to the previous screen. The IP address is 
displayed in the Replication IP Address field. Press Enter. 

d. Press F3=Exit.

7. If the old IP address is going to remain active on a backup node, you 
will need to inactivate the remote journaling to allow the new IP 
address to take effect. On the primary, enter the Remote Journal 
Maintenance screen (3.3), then select option 14=Inactivate Remote 
Journal for all journals.

8. On the primary, start the iTERA subsystem (E2STRSBS).

Configure TCP/IP to ensure all jobs use the correct 
local IP interface
Using this configuration methodology will minimize communication 
problems when performing a role swap.

If the iTERA IP interface and the user’s IP interface are on the same subnet, 
there is no guarantee which IP interface will be used when leaving the local 
system. The IBM i OS/400 TCP/IP stack software determines which route 
to use for the local IP interface. If the user’s IP interface is ended as part of 
the switch process and iTERA jobs are using that IP interface, 
communication problems will result. 



Chapter 9: IP Address Changes 

74 Assure iTERA HA v6.2 Advanced Features Guide 

IBM and Precisely highly recommend that the iTERA IP interface be on a 
different subnet than the user's IP interface. This should be done on all 
systems involved. This guarantees that iTERA will use the desired interface 
for the local system. This is the best and easiest solution.

If the source and target systems are on different subnets, you can configure 
a host route that has a preferred binding interface. IBM calls this parameter 
'PREFERRED' because it is not guaranteed to be the interface that is used 
for the local system. The following is a sample configuration. The source 
and target systems are on different subnets. The user IP interface is 10.1.1.1, 
the source iTERA IP interface is 10.1.1.2, and the target iTERA IP interface 
is 192.168.1.2. All addresses have a subnet mask of 255.255.255.0.

On the source system, add a host specific IP route:

ADDTCPRTE RTEDEST('192.168.1.2')
SUBNETMASK(*HOST)
NEXTHOP('10.1.1.250') (local router's address)
BINDIFC('10.1.1.2')

On the target system, add a host specific IP route:

ADDTCPRTE RTEDEST('10.1.1.2')
SUBNETMASK(*HOST)
NEXTHOP('192.168.1.250') (local router's address)
BINDIFC('192.168.1.2')

NOTE

You will also need to configure routers, which is beyond the scope 
of this document. If you need assistance configuring IP interfaces 
on different subnets or configuring routes within the IBM i or 
routers, please contact the appropriate vendor.

If the source and target systems are on the same subnet, they have a direct 
route. By default, a host route will not take precedence over a direct route. 
In this case, you need to configure a Schowler route. The use of Schowler 
routes on the iSeries allows the local outbound traffic to be controlled on a 
system where multiple IP interfaces are configured on the same subnet. The 
following are benefits of using Schowler routes:

• Load balancing for local IP traffic

• Prioritization of one local route over another

• Host routes will now take precedence over direct routes

More information can be found in IBM Software Technical Document 
30385736, Schowler Routes on the IBM® iSeries™.

If you need assistance configuring Schowler routes, please contact IBM.

http://www-912.ibm.com/s_dir/SLKBase.nsf/1ac66549a21402188625680b0002037e/eb95209430bbcb7486256d170047484a?OpenDocument
http://www-912.ibm.com/s_dir/SLKBase.nsf/1ac66549a21402188625680b0002037e/eb95209430bbcb7486256d170047484a?OpenDocument
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Verify Connectivity
1. Run the Communications Tests (30.7) for each node to all other nodes 

using only the system name. For the Scope parameter, specify *FULL.

2. Start the iTERA subsystems and make sure they are OK (E2STRSBS).

3. Check and refresh the System Monitor (primary, 1.1, F10=Update 
Monitor). The Journal Entries Not Applied field should be decreasing. 
The status for local and remote journals, apply jobs, and 
network/subsystem active should all be YES.

4. On the target node check the apply jobs (3.4) to make sure they are 
running or in EVWT status.

How to Change the User IP Address

NOTE

The User IP address should be changed on the primary only.

1. On the primary, select the Set up and Manage Environments menu 
(30.21). The Node Maintenance screen is displayed.

2. Select F7=Work with Setup.

3. Select F7=TCP/IP Mapping. 

4. Locate the IP address that you want to use (only defined IP addresses 
will be displayed). Select it with option 1=Select, then press Enter 
twice. The display is returned to the Node Maintenance screen.

5. Press F3=Exit. 

How to define an iTERA-managed IP address on a target node
Additional IP addresses may be defined in iTERA on the target node so that 
their behavior can be managed following a role swap. 

1. On the target, select 30.22. The Work with TCP/IP Interface Defn 
screen is displayed.

NOTE

Access 30.22 on only one node. When changing values in 30.22, it 
should not be displayed in any other node. Upon exiting the 
screen, changes are sent to all other nodes.

2. Select option 6=Add on the desired IP address.
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3. Type a description for the address.

4. If needed, adjust the remaining parameters as desired. (Press F1 for 
field definitions.)

5. For the Processing Sequence field, if multiple addresses are being 
defined, assign a number to indicate the order in which the maintenance 
process will be executed. For example, on the first IP address definition 
enter 1, on the second enter 2, and so on. 

6. Press Enter, then F3 to exit. 

How to map a different user IP address on the target when the 
target system is on a different subnet

If both primary and backup systems are on the same subnet, then the same 
user IP address must be on both systems. Use the following procedure to 
define the user IP address on the target node 

1. On the target, select 30.22. The Work with TCP/IP Interface Defn 
screen is displayed.

NOTE

Access 30.22 on only one node. When changing values in 30.22, it 
should not be displayed in any other node. Upon exiting the 
screen, changes are sent to all other nodes.

2. Select option 6=Add on the desired IP address.

3. Type a description for the address.

4. If needed, adjust the remaining parameters as desired. (Press F1 for 
field definitions.)

 SYSTEM1     PRIMARY          Assure iTERA HA 6.2              E25400RE
 ZHA61A1                 Work with TCP/IP Interface Defn        8/31/12
 QPADEV0001                      All Interfaces                18:12:42

 Local IP Address . . . . . . . . . .  nnn.nnn.nnn.nnn

 Description  . . . . . . . . . . . .                      
 iTERA Managed IP Takeover  . . . . .  Y  Y=Yes, N=No
 Preferred Primary Status . . . . . .  A  A=Active I=Inactive
 Preferred Primary Autostart  . . . .  Y  Y=Yes, N=No
 Preferred Backup Status  . . . . . .  I  I=Inactive A=Active
 Preferred Backup Autostart . . . . .  N  Y=Yes, N=No
 Processing Sequence . . . . . . . .        

F3=Exit  F5=Refresh  F12=Cancel
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5. For the Processing Sequence field, if multiple addresses are being 
defined, assign a number to indicate the order in which the maintenance 
process will be executed. For example, on the first IP address definition 
enter 1, on the second enter 2, and so on. 

6. Press Enter, then F3 to exit. 

 SYSTEM1     PRIMARY           Assure iTERA HA 6.2             E25400RE
 ZHA61A1                 Work with TCP/IP Interface Defn        8/31/12
 QPADEV0001                      All Interfaces                18:12:42

 Local IP Address . . . . . . . . . .  nnn.nnn.nnn.nnn

 Description  . . . . . . . . . . . .                      
 iTERA Managed IP Takeover  . . . . .  Y  Y=Yes, N=No
 Preferred Primary Status . . . . . .  A  A=Active I=Inactive
 Preferred Primary Autostart  . . . .  Y  Y=Yes, N=No
 Preferred Backup Status  . . . . . .  I  I=Inactive A=Active
 Preferred Backup Autostart . . . . .  N  Y=Yes, N=No
 Processing Sequence . . . . . . . .        

F3=Exit  F5=Refresh  F12=Cancel
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 Message Monitoring A

If using iTERA Alert or other message monitoring program, we 
recommend that the following iTERA messages be monitored. 

Messages to set up for monitoring

Critical

Recommended

Message 
ID Sev Abbreviated Description

HAE0189 80 Hard drives in system ASP are degraded - this will 
cause a performance issue with disk I/O while writing 
to disks, especially with journaling.

HAE0190 80 Disk space exceeds the disk space Error threshold on 
the RSR monitor.

HAE0191 80 Disk space exceeds the disk space Warning threshold on 
the RSR monitor.

HAE0200 80 Disk space exceeds the System Value threshold - When 
this happens the system will start shutting down 
services to conserve disk space.

HAE0421 40 RSR check object out of sync, object is either not 
journaled, not syncing, or has been omitted from 
syncing.

HAE0432 50 RSR check for record count audit errors.

Message 
ID Sev Abbreviated Description

HAE0101 50 One of the systems could not ping the other 
system.

HAE0181 40 RSR apply job test, 1 of the apply jobs is not 
running on the target.
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HAE0182 60 RSR apply job test shows an apply job with a 
message wait in the subsystem.

HAE0183 40 RSR apply job test shows an apply job is on hold 
on the target.

HAE0201 80 System check journal receiver disk space used is 
over threshold set in the MONTHR test in RSR.

HAE0204 40 A remote journal is not active from primary to 
target.

HAE0205 40 At least one of the apply jobs on the target is not 
active.

HAE0208 30 Apply pending entries is over the threshold limit 
set in the MONTHR test in RSR.

HAE0209 30 Apply pending latency is higher then the number 
of minutes in the MONTHR test in RSR.

HAE0210 30 Network latency is higher then the number of 
minutes set in the MONTHR test in RSR.

HAE0211 30 Number of objects requesting sync is over the 
threshold limit in the MONTHR test in RSR.

HAE0212 30 Objects requesting resync is larger then the threshold 
limit in the MONTHR test in RSR.

HAE0219 30 Object in the object sync status test is out of sync, either 
not journaled, not selected, or omitted.

HAE0272 30 Mirrored object is currently not being journaled.

HAE0374 30 One of the apply jobs has had the sequence number 
overridden - possible out of sync condition.

HAE0375 30 One of the apply jobs has had the sequence number 
overridden - possible out of sync condition.

HAE0623 50 Data area E2CURINFO contains an invalid CRG - this 
is a configuration issue, should be addressed with 
Precisely Support.

HAE9897 50 Error occurred while processing object.

Message 
ID Sev Abbreviated Description
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Optional

Message 
ID Sev Abbreviated Description

HAE0157 40 Could not change the owner on the target system - 
possible application issue during a role swap.

HAE0158 40 Could not change authority on the target system - 
possible application issue during a role swap.

HAE0242 60 One of the audits did not complete correctly - Go to 
option 6 from main menu to investigate.

HAE0243 60 One of the audit jobs is in message wait in the iTERA 
subsystem.

HAE0245 30 Audit has not run within the warning interval in the 
Audit Command Console.

HAE0246 30 Audit has not run within the severe interval in the Audit 
Command Console.

HAE0507 50 Some part of the Mirror down job is not valid - this is 
only if you are using the mirror down job. Could be the 
program is not on the target system.

HAE0509 50 Mirror down job command in error - only if you are 
using this.

HAE0611 20 Apply latency is more than the RSR MONTHR 
warning value.

HAE0612 20 Apply latency is more then the RSR MONTHR error 
value.
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