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1
Introduction

This guide is for the individual responsible for administering the security of 
an Assure DQ implementation. The guide has the following chapters:

 Chapter 1, “Introduction”—Assure DQ security concepts and 
implementation considerations.

 Chapter 2, “Security Profiles”—Pre- and post-installation steps for 
configuring security, including how to replace and modify the default 
security profile.

 Chapter 3, “Maintaining Security”—Exporting, importing, and 
maintaining security profiles and generating security reports.

 Chapter 4, “Embedded Directories”—Maintaining the Infogix® 
embedded directories for user authorization and user information.

Chapter Overview
This chapter includes the following topics:

 Assure DQ Security Concepts
 Understanding the Security Environment
 User Authorization
 User Authentication
 Installation Considerations
 Migration Considerations
 Command Line Utilities
 Contacting Customer Support
 Summary of Security Considerations

Assure DQ Security Concepts
Assure DQ enables users to create rules-based controls for critical business 
information. These rules validate the accuracy, consistency, and timeliness 
of information. For example, they can validate that two accounts balance or 
that transaction volumes and amounts are within expected limits. The 
detection of a problem can trigger an action, which is also user-defined. The 
outcomes of all validations and their supporting details are displayed in the 
user interface as results and provided on reports.
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1  Introduction
Assure DQ Security Concepts
Role-based security controls access to overall tasks within the system. The 
menu options available in the user interface vary based on the logged in 
user’s roles. For example, Knowledge Workers see a Results menu and can 
view control results, reports, and control data extracted or used in control 
processing. Superusers see all menu options. Each user can have multiple 
roles.

Object-based security limits access to the capabilities and content of 
secured objects, which are controls and their associated data, and reusable 
rules. Reusable rules consist of input data source layouts, translations, 
result actions, result templates, and calendars. 

Control permissions restrict access to the following categories of potentially 
sensitive business information:

 Current and historical application data extracted or computed for use in 
controls

 Control rules defining validations to apply, reports to produce, and 
actions to perform

 Control results and reports 

Rule-level permissions restrict access to Assure DQ control definitions and 
to data contained in Assure DQ input sources. These include the following 
types of inputs:

 Delimited files

 Fixed files

 XML files

 Databases accessed via JNDI® or JDBC™ connections

 Microsoft Excel® files 

 ISO 8583 files (if licensed)

 EDI files (if licensed)

 Java™ object files

 Data that resides at a Web Service endpoint

 Data that resides on an OLAP server

Permissions are governed by security profiles that grant users and groups 
access to the various capabilities or contents of controls and reusable rules. 
You can assign the same security profile to multiple controls or rules that 
share the same security requirements. If requirements change, modifying a 
profile changes the permissions for all controls or rules that use the profile.
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Understanding the Security Environment
Security profile groups control the permission sets available to individual 
security profiles. A permission set is a collection of permissions for one of 
the following types of objects: controls (applications or control entities), 
layouts, result actions, result templates, translations, and calendars. 

When you create a security profile, you must first associate it with a single 
profile group that contains the permission sets you need. The Assure DQ 
Default Profile Group contains all permission sets. You can create 
additional profile groups that contain fewer permission sets. This can save 
time if you need to create numerous, similar profiles that use only a few 
permission sets. For example, you could create a Controls Profile Group for 
use in production environments where business analysts should not change 
reusable rules. 

The rest of this chapter provides information to help you understand how 
to develop and maintain an Assure DQ security environment.

Understanding the Security Environment
The diagram below shows an Assure DQ implementation with 
development, testing, and production environments. 

Server A is the controls development environment. New controls are 
verified in the testing and staging environment on Server B. Some sites may 
combine the development and testing environments. Testing and staging 
environments may use sample data from production applications, which 
may require additional security. The production environment on Server C 
is where the system applies controls in tandem with production 
applications. 

Each of these environments has its own security considerations, as 
described in the sections that follow.
7Infogix Assure Security Administrator’s Guide
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User Authorization
Development
This environment may use test data (non-sensitive or fictitious data) for 
controls development. In this case, all users can have unrestricted access to 
all controls and rules. As the default profile, consider using the IA Default 
Permit Everyone profile shipped with the system. This profile is suitable for 
environments where all users generally need access to all input data, rules, 
control data, results, and reports. If the development implementation uses 
sensitive data, however, limit access with more restrictive profiles.

Testing and Staging
This environment may use real, potentially sensitive production data. For 
example, test data might contain Social Security numbers, tax ID numbers, 
bank account numbers, or credit card numbers. If this is the case, replicate 
the security of the production environment or restrict access and viewing 
capabilities for controls, layouts, and translations. 

Production
For this environment, restrict access to application data, reports, and 
results, and prevent editing of controls. 

User Authorization
Pre-defined role-based groups support all available product roles and 
control user access to specified capabilities within the user interface. The 
table that follows indicates the capabilities of each role.  

Capabilities by Role

Administrator

 Manage calendars
 Manage control data
 Manage the job scheduler
 Remove users and their related data from the system
 Perform all system operator functions
 Has full access to the administrative console, including the Infogix 

health checker

Directory Administrator

 Manage groups and users
8 Precisely
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User Authorization
Exception Management Rule Administrator

 Manage result actions
 Manage result templates

Integrity Rule Administrator

 Import and export rules
 Manage calendars
 Manage controls
 Manage layouts
 Manage result templates
 Manage translations
 Test control points

Internal Auditor

 View audit history

Knowledge Worker

 Inbox
 View control data
 View results
 View reports

Remote Executor

 Initiate control point execution from an external job scheduler, console 
command, or API

Rule Viewer

 View calendars
 View controls
 View layouts
 View result actions
 View result templates
 View translations
 View definition reports and references/referenced by reports
 Test controls if granted execute permission

Security Administrator

 Manage security profiles
 Assign security profiles to rules, control entities, and applications

Security Manager

 Assign security profiles to rules, control entities, and applications
 Not a standalone role; must assign in conjunction with Integrity Rule 

Administrator or Exception Management Rule Administrator role

Capabilities by Role
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User Authorization
System Administrator Authorizations
Users with the Administrator or Superuser role can access the Infogix 
administrative console from the user interface. The administrative console 
enables users to perform the following functions:

 Configure logging for a specific area of an Infogix application 

 Enable the collection of data to show memory and CPU usage 

 Generate heap dumps on demand and copy them to a specified location 

 Generate thread dumps 

 Create a diagnostic package that includes thread dumps, log files, 
configuration files, and system information 

 View or download specific configuration or log files 

 Execute SQL SELECT statements 

 View database details 

 Run diagnostic tests using the Infogix health checker

The health checker provides automated, interactive diagnosis of common 
configuration, definition, and processing problems. The health checker can 
also generate CSV output to send to Customer Support for further analysis. 

System Operator Authorizations
The System Operator role has a subset of the capabilities of the 
Administrator role. This role can perform system operation functions, but 
cannot access the administrative console or health checker, or remove users 
and their data from the system. The system operator role is appropriate for 
users who should not have direct access to the internal Assure DQ 
databases or to diagnostic tools that can potentially disrupt processing.

System Operator

 Manage the job scheduler
 Manipulate control data
 Stop control point runs
 Manage the API error queue and API processors
 View contents of dynamic tables created by Assure DQ

Superuser

 Has all capabilities

Capabilities by Role
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User Authentication
Remote Executor Authorizations
The Remote Executor is a user ID authorized to invoke Assure DQ client 
processing, typically from the command line, a job scheduler, or an external 
program.

User Authentication
Assure DQ and several other Infogix applications can share an embedded 
directory for user authentication. If you use the embedded directory, you 
can maintain groups and group memberships, user logins, and passwords 
in Assure DQ. For more information, see Chapter 4, “Embedded 
Directories.”

If you prefer, your Infogix applications can use an existing enterprise 
directory server for user authentication. This enables users to log on to 
Assure DQ and other Infogix applications with the same user ID and 
password specified in your enterprise directory. You maintain group 
memberships, user logins, and passwords in your enterprise directory, 
rather than in Assure DQ.

For a list of supported directory servers, download the current technical 
specifications from the Infogix Web site: 

http://www.infogix.com/pages/products/assure/infogix_assure.aspx

The section that follows summarizes the installation steps necessary to 
have your application server perform authentication.

Application Server Authentication
Application server authentication delegates user authentication and user 
role processing to your J2EE™-compliant application server, such as 
JBoss® or WebSphere®. To enable application server authentication, 
complete the following steps during the installation process: 

1. If you want to use your enterprise directory for authentication, edit the 
security.directory.properties file to reflect the schema of your 
directory. 
The properties file is in your Infogix default configuration directory, 
such as <install_folder>/Infogix/config/default.

2. In the appserver.properties file, specify the security user ID and 
security user password for security directory access.
This properties file is also in your Infogix default configuration 
directory.
11Infogix Assure Security Administrator’s Guide
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1  Introduction
Installation Considerations
3. In the IA.properties file, map the groups in your enterprise directory to 
Assure DQ roles (see “User Authorization” on page 8). Edit the Role to 
Group mappings properties. 
The IA.properties file is in the IA subdirectory of your default 
configuration directory.

Installation Considerations

Password Encryption
During the database and server installation process, you may choose to 
enter passwords in the installation properties files for your application 
server, your enterprise directory server, and the Assure DQ internal 
database. The crypt-properties.bat and crypt-properties.sh scripts are 
available in the bin subdirectory of the Infogix installation directory if you 
want to encrypt these passwords. 

Password encryption is optional but recommended. Unencrypted 
passwords in the properties files may be visible to unauthorized users.

By default, the crypt-properties scripts use 56 bit PBE-DES encryption. If 
you prefer 256 bit encryption, follow the procedures for AES encryption in 
the installation guides or the System Administrator’s Guide. To support 
AES encryption, you must download and install the appropriate 
unrestricted policy file for your JVM™. You must also change a property in 
the appserver.advanced.properties file.

Security Profiles
Security profiles control which groups and users can access and modify 
reusable rules, as well as definitions, results, and reports for individual 
controls. Reusable rules consist of definitions for layouts, translations, 
result actions, result templates, and calendars.

The system assigns a default security profile to the following categories of 
controls and reusable rules:

 Newly created controls or rules, unless the creator explicitly assigns 
another security profile

 Imported controls or rules that lack a security profile

 Imported controls or rules that refer to a profile ID that does not exist 
in the target instance of Assure DQ

 Reusable rules migrated from a release prior to Release 6.2
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Migration Considerations
Immediately after deploying a new instance of Assure DQ, you must replace 
the default security profile or modify the existing one. For security 
purposes, the default profile created at installation time does not grant 
permissions to anyone. For detailed instructions, see Chapter 2, “Security 
Profiles.”

Migration Considerations
If you are upgrading from a release prior to Release 6.2, the system will 
assign the default security profile to any existing reusable rules. You may 
want to create and assign new profiles to the migrated rules, instead of 
retaining the default profile.

When an administrator imports a control or rules from one instance of 
Assure DQ to another, the name and ID of the assigned security profile are 
imported. The user and group permissions associated with the profile are 
not imported. If a profile with the same ID exists in the target instance, the 
permissions associated with that profile are assigned to the imported item. 
If no matching profile ID exists in the target instance, the system assigns 
the default security profile.

To facilitate change control, consider creating custom profiles with the 
same names and IDs in your development, test/staging, and production 
environments. Then, modify the user and group permissions for each 
profile, as needed, in each environment. This enables export/import from 
development and testing through to production without reassigning new 
security profiles. For example, you can set up a security profile that permits 
everyone in development but restricts access to only a few users in 
production. 
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Command Line Utilities
Command Line Utilities
Command line utilities are available to perform several of the tasks covered 
in this guide. See the table below for a list of the utilities, a description of 
each, and a link to the information.

Contacting Customer Support
If you need assistance, contact Infogix Customer Support.

Support Phone: +1.630.505.1890

Support Email: support@infogix.com

Support Website: http://support.infogix.com

Fax Number: +1.630.505.1883

Visit our Website: www.infogix.com 

Utility Description

extractSecurity Generate a comma-separated file 
listing the profile assigned to each 
control and rule, the permissions 
granted by the profile, and the users 
and groups granted each permission.

See page 31.

group Add or delete groups and group 
members in the embedded 
directories.

See page 35.

systemimportexport Export and import security profiles 
from one instance of Assure DQ to 
another.

See page 29.
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Summary of Security Considerations
Summary of Security Considerations
This section summarizes the concepts and tasks discussed in this chapter 
for administering security in Assure DQ.

Role-based security controls access to overall tasks within the system. The 
menu options available in the user interface vary based on the logged in 
user’s role. To implement role-based security, assign each Assure DQ user 
to a group corresponding to a role, such as Knowledge Worker or Security 
Administrator. You can assign the same user to multiple groups/roles.

 If your site uses the Infogix embedded security directory to authenticate 
users, assign users to groups from within the user interface. 

 If you use an enterprise directory server, assign users to groups in your 
directory server. Then, map your directory server groups to the 
appropriate Assure DQ roles in the IA.properties file. 

Object-level security overlays role-based security to restrict which users 
and groups can access reusable rules, as well as controls, data, and results 
associated with individual controls. To implement object-level security, 
complete the following tasks:

 Replace or modify the default security profile immediately after 
deploying Assure DQ.   

 Create additional security profiles that assign different levels of 
permissions to individual groups and users. 

 To facilitate change control, create profiles with the same names and 
IDs in your development, test/staging, and production environments. 

 Assign profiles to individual applications, control entities, and reusable 
rules based on which users and groups must have permission to access 
business information and modify extracted control data, control rules, 
results, and reports.

 When security needs change, edit a security profile to immediately 
change permissions for all applications, control entities, and reusable 
rules that use the profile.
15Infogix Assure Security Administrator’s Guide
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2
Security Profiles

This chapter provides detailed instructions for configuring permissions and 
replacing or modifying the Assure DQ default security profile. This chapter 
has the following sections:

 Disabling the Permit Everyone Options

 Configuring the Default Security Profile

Disabling the Permit Everyone Options
By default, the system allows the security administrator to grant individual 
permissions to all authorized users when creating or updating a security 
profile. The administrator can click a Permit Everyone button to grant a 
particular permission to all authorized users. This sets the Permit Everyone 
option for that permission to Yes on the Security Profile Permissions tab.

If you want to disable the Permit Everyone capability, edit the 
appserver.advanced.properties file prior to deploying Assure DQ. Set 
SECURITY_EVERYONE_GROUP_ALLOWED to false. This setting 
disables the Permit Everyone button on the Security Profile Permissions 
tab. This is usually appropriate in a production environment. 

By default, when a new security profile is created, the 
SECURITY_EVERYONE_ GROUP_DEFAULT option sets the Permit 
Everyone option for each individual permission on the Security Profile 
Permissions tab to No. To change the default setting to Yes, set 
SECURITY_EVERYONE_ GROUP_DEFAULT to true. This may be 
appropriate in a development or testing environment, but not in 
production.

Configuring the Default Security Profile
Security profiles control which groups and users can access and modify 
reusable rules, as well as control definitions, control data, results, and 
reports for individual control entities and applications. Immediately after 
deploying a new instance of Assure DQ, you must replace or modify the 
default security profile. For security purposes, the default profile for a new 
installation does not grant permissions to anyone. 
17Assure DQ Security Administrator’s Guide
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Configuring the Default Security Profile
When you upgrade an existing instance of Assure DQ, all existing security 
profiles are retained. However, you may need to modify the migrated 
profiles if you are upgrading from a release prior to Release 6.2. See 
“Migration Considerations” on page 13.

For new installations, you can modify the default “permit nobody” profile 
created at installation time. If you prefer, you can import an existing profile 
from another instance of Assure DQ. A third option is to import the “permit 
everyone” profile shipped with the system.

For instructions on how to replace or modify the default security profile, see 
the following sections:

 “Importing the Permit Everyone Default Profile” on page 18

 “Importing an Existing Profile” on page 20

 “Modifying the Default Profile” on page 21

Importing the Permit Everyone Default Profile
If appropriate, you can import a “permit everyone” profile to replace the 
default “permit nobody” profile created at installation time for new 
installations. The IA Default Permit Everyone profile grants all 
permissions to all users. However, it does not permit everyone to view 
secure values. It is suitable for use in development or testing environments 
where all users generally need access to all rules, control data, results, and 
reports. 

You can import the permit everyone profile from the user interface (see 
below) or from the command line (see page 19).

Importing with the User Interface
To import the Permit Everyone profile to replace the default profile in a new 
Assure DQ instance, complete the following steps:

1. Log in to the new instance of Assure DQ as a Security Administrator or 
Superuser.

2. Select Security > Profiles. 
The system displays the Security Profiles window.

3. Click Import.

4. Click Browse and navigate to the ZIP file to import.

By default, the ZIP file containing the sample profile is located in 
<install_folder>/Infogix/db/IA/data/security.  The ZIP file is named 
IA Default Permit Everyone.zip.
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Configuring the Default Security Profile

 

5. Select the file to import and click Open.

6. To proceed with the import, click Import. 

Importing from the Command Line
If you prefer, you can use the systemimportexport.bat or 
systemimportexport.sh command line utility to import the Permit 
Everyone profile. The default location for the utility is <install_folder>/
Infogix /server-util/<config_name>/IA. The syntax for the utility is shown 
below: 
systemimportexport [-import or -export] –file zipfilename       
[-username username -password password] [-proxyusername 
proxyusername -proxypassword proxypassword]

System Import/Export 
Parameters Description

 -import Imports the profile from the ZIP file specified by 
the -file option. 

-export Exports the ZIP file specified by the -file option. 

 -file Specifies the full path (on UNIX) and the name 
of the ZIP file containing the profile to export or 
import. 

-username User ID to connect to http server (optional).

-password User password to connect to http server 
(optional).

-proxypassword User password to connect to http proxy server 
(optional).

-proxyusername User ID to connect to http proxy server 
(optional).
19Assure DQ Security Administrator’s Guide
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Configuring the Default Security Profile
To import IA Default Permit Everyone.zip, enter a command similar to one 
of the following examples:

Windows: systemimportexport 
-import -file <install_folder>\Infogix\db\IA\data 
\security\IA Default Permit Everyone.zip 

UNIX/Linux: ./systemimportexport.sh -import -file /usr/
websph1/<install_folder>/Infogix/db/IA/data/security/
IA Default Permit Everyone.zip

Importing an Existing Profile
To replace the default “permit nobody” profile with an existing profile, 
export the profile of your choice from an existing Assure DQ instance. Then, 
import the profile into your new Assure DQ instance.

Exporting a Profile
You can export an existing profile to use as the default in a new instance of 
Assure DQ. The export function creates a ZIP file for import into other 
instances of Assure DQ. To export a profile with the user interface, 
complete the following steps:

1. Log in to the user interface as a Security Administrator or Superuser. 

2. Select Security > Profiles.

3. Select the profile to export.

4. Click Export.

5. When prompted, specify that you want to save the profile file.

6. Specify a name and path for the ZIP file and click Save.

7. When the Download Complete window displays, click Close.

Importing a Profile
To import an existing profile to use as the default in a new instance of 
Assure DQ, complete the following steps:

1. Complete the procedure above for exporting a profile.

2. Log in to the new instance of Assure DQ as a Security Administrator or 
Superuser.

3. Select Security > Profiles. 
The system displays the Security Profiles window.

4. Click Import.
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Configuring the Default Security Profile
5. Click Browse and navigate to the ZIP file to import.

The ZIP file is the one created in the export procedure.

6. Select the file and click Open.

7. Click Open to see the directory and profile dependencies for the profile, 
if any. 
Directory dependencies consist of users and groups that do not exist in 
the target environment but are granted permissions by the profile. 
Profile dependencies are other profiles that do not exist in the target 
environment that the current profile includes.

8. To proceed with the import, click Import. 

9. Select Security > Profiles.

10. Select the profile you just imported.

11. In the bottom pane on the Details tab, note the ID of the profile. 
If the profile ID is 1, the imported profile is now the default profile.
If the profile ID is not 1, you must edit the 
DEFAULT_SECURITY_PROFILE_ID property in the IA.properties file in 
<install_folder>/Infogix/config/<config_name>/IA. Then, run the 
update-config script in <install_folder>/Infogix/bin to change the 
default profile.

Modifying the Default Profile
If you import the Permit Everyone profile shipped with Assure DQ, you may 
need to modify the profile to better match your security requirements. You 
can also modify the default “permit nobody” profile created at installation 
time if you do not want to import a profile. Changes to the default profile 
immediately affect all controls that use the profile. To modify the default 
profile, complete the following steps:

1. Log in to the Assure DQ user interface as a Security Administrator or 
Superuser.

2. Select Security > Profiles. 
The system displays the Security Profiles window. The top pane lists all 
existing profiles.

3. In the top pane, pick the Assure DQ Default Profile (profile ID 1) or the 
default profile for your installation. 
The ID of the default profile is specified by the 
DEFAULT_SECURITYPROFILE_ID property in the IA.properties 
configuration file.
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2  Security Profiles
Configuring the Default Security Profile
4. In the bottom pane, click the Permissions tab.

5. To grant a permission to all users, select the permission and click 
Permit Everyone, if the option is available. 

6. To grant a permission to specific groups and users, select the 
permission and click Edit Groups and Users.

7. In the top pane, select any users and groups to delete and click 
Remove.

8. In the bottom pane, select any users and groups to add and click Apply.
Use the Type filter to toggle the list to show groups or users. To filter 
the list, use the Keyword and Filter By options and click Search.

9. Click OK to return to the previous window.
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3
Maintaining Security

This chapter describes how to create, maintain, assign, and import security 
profiles from one instance of Assure DQ to another. The chapter also 
explains how to generate reports on existing security profiles and 
permissions. This chapter includes the following topics:

 Creating and Maintaining Security Profiles

 Applying Profiles to Rules and Controls

 Exporting and Importing Security Profiles

 Generating Security Reports

Creating and Maintaining Security Profiles
Security profiles authorize users and groups to access specified reusable 
rules and the control data, control results, and control setups for specified 
applications and control entities. You can create security profiles and apply 
them to all controls that have the same security requirements. If 
requirements change, modify the profiles to globally change permissions 
for all controls that use the profiles.

For filtering purposes, consider assigning similar profiles to a Profile 
Group. For example, you could create a profile group for each line of 
business within your organization that uses Assure DQ. Then, as you create 
profiles for various lines of business, you can associate them with the 
appropriate profile group.

To create and maintain security profiles, complete the following steps:

1. Log in to the Assure DQ user interface as a Security Administrator or 
Superuser.

2. Select Security > Profiles. 
The system displays the Security Profiles window. The top pane lists all 
existing profiles.

3. In the top pane, pick a profile to edit or click New Profile. 

4. In the bottom pane, on the Details tab, enter a Name and an ID for the 
profile.

5. Click the Active check box if you want the profile to appear on the 
selection list that enables authorized users to assign the profile to a 
rule, application, or control entity.
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Applying Profiles to Rules and Controls
6. Create a Profile Group.
Profile groups enable you to categorize profiles by lines of business or 
some other characteristic. They are useful when assigning profiles if 
you have multiple profiles for different purposes.

7. On the Permissions tab, select permissions to grant. 
See “Available Permissions” on page 25 for descriptions of the 
capabilities of each permission.

8. Click Permit Everyone if you want to grant a permission to all users, if 
the option is available. 

9. To grant a permission to specific groups and users, select the 
permission and click Edit Groups and Users. 

In the bottom pane, select any users and groups to add and click Apply.

Use the Type filter to toggle the list to show groups or users. To filter 
the list, use the Keyword and Filter By options and click Search.

10. In the top pane, select any users and groups to delete and click 
Remove.

11. Click OK to return to the previous window.

Applying Profiles to Rules and Controls
The system applies the default security profile to new rules, applications, 
and control entities. To enable users to create controls and apply a profile 
of their choice, assign them to both the Integrity Rule Admin and Security 
Manager roles. Users with the Integrity Rule Admin and Security 
Administrator role can also create a new profile when they create a new 
control or reusable rule. 

Superusers and Security Administrators can also change profiles applied to 
existing controls. This may be necessary if security needs change. To 
change security profiles for existing controls, complete the following steps:

1. Log in to the Assure DQ user interface as a Security Administrator or 
Superuser.

2. Select Security > Permissions. 
The system displays the Manage Permissions window. The top pane 
lists all reusable rules and controls.

3. Select a rule or control that has a profile you want to change. 
The Security Profile field in the bottom pane indicates which profile is 
currently assigned. 
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4. To select a different profile, change the existing profile, or create a new 
one, click the picker icon to the right of the Security Profile field.

5. In the Security Profiles window, you can create, edit, or assign a 
different profile, as follows:

 To assign a different profile to the currently selected control, select 
the profile and click OK.

 To create a new profile, click New Profile.

 To view details for an existing profile, select the profile and click 
More > View User Report. 

 To make changes to an existing profile, select the profile and click 
Edit. Note that any changes you make to the profile here will 
immediately affect all controls that use the profile.

Available Permissions
The table below describes the permissions available in Assure DQ. 
Permissions are granted at the application, control entity, and rule 
(layout, result action, result template, translation, or calendar) level. 

Permission Description

Delete All Control 
Data 

Allows the user to perform a mass delete of all control 
data stored in the database for this control.

Edit Allows the user to change the setups for this rule or 
control and its control points, and import this rule or 
control. 

Edit Control Data Allows the user to change or delete individual instances 
of control data stored in the database. To grant mass 
delete capability, enable the Delete All Control Data 
permission, too.

Execute Allows the user to run control points for this application or 
entity or to run control points that use this layout.

Export Allows the user to export this rule. 

View Allows the user to view the setups for this rule or control 
and its control points.

View Control Data Allows the user to view data stored in the database for 
this control.
25Assure DQ Security Administrator’s Guide



3  Maintaining Security
Exporting and Importing Security Profiles
 Exporting and Importing Security Profiles
You can import security profiles from one instance of Assure DQ to another. 
You can export and import with the user interface or by command line 
utilities. 

Once you set up a security profile in your development environment, 
consider importing it to your development, test/staging, and production 
environments. Having profiles with the same names and IDs in all 
environments enables rule and control export/import from development 
through to production without reassigning new security profiles.

After you import a profile, modify the user and group permissions, as 
needed, to fit the target environment. For example, you can set up a profile 
that permits everyone in development but restricts access to only a few 
users in production. 

When an administrator imports a rule or control from one instance of 
Assure DQ to another, the profile ID referenced by the rule or control must 
exist in the target environment. Otherwise, the system applies the default 
security profile. You can reassign a different profile after import.

Exporting Profiles
You can export profiles by using a command line utility or the user 
interface. The export function creates a ZIP file of one or more profiles. You 
can use this ZIP file to back up profiles and import them into other 
instances of Assure DQ.

Exporting Profiles With the User Interface

To export profiles with the user interface, complete the following steps:

1. Log in to the Assure DQ user interface.

View Reports Allows the user to view reports for this control. 

View Results Allows the user to view all results and view results by 
control point for the selected control. 

View Secure 
Values

Allows the user to view secure values stored in the 
database for the selected control. The Show/Hide Secure 
Values button is disabled when this permission is not 
granted. 

Permission Description
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You must be a Security Administrator or Superuser to export profiles. 

2. Select Security > Profiles.

3. Select one or more profiles to export.

4. Click Export.

5. When prompted, specify that you want to Save the profile file.

6. Specify a name and path for the ZIP file and click Save.

7. When the Download Complete window displays, click Close.

Exporting Profiles With the Command Line

You can use the exportSecurityProfiles.bat or exportSecurityProfiles.sh 
command line utility to export security profiles from and to Assure DQ 
instances. 

To run the utility, go to <install_folder>/Infogix/server-util /
<config_name>/IA. Execute exportSecurityProfiles.bat (for Windows) or 
exportSecurityProfiles.sh (for UNIX or Linux), followed by the appropriate 
parameters from the table below. Note that if you have specified a default 
username and password in the application server properties file, you do not 
have to specify them as parameters. 

Security Profile Export 
Parameters Description

 -file Specifies the full path and name of the ZIP file 
containing the profile(s) to export or import. 

-name Optional. You can specify a comma separated 
list of security profile names to export. If the 
name of a profile contains blanks, enclose the 
name in double quotes. 

 -namelike Optional. You can specify a wildcard selection 
of security profiles. Use the underscore (_) 
character for any single character wildcard. Use 
the percent (%) character for matching any 
number of characters. For example, FOO% 
selects all security profiles whose names begin 
with FOO.

-modifiedsince Optional. You can specify a date in YYYY-MM-
DD format. Any security profile modified on or 
after that date is selected for export.
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To export a ZIP file named securityprofileexport, enter a command similar 
to one of the following examples:

Windows: exportSecurityProfiles -name “My Profile”,”My 
Other Profile” -file 
c:\<install_folder>\securityprofileexport.zip 

UNIX/Linux: ./exportSecurityProfiles.sh -namelike My% 
-file /usr/websph1/<install_folder>/Infogix/server-
util/<config_name>/IA/securityprofileexport.zip

To pass a username and password, enter a command similar to the 
following example:

UNIX/Linux: ./exportSecurityProfiles.sh -namelike My% 
-file /usr/websph1/<install_folder>/Infogix/server-
util/<config_name>/IA/securityprofileexport.zip         
-username psu -password secretword

Importing Profiles
You can use the import function to import a default profile, copy profiles 
from your test environment to your production environment, or restore a 
profile. You can import profiles by using a command line utility (see “The 
System Import/Export Utility” on page 29) or the user interface.

If you import through the user interface, you can determine whether 
profiles with the same ID already exist in the target environment. 

New permission sets were added in release 6.2 for reusable rules. These 
apply to input data source layouts, translations, result actions, result 
templates, and calendars. If you import profiles from release 6.1 or earlier 
of Assure DQ, the profiles will not provide users permission to access 
reusable rules by default. If you want to grant users permissions for 
reusable rules, you must edit the imported profiles accordingly. 

-username User ID to connect to http server (optional).

-password User password to connect to http server 
(optional).

-proxypassword User password to connect to http proxy server 
(optional).

-proxyusername User ID to connect to http proxy server 
(optional).

Security Profile Export 
Parameters Description
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Importing Profiles With the User Interface

To import profiles with the user interface, complete the following steps:

1. Log in to the Assure DQ user interface.
You must be a Security Administrator or Superuser to import profiles.

2. Select Security > Profiles. 
The system displays the Security Profiles window.

3. Click Import.

4. Click Browse and navigate to the ZIP file to import.

5. Select the file and click Open.

6. Click Open to see the directory and profile group dependencies for the 
profile. 
Directory dependencies consist of users and groups that do not exist in 
the target environment but are granted permissions by the profile. 
Profile group dependencies are other profiles that do not exist in the 
target environment that the current profile includes.
If the profile to import has the same ID as an existing profile, the 
imported profile will replace the existing profile if you proceed with the 
import.

7. To proceed with the import, click Import. 

The System Import/Export Utility
You can use the systemimportexport.bat or systemimportexport.sh 
command line utility to import security profiles to Assure DQ instances. 

The default location for the utility is <install_folder>/Infogix/server-util /
<config_name>/IA. The syntax for the utility is shown below: 
systemimportexport -import –file fullpath/zipfilename [-
username username -password password]         [-proxyusername 
proxyusername -proxypassword proxypassword]

System Import/Export 
Parameters Description

 -import Imports the profile(s) from the ZIP file specified 
by the -file option. 

 -file Specifies the full path and name of the ZIP file 
containing the profile(s) to export or import. 

-username User ID to connect to http server (optional).
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To import a ZIP file named securityprofileexport, enter a command similar 
to one of the following examples:

Windows: systemimportexport -import 
-file c:\<install_folder>\securityprofileexport.zip 

UNIX/Linux: ./systemimportexport.sh -import 
-file /usr/websph1/<install_folder>/Infogix/server-
util/<config_name>/IA/securityprofileexport.zip

To pass a username and password, enter a command similar to the 
following example:

UNIX/Linux: ./systemimportexport.sh -import -file /usr/
websph1/<install_folder>/Infogix/server-util/
<config_name>/IA/securityprofileexport.zip -username 
psu -password secretword

Generating Security Reports
You can generate several reports on permissions and profiles to facilitate 
administering security and tracking changes. The following reports are 
available:

 Security Profile User Report—Lists the users and groups granted 
permissions by a profile, as well as the permissions granted to each user 
or group. Only available from the user interface.

 Security Profile Permission Report—Lists the permissions 
granted by a profile and the users and groups granted each permission. 
Only available from the user interface.

 CSV Report—For one or more controls, lists the profile assigned, the 
permissions granted by the profile, and the users and groups granted 
each permission. 

-password User password to connect to http server 
(optional).

-proxypassword User password to connect to http proxy server 
(optional).

-proxyusername User ID to connect to http proxy server 
(optional).

System Import/Export 
Parameters Description
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Generating Reports with the User Interface
The Security Profile User Report and Security Profile Permission Report 
are only available from the user interface. You can view these reports in the 
user interface or save them as PDFs.

To view, print, or save these reports, log in to the user interface and select 
Security > Profiles or Security > Permissions. Select a profile, rule, or 
control of interest. Then, click More > View User Report or More > View 
Permission Report. View, print, or save the report as a PDF.

The CSV Report is available from the user interface or by running a 
command line utility. You can view this comma-separated file from the user 
interface, save it as a Microsoft Excel spreadsheet, or import it into another 
program that accepts comma-separated input. If you generate the file from 
the user interface, you can select which controls or rules to include.

To generate the CSV Report, select Security > Permissions. Select one or 
more rules or controls of interest. Then, click Generate CSV. If you prefer to 
generate the report from the command line, complete the procedure that 
follows.

Generating the CSV Report From the Command Line
If you generate the CSV Report from the command line, the file 
automatically includes all rules and controls. You can use the 
extractSecuity.bat or extractSecuity.sh command line utility to generate the 
file. 

The default location for the utility is <install_folder>/Infogix/server-util /
<config_name>/IA. The syntax for the utility is shown below: 
extractSecurity –file fullpath/filename
[-username username -password password]
[-proxyusername proxyusername -proxypassword 
proxypassword]

Extract Security 
Parameters Description

 -file Specifies the full path and name of the CSV 
Report to generate. 

-username User ID to connect to http server (optional).

-password User password to connect to http server 
(optional).
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To generate a CSV file named SecurityReport.csv, enter a command similar 
to one of the following examples:

Windows:
extractSecurity -file SecurityReport.csv

UNIX/Linux: 
./extractSecurity.sh -file SecurityReport.csv

To pass a username and password, enter a command similar to the 
following example:

UNIX/Linux: 
./extractSecurity.sh -file SecurityReport.csv 
-username psu -password secretword

Audit Log
The system records actions in the audit log, which is located in the same 
directory as the other logs produced by the system, which are of security 
interest. These actions include viewing secure values within Assure DQ.

Following are a few examples of the logging performed here. 

2016-09-02 09:28:29,343 INFO  (http-0.0.0.0-8080-7) 
.[ProfileAddedPermission]: Principal: <user> SUCCESS modifying profile 
1 giving permissions VIEW_SECURE_VALUES to principal 
InfogixAssure1 Everyone.

2016-09-02 09:28:47,743 INFO  (http-0.0.0.0-8080-1) .[execute]: 
Principal: <user> Viewed control data with secure values for control IAG 
JUNIT SAP Detail Data with ID cycle=20160902; run=0; RECNUMID=2

2016-09-02 09:50:49,308 INFO  (http-0.0.0.0-8080-5) .[executeSQL]: 
Principal: <user> SQL Statement: select count(*) from "RULE"

2016-09-02 09:51:14,522 INFO  (http-0.0.0.0-8080-4) .[FailedLogin]: 
Principal: Infogix System FAILURE: User <user> failed to login.

-proxypassword User password to connect to http proxy server 
(optional).

-proxyusername User ID to connect to http proxy server 
(optional).

Extract Security 
Parameters Description
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Embedded Directories

Assure DQ can use an enterprise directory server or an embedded directory 
for user authentication and/or user information. This chapter explains how 
to use the embedded directory to maintain user information and user ids 
and passwords, groups, and group memberships. 

Authorizing Users
If your site uses the Assure DQ embedded directory for security, you can 
maintain groups, group memberships, user logins, and passwords in the 
user interface, or by using a command line utility. You authorize users to log 
in to the user interface by assigning them to predefined, role-based groups 
in Assure DQ (see “User Authentication” on page 11). You cannot remove or 
rename the predefined groups. 

You can set up additional groups if you want to manage user permissions or 
alerts at the group level. Permissions control which reusable rules and 
controls users can access in the user interface. Alerts notify users of control 
results in the user interface, by email, or by other means. Users can receive 
email alerts even if they are not authorized to log in to the user interface.

You may want to add groups based on functional responsibilities, 
departments, company divisions, geographical regions, or other shared 
characteristics.  You can assign users to groups by executing the group 
utility (see page 35) or by selecting Security > Groups in the user interface 
(see page 37).   

The Group Utility
You can use the group.bat or group.sh command line utility to add or delete 
groups and group members in the embedded directory. The default location 
for the group utility is <install_folder>/Infogix/server-util/
<config_name>/IA. The syntax for the utility is shown below: 
group -add/-modify/-delete 
-groupname groupname [-newgroupname groupname] 
[-addmembers userid1 userid2 ...] [-removemembers 
userid3 userid4 ...] -addmembers [-username username 
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-password password][-proxyusername proxyusername 
-proxypassword proxypassword]

To add a group named Recon Team, enter a command similar to the 
following example:

Group Parameters Description

 -addmembers Lists the members to add to the group. For 
users, the userid must be specified (optional).

 -removemembers Lists the members to remove from the group. 
For users, the userid must be specified 
(optional).

-add Adds a group.

-delete Deletes a group.

-groupname Name of the group. Use the capitalization, 
spelling, and spacing below when adding or 
removing users from predefined groups. 
 Administrator
 Directory Administrator
 Exception Management Rule Administrator
 Integrity Rule Administrator
 Internal Auditor
 Knowledge Worker
 Remote Executor
 Rule Viewer
 Security Administrator
 Security Manager
 System Operator
 Superuser

-modify Modifies a group.

-newgroupname New name of the group, if modifying a group 
(optional).

-password User password to connect to http server 
(optional).

-proxypassword User password to connect to http proxy server 
(optional).

-proxyusername User ID to connect to http proxy server 
(optional).

-username User ID to connect to http server (optional).
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Windows: group -add -groupname "Recon Team" 

UNIX/Linux: ./group.sh -file -add -groupname "Recon Team" 

Maintaining Groups and Users in the User Interface
You can maintain groups and users in the Assure DQ user interface. The 
functions you can perform depend on whether your site uses the embedded 
directory for user authentication, user information, or both.

If your site uses the embedded directory for user information, you can add 
or delete groups, assign users to groups, and enter user email and pager 
addresses.

If your site uses the embedded directory for user authentication, you can 
add or delete groups, assign users to groups, and add and maintain user IDs 
and passwords. For user authentication purposes, assign users to the 
predefined groups described on page 8.

If your site uses embedded security or an LDAP, you can remove user 
information, such as inbox alerts and user preferences. See page 39.

Assigning users to groups makes it possible to manage user permissions 
and alerts at the group level. Permissions control which rules, control 
entities, and applications users can access in the user interface. Alerts 
notify users of control results in the user interface, or by email or other 
means. Users can receive email alerts even if they are not authorized to log 
in to the user interface.

Maintain Groups
To set up or maintain a group, complete the following steps:

1. Log in as the Directory Administrator or Superuser and select Security 
> Groups.
The system displays the Manage Groups window.

2. To rename an existing group or maintain group memberships, select 
the group in the top pane; to add a group, click New Group.

3. In the bottom pane on the Details tab, enter or (optionally) update the 
group name.
You cannot change the name of a predefined group.

4. To maintain the membership of the group, go to the Users tab and click 
Add Users.
The system displays the Selected Users for Group window. The top  
pane lists any users that are members of the group. The bottom pane 
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lists all other users. If the user list is lengthy, follow the directions in 
the online Help to search or filter the list.  
Note that only Superusers can maintain the membership of the 
Superuser group.

5. To add users to the group, select them in the bottom pane and click 
Apply. 

6. To delete users from the group, select them in the top pane and click 
Remove.

7. When you are done adding and deleting users from the group, click OK 
to close the window. 

8. To delete a group, select the group in the top pane and click the Delete 
button.
You cannot delete a predefined group.

Maintain Users
To set up or maintain a user, complete the following steps:

1. Log in as the Directory Administrator or Superuser and select Security 
> Users.
The system displays the Manage Users window.

2. In the top pane, select the user to maintain or click New User to add a 
user.

3. On the Details tab, enter or update the following user information:

 User ID, for example, jjones01. 
You cannot change the user ID for an existing user.

 A display name for the user, for example, John Jones. 

 The email address for the user, in SMTP format; for example, 
jjones@mycompany.com.

 (Optional) The pager address for the user’s handheld wireless 
device, in SMTP format.

4. If the Password field displays, enter a temporary password for the user; 
then, reenter the password in the Confirm Password field. 
You can only enter a password if your site uses embedded security and 
you are adding a new user. The user can change the password after 
logging in. 

5. To change a user’s existing password, click Reset Password.
You can only reset a user’s password if your site uses embedded 
security and you are updating information for an existing user.
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6. Optionally, to assign the user to one or more groups, go to the Groups 
tab and click Add Groups. 
The system displays the Selected Groups for User window. The bottom 
pane lists all available groups. If the user is currently assigned to any 
groups, the top pane lists those groups. 

7. In the bottom pane, select the groups to which you want to assign the 
user; click Apply. 
If you use Assure DQ embedded security, review the table on page 8 
and assign the user to the appropriate, predefined groups for user 
authorization purposes.
You can filter the list of groups. The filter option is case-sensitive.

8. To remove the user from one or more groups, select the check boxes for 
those groups in the top pane and click Remove. 
To remove associated user information, such as inbox alerts and user 
preferences, see “Remove User Data” on page 39.

9. Click OK to close the window and then click Save.

Remove User Data
The Remove User function enables you to delete a user’s inbox alerts and 
user preferences from the system, and delete the user’s ID from the 
embedded security and user information directories, if applicable. To do 
this, complete the following steps:

1. Log in as a Superuser or Administrator and select System > More > 
Remove User.

2. In the top pane of the Remove User window, enter the user ID of the 
user to remove from the system.

3. Select which of the following actions you want the system to perform 
for the user ID above:

 Delete all alerts—This option removes all inbox alerts from the 
user’s inbox.

 Delete user preferences—This option deletes any preferences set by 
the user in the user interface, such as email and pager notification.

 Remove from directory—This option deletes the user from the 
embedded security and user information directories. The option has 
no effect if Assure DQ uses an external LDAP.
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 Report result action references—This option generates a printable 
list of result actions that reference the user ID above. If you want to 
delete the references, you must do it manually.   The system does not 
automatically delete references. See “Remove User References 
From Result Actions” on page 40.

 Report security profile references—This option generates a 
printable list of security profiles that reference the user ID above. If 
you want to delete the references, you must do it manually. The 
system does not automatically delete references. See “Remove User 
References From Security Profiles” on page 40.

4. Click OK. 
The bottom pane summarizes what was deleted and reports result 
action and security profile references, if requested.

5. Optionally, print or generate a PDF of the user removal details shown 
in the bottom pane.
This is useful if you want to manually delete result action or security 
profile references. You may also want to print or generate a PDF of the 
details for your records.

Remove User References

Remove User References From Result Actions
1. Log in as the Superuser or Exception Management Rules 

Administrator.

2. Select Rules > Result Actions.

3. In the top pane of the Manage Result Actions window, select the result 
action that references the removed user.

4. In the bottom pane, go to the Actions tab.

5. On the Actions tab, select the removed user and click Edit.

6. In the top pane of the Manage Alert window, select the removed user 
and click Remove.

Remove User References From Security Profiles
1. Log in as the Superuser or Security Administrator.

2. Select Security > Profiles.

3. In the top pane of the Security Profiles window, select the security 
profile that references the removed user.

4. In the bottom pane, go to the Permissions tab.
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5. On the Permissions tab, select a permission granted to the removed 
user and click Edit Groups and Users.

6. In the top pane of the Edit Groups and Users for Permission window, 
select the removed user and click Remove.
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