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Audit History 
Extract Guide

Contents of This Guide
Assure DQ Superusers and Internal Auditors can generate an Audit 
History Extract file in XML format. The file lists Assure DQ auditable 
events, including changes to control rules and control data, and control 
point executions initiated from the command line or the test facility in 
the user interface. Through the user interface, the user can filter the file’s 
content by date or date range, auditable event type, the user ID that 
triggered the event, tagged event, audit change control ID, and user 
specified comments. Using the command line utility, the user can filter 
the file’s content by date range.

This guide contains the following information:

 “Purpose of This Guide” on page 2

 “Auditable Events Element Dictionary” on page 2

 “Extracting Audit History” on page 9

http://www.precisely.com/
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Purpose of This Guide
This guide describes the format and content of the Audit History Extract 
file. The guide is intended for internal auditors and report developers 
who want to import data from the Extract file into their organization’s 
audit tracking and reporting systems. 

Auditable Events Element Dictionary
This section describes the information provided in the Audit History 
Extract file. The schema is at
http://products.infogix.com/assure/schema/auditTrail.xsd.

AuditableEvents
Auditable Events are the audit events recorded by the system that meet 
your specified filter criteria.  

AuditableEvents 

Element Name Attribute Use, Type Description

appDeployment
Name

Optional, string The deployment name of the 
application.

version Optional, string The version of the application.

Filter FilterType Filters applied to determine which 
auditable events to include in the 
file.
Refer to “FilterType” on page 3.

AuditableEvent AuditableEvent
Type

Control point execution or a 
change to control rules or control 
data that meets the filter criteria 
specified.
Refer to “AuditableEvent” on 
page 3.

http://products.infogix.com/assure/schema/auditTrail.xsd
http://products.infogix.com/assure/schema/auditTrail.xsd
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FilterType
Specifies the filters applied to the audit history extract. 

AuditableEvent
The auditable event recorded by the system includes the time it occurred, 
the event type ID and type description, user name of person who initiated 
the event, and the auditable event type. 

FilterType 

Element Name Attribute Use, Type Description

fromDate Optional, 
dateTime

Start date and time filter applied, if 
any.

toDate Optional, 
dateTime

End date and time filter applied, if 
any.

eventType Optional, string Auditable event type filter applied, 
if any.

userName Optional, string User ID filter applied, if any. If this 
type of filter was applied, the file 
only lists events triggered by the 
specified user ID.

auditID Optional, string Audit ID filter applied, if any.

comment Optional, string Comment filter applied, if any.

tagged Optional, 
boolean

Tagged filter applied, if any. If this 
type of filter was applied, the file 
only lists the tagged import and 
export events. 

AuditableEvent 

Element Name Attribute Use, Type Description

timeOccurred Required, 
dateTime

Date and time of the event.
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eventType Optional, string Description of the event above: 
Import, Export, Update, 
Execution, Control Data Change, 
Enable Scheduler, Disable 
Scheduler, Scheduled Job 
Change, or Scheduled Job 
Delete.

eventTypeID Required, string Numeric code for the type of 
auditable event that occurred.
1–Import of definitions
2–Update to existing definitions
3–Execution of control point
4–Control data change
5–Enable Scheduler
6–Disable Scheduler
7–Scheduled Job Change
8–Scheduled Job Delete
9-Export of definitions

userName Required, string The user ID of the system user 
that triggered the event.

tagged Optional, 
boolean

The tag indication of the event.

eventChange 
ControlID

Optional, string The change control ID supplied by 
the user, if any.

EventComment Optional (0-1), 
string

A comment supplied by the user 
describing the auditable event, if a 
comment was entered.

DefChange Multiple (0–*), 
DefChangeType

An auditable event consisting of a 
change to control definitions.
Refer to “DefChangeType” on 
page 5.

DataChange Multiple (0–*), 
DataChangeTyp
e

Indicates a change to control data 
occurred.
Refer to “DataChangeType” on 
page 7.

AuditableEvent 

Element Name Attribute Use, Type Description
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DefChangeType

ScheduledJob
Change

Multiple (0–*), 
ScheduledJob
ChangeType

Indicates a scheduled job change 
occurred.
Refer to 
“ScheduledJobChangeType” on 
page 7.

Execution Multiple (0–*), 
ExecutionType

An auditable event consisting of 
control point execution.
Refer to “ExecutionType” on 
page 8.

AuditableEvent 

Element Name Attribute Use, Type Description

DefChangeType

Element Name Attribute Use, Type Description

elementID Optional, string System identifier or name for the 
element that changed.  

elementName Required, string User friendly name of the 
definition that changed.

versionID Optional, string The version number of the 
definition after the change.
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elementTypeID Required, string Numeric code for the type of 
definition that changed:
1–Layout
2–External Translation
3–Internal Translation
4–Action
5–Control Entity
9–Duration Calendar
10–Schedule Calendar
11–Result Template
12–Calendar
13–Control Point
15–Security Profile
16–Security Profile Group
17–Content Application Definition 
Rule

elementType Optional, string Text description of the type of 
definition that changed, above.

actionID Required, string Name of the action requested: 
Create, Change, Disable, Enable, 
Update, Delete, or Delete All.

action Optional, string Name of the action performed: 
Created, Changed, Disabled, 
Enabled, Updated, Deleted, or 
Deleted All.

DefChangeType

Element Name Attribute Use, Type Description
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DataChangeType

ScheduledJobChangeType

DataChangeType

Element Name Attribute Use, Type Description

entityType Required, string Indicates the control name for a 
control data change, or 
“deleterun” if control run results 
were deleted.

identityData Optional, string Identifies the control data instance 
that changed or the criteria 
applied to delete control data or 
control run results. Not produced 
for Deleted All actions.

elementTypeID Required, string Numeric code for the type of 
change event that occurred:
6–Control Data Instance
7–Execute Control Point (applies 
when the deleterun utility deleted 
control run results)

elementType Optional, string Text description of the change 
event that occurred.

actionID Required, string Name of the action requested: 
Create, Change, Update, Delete, 
or Delete All.

action Optional, string Name of the action performed: 
Created, Changed, Updated, 
Deleted, or Deleted All.

ScheduledJobChangeType

Element Name Attribute Use, Type Description

elementID Optional, string System identifier or name for the 
element that changed.

elementTypeID Required, string Numeric code for the type of 
element that changed:
14–Scheduled Job
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ExecutionType

elementType Optional, string Text description of the type of 
element that changed.

actionID Required, string Name of the action requested: 
Create, Update, Delete, 
Rescheduled, Enabled or 
Disabled.

action Optional, string Name of the action performed: 
Created, Updated, Deleted, 
Rescheduled, Enabled, or 
Disabled.

valueBefore Optional, string Indicates the value before the 
change occurred.

valueAfter Optional, string Indicates the value after the 
change occurred.

ScheduledJobChangeType

Element Name Attribute Use, Type Description

ExecutionType

Element Name Attribute Use, Type Description

objectName Optional, string The name of the control entity or 
application containing the control 
point that executed.

objectMethod Optional, string The name of the control point that 
executed.

resultRef Optional, string A unique identifier for the result 
catalog produced by the control 
point execution.

clientTypeID Optional, string The ID of the client that triggered 
the control point execution.

clientType Optional, string How the control point execution 
was triggered (from the command 
line, by an API, or from the test 
facility in the user interface).
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Extracting Audit History
You can extract audit events using the Assure DQ user interface or 
through the command line utility extractAuditEvents. The methods are 
described in the sections below.

By default, audit history extracts are output in XML format.

Using the User Interface
To generate the Extract file through the Assure DQ user interface, 
complete the steps below.

1. Log in to the Assure DQ user interface.

You must be a Superuser or Internal Auditor to extract audit history. 

2. Select System > Audit History.

Optionally, filter the list of auditable events by time period, event type, 
the user ID that triggered the event, tagged events, audit change 
control ID, and/or comment.

3. Filter criteria are case sensitive. You can enter the beginning 
character(s) of an audit ID to see all events with IDs beginning with 
those characters. The comment filter returns all comments that 
contain the character or string you enter. 

4. Click Generate Extract and select Open to view the file online, or Save.

When you view the file online, you can expand and collapse event 
details by clicking the +/– sign next to any <Auditable Event> tag.

Using the Extract Audit Events Utility
The extractAuditEvents utility is in infogix.install.home\Infogix\server-
util\config.name\IA.

elementTypeID Required, string Numeric code for the type of  
event that occurred:
7–Execute Control Point

elementType Optional, string Text description indicating a 
control point execution occurred.

ExecutionType

Element Name Attribute Use, Type Description
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To see syntax information for the utility, go to the directory where the 
utility is located and enter the name of the utility followed by -?. For 
example, in Windows, enter a command similar to the following 
example: 

extractAuditEvents -?
To generate the Extract file, execute extractAuditEvents.bat (for 
Windows®) or extractAuditEvents.sh (for UNIX® and Linux®), 
followed by the appropriate parameters from the table below.

extractAuditEvents
Parameters Description

-username Specifies the username to use to connect to an http 
server. Optional. The username’s role must be 
Internal Auditor or Superuser. If not specified, the 
system uses the username in the properties file.

-password Specifies the password to use to connect to an http 
server. Optional. Must be specified if the username 
parameter is specified. 

-proxyusername Specifies the username to use to connect to an http 
proxy server. Optional.

-proxypassword Specifies the password to use to connect to an http 
proxy server. Optional.

-file fileName Specifies the full path of the directory on your file 
system where you want to export the output file, and 
the output file name. Required.

-period periodName Specifies the name of the period, if one is used. If the 
-period option is used, the -from and -to options 
cannot be used. Valid period name values are 
“today”, “current_week”, “last_week”, 
“current_month”, “last_month”, “current_quarter”, 
“last_quarter”, “current_year”, and “last_year”.

-from date Specifies the date to start retrieving audit events. If a 
-from date is not specified, all audit events up to the 
-to date will be extracted. Date format is YYYY-MM-
DD.

-to date Specifies what date to stop retrieving audit events. If 
a -to date is not specified, all audit events from the -
from date up to the current date will be extracted. 
Date format is YYYY-MM-DD.



 Extracting Audit History

11Infogix Assure Audit History Extract Guide

Syntax Examples
To export all events from a specific date until now, use a command similar 
to the following example:

Windows:
extractAuditEvents -file C:\home\user2\auditreports\abc.xml
-from 2009-09-15
UNIX/Linux:
./extractAuditEvents.sh -file 
/home/user2/auditreports/abc.xml -from 2009-09-15 

To export all audit history events since the beginning of the recorded audit 
history until the specified date, use a command similar to the following 
example:

Windows:
extractAuditEvents -file C:\home\user2\auditreports\abc.xml
-to 2009-09-15
UNIX/Linux:
./extractAuditEvents.sh -file 
/home/user2/auditreports/abc.xml -to 2009-09-15

To export all audit history events for a July based year, use a command 
similar to the following example:

Windows:
extractAuditEvents -file C:\home\user2\auditreports\abc.xml
-from 2008-07-01 -to 2009-06-30
UNIX/Linux:
./extractAuditEvents.sh -file 
/home/user2/auditreports/abc.xml -from 2008-07-01 -to 2009-
06-30

To export all audit history events for the previous calendar quarter to this 
calendar quarter use a command similar to the following example:

Windows:
extractAuditEvents -file C:\home\user2\auditreports\abc.xml
-period last_quarter
UNIX/Linux:
./extractAuditEvents.sh -file 
/home/user2/auditreports/abc.xml -period last_quarter
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