
                      Release Notes LogAgent 
                      ===================== 
Version 4.70 - Released 10/05/2018                                      
                                                                        
356.  Changed copyright to Vision Solutions  
                                                                        
355.  Add the date and time stamp to the Job Start (JS) email message.                                                           
  
354.  Updated EULA to Syncsort EULA. EULA acceptance now also keeps track of the  

version it was accepted for, plus whether it was accepted for the trial or 
permanent license.    

                
353.  Add an option for Job Start (JS) email notification to limit notification to just  

the QSECOFR user. Prior to this enhancement email notifications went when an 
administrative user job started, and this is still the default.               

 
 352.  The database open exit program SY1004E could generate MCH0601 errors due to  

inadequate memory in receiving variables. The size of the file information in the             
       structures has been increased.                                 
 
351.  Certain SIEM solutions (McAfee for example) may disconnect the 

communications session after a period of inactivity. This is often 60 seconds, but 
may vary by SIEM. The communications modules now have the option to send a 
keep-alive syslog message based on the data queue wait time, and an option flag.       

       
Version 4.06 - Released 03/26/2018                                                                                                         
 
349.  Some IPL conditions may cause the TCP client to send a large       

number of TMS2882 messages to the system operator queue. Logic     
      has been added to avoid message flooding, and forcing a restart.   
 
347  Exiting the "Change QHST starting point" option can leave  
  a lock on the QHSTACTV data area which prevents the        
  QHST job from starting. This has been corrected.                              
 
346.  The QHST collection agent could flood the QSYSOPR message     

queue with error messages if the connection to the log        
       collection server fails. The process will now only send       
       a message every 15 minutes upon loss of a connection.         
 
345.  The QHST records could occasionally have a blank date due     

   to sequencing issues in QHST records. This is corrected.      
 
Version 4.05 - Released 01/03/2018                                 
                                                                   
342.  We were not processing excluded users correctly for QAUDJRN   

user entries (U). This is corrected.                           
                                                                   
340.  The TCP communications program ALCLINGN was not stopping      

on an error when the restart flag was set to no. This is corrected.    
 
339.  When changing excluded QAUDJRN objects, the information    

for the name and type displayed remains the same as objects that were previously  
were previously changed. This is corrected.                     



                             
 

Version 4.02 - Released 08/22/2017                       
                                                         
330.  Added option to add IBM user profiles to the        
    ALLLGAOWN authorization list. This is required       
      when monitoring exit points.                        
 
329.  The QAUDJRN agent could print a very large log        
     even when the logging option was disabled. This       
       is corrected.                                         
 
327.  Implemented the reporting of the changes to an IFS      
     file to ServiceNow.                                   
 
326.  Changed the service program ALLJRN to log to           
     the ALLOGA file. This will improve problem            
       determination.                                        
 
325.  Added additional edits to the exit point configuration          
     module. It was possible to enable an individual exit          
       point while the global configuration option was not           
       enabled. Additionally, the QAUDJRN user type could be         
       configured but not enabled as an event type.                                                                                     
 
324.  Added the ability to scan files for credit card numbers.      
     This version of the command also allows for ITSSM           
       reporting.                                                  
 
323.  Added support for ITSSM and ServiceNow reporting of        
     administrative user access to the IBM i server (job       
       start events).                                           
 
322.  Added support for ITSSM and ServiceNow reporting of library     
    object changes.                                               
 
321.  The option to specify included IFS directories and files    
    might not report through the SIEM integration module due    
      to a selection logic error. This has been corrected.        
 
320.  Added support for ITSSM and ServiceNow reporting of IFS     
    file changes.                                             
 
318.  Added support for creating a ServiceNow incident.   
 
317.  Added additional logging to the exit point program   
 
 
315.  Enabled email notification of QAUDJRN errors.   
 
313.  Added administrative user reporting for QHST messages.     
 
312.  Added the administrative user email option to the global      
  configuration.                                              



 
311.  Added email configuration options to the application menus.   
 
310.  The ZR and ZC events record an access type field. This field   
    was not being reported correctly. The problem is fixed.     
         
                                                  
Version 3.22 - Released 03/05/2017                     
                                                       
309 Added user menu control for the Database Monitor    

option to work with jobs.      
                    
308 When user controls are enabled the control for            

managing Datbase Monitor jobs was not enforcing           
access correctly.    This is fixed.                                     

                                                          
307 When user controls are enabled the control for setting    

the QAUDJRN starting point was not enforcing the          
restriction correctly.   That is fixed.                                  

 
305 The option to work with authorized users encountered an     

error when auditing the changes to the IBM security audit   
journal QAUDJRN. This is corrected.                         

                                                            
304 Added a user message queue option to complement the options  

for QSYSOPR and QSYSMSG.    
 
                                
Version 3.21 - Released 02/24/2017                            
                                                              
303.  The administrative user check might process an event     

where the user is *NONE. The program was issuing an      
      error but will now ignore the *NONE user condition.      
 
Version 3.20 - Released 01/26/2017                                
                                                                  
302.  Added the ability for a security administrator to enforce      

configuration access controls by menu function.              
301.  Added the ability to monitor disk unit status. When this option 
   is enabled Alliance LogAgent will collect disk unit status     
      information and send it to the log collection server.          
300.  Added the ability to create operational monitoring records          
  for a Database Monitor file. This will support the              
      operational capabilities of Splunk and other applications.      
 
Version 3.10 - Released 10/30/2016       
                                         
298.  Alliance LogAgent has been enhanced to provide a report            

of user privileges. For each user the report will show             
      the native special authorities for the user, the special           
      authority of the group profile, and the special authorities        
      of each supplemental profile. An accumulative special authority    
      matrix is also reported.                                           
  



296.  All user events were being reported even when user       
events were not enabled. This is corrected.              

                                                              
295.  When a user profile is disabled the system records a           

Changed Profile (CP) event in QAUDJRN. Alliance LogAgent       
       will now raise the severity level to 5 on this type of         
       event. Brute force attacks on the IBM i server can result      
       in many disabled user profiles and this will give SIEMs the    
       ability to recognize the severity better. Additionally, by     
       raising the severity level system administrators can manage    
       disabled profiles better.  
                                                               
293.  The remote port in some QAUDJRN events might not be       

recorded correctly due to a casting error. This is corrected.                                                
 
292.  The syslog communications job could encounter a job log    
  full status causing the job to terminate. The application    
       has been changed to specify automatic wrapping of the job log.                                                     
 
 289.  Alliance LogAgent has been enhanced to provide an indicator    

in the log events when a user has administrative authority     
       privileges. Any user with *ALLOBJ, *SECADM, *JOBCTL, *AUDIT,   
       *IOSYSCFG, *SAVSYS, *SERVICE or *AUDIT ability will be logged. 
       This will assist customers in meeting compliance regulations   
       requiring the monitoring of all administrator access to the    
       system.                                                        
                                                                        
Version 3.00 - Released 08/29/2016 
 
286. The QAUDJRN IS (Internet Security Management) event          
    was processing an invalid parameter. This could lead to      
      abnormal termination of the QAUDJRN collector. This is corrected.                                                   
 
285. The statistics option on the inquiry menu was incorrectly    
    checking the DB Monitoring license. This is corrected.       
                                                                   
 284. Updating a file for DB monitoring can try to improperly      

create a work file. This is corrected.                       
 
 283. The ENDSYLSBS command has been added in order to provide     
    a command to end the ALLSYL100 subsystem while gracefully    
      ending all data queue monitoring jobs first to prevent       
     damage to data queues. The subsystem will not end if               
     the data queue monitoring jobs do not end. The command             
     allows for retries and timing between retries.                     
                                                                        
282. The ownership of ALLSYL100 objects and the existence of            
      the ALLLGAOWN authorization list will now be checked               
     before the upgrade process to insure the application               
     has been installed properly.                                       
 
281. When trying to enter a licensing option, the ALLLGAOWN             
     user profile and authorization list will be checked                
     to ensure the application was installed properly.                  



 
281. When trying to enter a licensing option, the ALLLGAOWN  
     user profile and authorization list will be checked     
      to ensure the application was installed properly.       
 
280. Add additional QAUDJRN audit fields to selected events. 
 
279. When ending the ALLSYL100 subsystem through the menu options,  
   LogAgent will now verify data queue monitoring jobs are        
     active before sending a shut down signal to the data queue     
     and then ending the subsystem.                                 
 
278. When using the option to work with user audit settings            
   Alliance LogAgent was requiring the user to be QSECOFR,           
     or the user to have the special authority of *SECADM. The         
     special authority check was incorrect, the user will be           
     allowed to use this option of the special authority is            
     All Object (*ALLOBJ).                                             
 
277. There are changes in the QAUDJRN security events with the         
   release of 7.3 of the operating system. The QAUDJRJ collector     
     has been updated for the new event formats. Additional fields     
     will be added to audit events in the future.                      
 
 
Version 2.91 - Released 06/28/2016 
 
276. The 2.90 version of LogAgent restricted the IBM security 
    events that could be used for the extended exit points. This 
     was an error. 
 
275. The IBM security event VN was parsing the reason code in 
    place of the type code. This is corrected. 
 
274. Implement an extended exit point for IBM security events 
    that allows for the exit point program to return a flag 
     indicating that the event should or should not be processed. 
     This gives LogAgent customers the ability to filter events 
     based on their own application logic and security policies. 
  
271. The QHST job re-submits itself after 500 cycles to 
    preserve system resources. In some cases the new 
     instance of the program starts before the old instance 
     completes and an error message is generated that it is 
     already active. The control data area is now explicitly 
     de-allocated before the new job is submitted. 
     
270. Added additional logging to selected exit point programs 
  
269. The QSYSOPR and QSYSMSG event collectors have been 
    enhanced to include the logical partition. 
 
268. Enabled the monitoring of both QSYSOPR and QSYSMSG. There 
    are some critical system messages that go into both 



     message queues. 
 
267. When 'Enable QHST messages' was not enabled, LogAgent 
    would still verify that the user event type was defined 
     for QHST messages. LogAgent will no longer verify the user 
     event as being defined if QHST messages are not enabled. 
 
266. For customers running Alliance LogAgent on multiple 
    partitions it can be difficult to identify which 
     partition a particular event relates to. A new field 
     has been added to the events to identify the logical 
     partition. When combined with the serial number the event 
     can be quickly isolated to the system and partition. 
 
265. Update the Live Mobility logic for new customer. 
  
264. Added the ability to start or stop application logging for 
    the syslog communication client applications. 
 
263. Added additional edit checks on the syslog communications 
    clients to prevent activating more than one client. 
 
Version 2.71 - Released 02/23/2016 
 
262. The Apply Release Upgrade command has been deprecated. 
    Customers can use the Installation Menu option to 
     apply a release upgrade. 
 
261. Update the LogAgent configuration defaults for QRadar 
    to use the Line Feed (LF) end of line option. 
 
260. If the the IBM QRadar interface is selected the end of 
    line option must be CRLF or LF. The configuration panel      
has been updated to enforce one of these options. 
 
259. Modified some messages to be reported with severity 00, that 
    were incorrectly reported as a higher severity. This might 
     include some normal job starts and completitions. 
 
258. Modified the logic for the screen that is displayed for Setting 
    the Start Log for the QHST reporting. 
 
257. Added the severity level to the DB Monitor journal event. When 
    a user access or program access violation occurs the severity 
     is raised. 
 
 
Version 2.70 - Released 02/15/2016 
 
256. Added a new option to the configuration file to select which 
    QHST Log to start collection from, by date. 
 
255. The Log Event Extended Format service program was incorrectly 
    defining the host name as a numeric value. It should have 



     been character and this is corrected. 
 
254. The Common Event Format service program was incorrectly 
    defining the host name as a numeric value. It should have 
     been character and this is corrected. 
 
253. The internal logic used by Alliance LogAgent to determine 
    if the product is running in an iASP environment relied 
     on retrieving the attributes of the current job. In some 
     cases customers install LogAgent in the System iASP but 
     assign iASP groups to a user and job. The logic is changed 
     to determine the installation type by inspecting the presence 
     of the library ALLSYLSYS and by examining the iASP group 
     name of library ALLSYL100. 
 
252. A new option has been added to LogAgent to allow the 
    collection of system statistics related to storage, 
     CPU utilization, and other aspects of system status. 
 
251. The global configuration option was not allowing the 
    specification of the end of line format for QRadar. 
     This is corrected. 
 
 
250. Added a new option to the configuration file to synchronize 
    the QHST files to the internal tracking file SYQHSL. This 
     will help resolve issues of stalled processing when 
     intermediate QHSTnnnnna files are deleted from library 
     QSYS. 
 
249. Added date validation to Maintenance file clearing menu. 
  
248. Added option to Maintenance Menu, for clearing ALLOGA file. 
  
  
247. When viewing an application log, pushing F7 to print a log 
    would try to call the wrong program, AN0220C. This is 
     corrected. 
 
246. Added a new option to restore a Database Monitor demonstration 
    library. This option will restore library DEMODBMON. The 
     user can then add the library and configure field monitoring. 
 
 
245. The option to format messages to the Common Event Format 
    (CEF) was inadvertently disabled. It is now re-enabled. 
 
 
244. A new option has been added to the database monitor field 
    display to allow easily turning off monitoring for a field. 
 
243. Added the option to extend the QAUDJRN sequence number. The 
    default when creating the QAUDJRN journal is for a small range 
     of sequence numbers. When this range is exceeded the LogAgent 



     collector will encounter an error. The new installation menu 
     option will change the journal to extend the range of sequence. 
     numbers. 
 
 
242.  The QHST log in and log out messages have been refined to only 
     indicate a log in or log out event when the job type associated 
      with the message is an interactive job. When processing older 
     QHST messages the job may not be available and the interactive 
      job cannot be identified. 
 
  
241.  The security audit journal QAUDJRN event type Change Profile (CP), 
     has been enhanced to add additional information on the security 
      change. 
  


