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CHAPTER 1 Introduction

This chapter provides a brief introduction to the process of installing ZEN 
and ZEN components.

ZEN is William Data Systems’ common interface for all of its z/OS Network 
Management Components. 
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ZEN

Overview and Key Feature Summary
ZEN provides several functions that are common to all ZEN components. A ZEN compo-
nent is a WDS Network Management product that uses ZEN to facilitate and enhance its 
own functions as well as provide the display interface for all of its browser panels.

In summary ZEN provides the following functions:

• A browser-based interface for displaying data from one or more ZEN components 
simultaneously on the screen
• A software router (the ‘ZEN Domain Server’) that enables communication between 
all ZEN Components
• A sophisticated alerting function to handle exception conditions generated by any 
WDS ZEN Component as well as for ZEN itself
• An MVS console, filtered by message prefix if required, and MVS command entry
• An enhanced System Log, optionally filtered, with paging, searching and command 
input (including initiating Rexx programs)
• Network Logging support in which ZEN can be configured to write messages, with 
message prefix filtering applied, to as many Network Logs as you require
• SyslogD support for capturing and automating Syslog Daemon messages
• A set of tools to provide functions such as Ping, Trace Route and NS Lookup
• Panels that show CSM and ECSA usage and USS Summary, Processes and Process 
details.
• A common Report Generator and Viewer
• Administration and Trace functions

With the optional Automation Feature, the following additional facilities are available:

• Basic automation facilities comprising timer, message and alert driven commands
• A ZEN Rexx Function Pack for more sophisticated automation requirements
• User-definable ZEN menu and panel support via ZEN Rexx providing tabular and 
graphic displays, action buttons and input processing

Installation and Configuration
It is usual for ZEN and one or more ZEN components to be installed at the same time. 
Once the installation process and all necessary configuration completed and you are suc-
cessfully running your ZEN components, it is possible to download further components 
from the WDS website www.willdata.com, upload them to your z/OS systems and imple-
ment them into the same ZEN environment.

Installing ZEN and ZEN components is both quick and easy and is for the most part an 
automated process. It is fully described in the chapter “Installing ZEN” on page 7. Each 
ZEN component is likely to have one or more additional panels that will be automatically 
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displayed during the installation process. These will be described in each individual com-
ponent’s Installation chapter later in the manual.

ZEN and any optional ZEN components are shipped as a self-extracting PC-based binary 
image of a TSO XMIT install library. All that is required is to run the self-extractor, exe-
cute the extracted PC zsetup.exe program which will upload and TSO RECEIVE the 
install library on your z/OS system. The install library contains a Rexx-based SETUP pro-
cedure which once completed will have built a fully installed ZEN.

There are a few simple post-installation steps required to configure ZEN after which it can 
be activated using a standard MVS Start command. See the section “ZEN Post-Install 
Actions” on page 34 for a full description of the steps required.

Any additional ZEN components that you install will also require some post-installation 
activity and configuration. Again, these are described in each individual component’s 
‘Post-Installation’ section later in the manual.

From this point on, any ZEN component can use the ZEN services, and you will be able to 
access all the component’s panels via the ZEN Desktop.
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CHAPTER 2 Summary of Changes

This chapter provides a brief description of the changes in this version of 
this ZEN Installation and Maintenance manual.
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First Time ZEN Install Changes
William Data Systems was acquired by Syncsort early in 2015. As part of the companies’ 
product integration process, WDS has begun the work of applying its automated installa-
tion processes to the Syncsort products, the first one to be converted being Ironstream (see 
http://www.syncsort.com/en/Products/Mainframe/Ironstream). More will follow.

This has led to some changes in the way the automated installer, SETUP, works. All of the 
same steps are performed but there has been some resequencing of the steps and some of 
the panels have undergone some minor design changes. None of these changes are signifi-
cant, the two primary tasks of dataset allocation followed by component installation are 
performed just as they were before. In fact some improvements have been made in the way 
the installer works.

One noticeable change is that when installing ZEN on a system for the first time the main 
menu is not invoked initially as it was before, instead the Allocation Configuration panel is 
automatically displayed. This just makes it a little quicker for you to get the process under-
way.

Where configuration panels have changed, new screen shots have been taken for this ver-
sion of the manual and are marked with blue revision bars as usual.
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CHAPTER 3 Installing ZEN

This chapter describes how ZEN is installed. It covers the prerequisites, get-
ting the software on to your z/OS host, the automated installation job build 
process, and the tasks that need to be accomplished once the software has 
been successfully loaded to generate a working ZEN system.

Irrespective of the ZEN component(s) that you received from William Data 
Systems, ZEN itself is always automatically installed prior to any ZEN com-
ponents. This is a mandatory requirement.

It is probable that you will install other ZEN components at the same time as 
ZEN in which case additional panels will appear during the installation pro-
cess. These will be covered in the appropriate component’s Installation sec-
tion later in this manual.

Once ZEN has been installed, other ZEN components can be downloaded 
from the William Data Systems Customer Portal at: 
 
https://portal.willdata.com/support_customerlogin.aspx 

and installed into your ZEN environment. Contact your local WDS office if 
you require a logon user-id and password for the Customer Portal.

https://portal.willdata.com/support_customerlogin.aspx
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System Prerequisites

z/OS Prerequisites

ZEN requires the following software and hardware:

• Any IBM supported version of z/OS.

Security Requirements
Users requiring access to ZEN panels require suitable RACF (or your Installation’s equiv-
alent security product) authority to the ZEN resources.

It may be appropriate, especially if a different team is responsible for security in your 
Installation, to get the RACF resources for ZEN agreed and set-up prior to installing ZEN.

When ZEN is first installed by default it creates the following panel access profiles in 
FACILITY class:

WDS.ZEN.ADMIN for ZEN Administrators 
WDS.ZEN.MVSCMD for users allowed to issue MVS commands via the ZEN 

MVS Command Panel 
WDS.ZEN.MASTER for ZEN Master users who are allowed to alter  

panel security settings in ZEN 
WDS.ZEN.groupname All users require read access to this resource to access 

ZEN running in ZEN group groupname 
WDS.ZEN.COMMAND.VTAM.V  Users require read access to this resource to 

issue VTAM Vary commands from ZEN 
WDS.ZEN.COMMAND.VTAM.D  Users require read access to this resource to 

issue VTAM Display commands from ZEN

Only the user under which the initial ZEN install is done will have Master authority and be 
able to log on to ZEN.

It is also very important that you read through the section “Define RACF Resources” on 
page 36 since if you do not follow the guidance given you could find that you do not have 
adequate authority to access files built during the installation process, or even be unable to 
log on to ZEN.

PC Prerequisites
By preference you require a networked PC capable of using FTP to transfer files to the tar-
get system where ZEN is to be installed.

If you cannot use FTP, the install can be done manually using IND$FILE. In this case you 
should invoke zsetup.exe after unzipping the component binary to your PC and click the 
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Help button. In the Help file you will find a section called ‘Manually Installing a ZEN 
Component’ which contains a full description of the process.

To access the ZEN panels you require Internet Explorer (IE) version 7 or higher, or any 
Mozilla-based browser such as Firefox, with Javascript enabled. You may also run ZEN 
on an iPad.

Although the ZEN interface will run in IE6, the logos on the top bar and on the sign-on 
panel do not display correctly due to a known limitation in IE6 and some functions may 
not work as expected.

It is highly recommended that a PC browser panel resolution of at least 1280 x 1024 is 
used for the ZEN interface; the interface will work on lower resolutions, but the usability 
will be impaired.

A Note on Internet Privacy and Security
To provide the single sign-on capability when passing from ZEN on one system to ZEN on 
another system, cookies are used to store a variety of information related to your session. 
This is the only data that is ever written to your PC and is erased when you sign out, close 
your ZEN session, or close your browser.

Whether ZEN is allowed to create these temporary cookies is controlled by your Internet 
Options ‘Privacy’ setting. If you have this set to ‘High’, or ‘Block all Cookies’, ZEN will 
be unable to create the session cookies and you will be required to sign on every time you 
transfer to another ZEN system.

So that you may continue to maintain your high level of access security, but also take 
advantage of ZEN’s single sign-on capability, it is recommended that you add the IP 
address or host name (if you have an accessible DNS) of your mainframes into the list of 
trusted sites. To do this, use the browser’s Tools/Options/Sites panel. This has the addi-
tional advantage that the list is shared between browsers, so if you use more than one they 
will all have single sign-on for ZEN enabled.
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Pre-Installation Considerations

ZEN Data Space Requirements
ZEN’s data spaces are allocated from virtual storage so you must ensure that you have 
adequate page dataset space to accommodate them. A ‘D ASM’ command will show you 
how much free common page dataset space you have available.

If you see ZEN fail to start with the error message:

ZEN060I   ZEN Dataspace error: Request string R15=nn R0=0000000C 

this is because there is a limit on the number of Common Area data spaces that can be allo-
cated on the system and this maximum has already been reached. The maximum is defined 
by the MAXCAD parameter of the IEASYSnn member of the system PARMLIB. If the 
parameter is omitted the default value is 25. If you need to increase this value you will 
require a re-IPL to activate the new value.

ZCI - The ZEN Component Installer
ZEN and all of its components are installed, managed and maintained by the ZEN Compo-
nent Installer, or ZCI for short. ZCI is included in all the ZEN component install packages 
that are downloaded from William Data Systems’ Customer Portal.

Existing customers who do not have ZCI can download it from the Portal and install it in 
the usual way (this only needs to be done once, thereafter it will be self-maintaining). 
However, this is not mandatory, the existing procedures used for maintaining ZEN will 
continue to work.

If you are installing ZEN or a ZEN component for the first time, including installing a new 
ZEN component into an existing ZEN environment, ZCI is installed automatically and is 
effectively an ‘invisible’ ZEN component working in the background whenever you install 
a new component, or use any of the SMP/E maintenance procedures provided by the z/OS 
SETUP procedure.

Prior to the implementation of ZCI, everything required to install and maintain ZEN and 
its components was held in your_hlq.TAPEIMGE. After ZCI is installed, all of the com-
monly required members such as panel definitions, Help panels, Rexx procedures and so 
on are held in your_hlq.INSTALL while the component MCS and PTF files as well as var-
ious installation-built tables and job control remain in your_hlq.TAPEIMGE. The process 
of creating this INSTALL library is automatic, no intervention from you is required.
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Installing ZEN
This section guides you through the installation of ZEN. On completion, you will have 
ZEN and possibly other optional ZEN components installed on your system, all necessary 
system updates made such as library authorization, ZEN’s started task active and be able 
to sign on and use ZEN’s presentation interface. Once you have ZEN installed and work-
ing, you will be able to install and configure any of the other ZEN components and access 
their panels via the ZEN Desktop.

ZEN is usually installed from a self-extracting EXE downloaded from the WDS website, 
provided via an email attachment, or shipped on a CD. WDS has provided Automatic 
Install Procedures for both the PC and the z/OS mainframe to make the process of install-
ing ZEN as quick and easy as possible.

If your site is unable to download EXE files from our website, WDS will provide a ZIP 
which you should unzip to a c:\ZEN (or some other chosen directory) and then invoke the 
zsetup.exe. After this follow the steps outlined below.

Run the PC Self-Extractor and Automatic Installer
Ensure that the self-extracting EXE is loaded into a PC folder of your choice. Run the 
self-extractor by double-clicking on it, or by right-mouse clicking and selecting the ‘Open’ 
option. When the extract has completed the Automatic Installer (zsetup.exe) will be run 
and you will see a window similar to this:

Panel 1. PC Installer Window
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You can use the Help button at any time to access a description of the installation process, 
and use the Close button at any time to terminate the installation. In this example addi-
tional components are available for install as well as ZEN. This is usual - the z/OS installer 
can install as many components as required in a single pass. 

Note also that the ZEN Component Installer (ZCI) is itself an SMP/E-controlled ZEN 
component in its own right; this enables WDS to make changes to the Installer in a con-
trolled and secure way. ZCI is always installed automatically as part of the ZEN compo-
nent installation process without requiring any intervention from you.

Left mouse-button click on the Next button to proceed to the next step where you will pro-
vide some basic information for the installation process:

Panel 2. PC Installer Window with FTP Details Completed

The PC Installer requires you to provide information such as the IP address or name of the 
target z/OS system, a user-id and password for FTP, the high-level qualifier for the ZEN 
TAPEIMGE dataset and so on.

Once you have done this, it generates and will run an FTP to load all the ZEN components 
to the specified z/OS system and a job to TSO RECEIVE the components into the ZEN 
install TAPEIMGE library. The panel above shows these fields all completed in prepara-
tion for the next step.

If you choose to save the FTP password by selecting the ‘Save’ check box, the password 
will be saved in an encrypted form in the PC directory. 
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Now click the ‘Next’ button and a panel like this is shown:

Panel 3. PC Installer Window Ready for FTP

New buttons ‘View/Edit JCL’ and ‘Upload’ are now displayed. The Upload button is not 
available to use until you have used the View/Edit JCL button and verified that the JCL 
built by the ZEN Component Installer is valid and will run successfully in your Installa-
tion. The Help available in the PC zsetup program has full details of this complete process 
and should be consulted for additional information and guidance.

Note in particular that if you are installing a new ZEN component into an existing 
ZEN, you must use the same high-level qualifier previously used and make suitable 
adjustments to the generated JCL. 

Here is the generated JCL to install the above components:

//WDSI   JOB CLASS=A,MSGCLASS=X,NOTIFY=&SYSUID
//CHKIMGE  EXEC PGM=IDCAMS
//SYSPRINT DD SYSOUT=*
//SYSIN    DD *
  LISTCAT ENTRIES('WDS.ZENV210.TAPEIMGE')
/*
//         IF (CHKIMGE.RC > 0) THEN
//CREIMGE  EXEC PGM=IEFBR14
//TAPEIMGE DD   DISP=(NEW,CATLG),DSN=WDS.ZENV210.TAPEIMGE,
//  UNIT=SYSALLDA,
//  SPACE=(CYL,(100,10,100)),
//  DCB=(RECFM=FB,LRECL=80,BLKSIZE=8000,DSORG=PO)
//         ENDIF
//CHKINST  EXEC PGM=IDCAMS
//SYSPRINT DD SYSOUT=*
//SYSIN    DD *



Installing ZEN

14    Installing and Maintaining ZEN and ZEN Components

  LISTCAT ENTRIES('WDS.ZENV210.INSTALL')
/*
//         IF (CHKINST.RC > 0) THEN
//CREINST  EXEC PGM=IEFBR14
//INSTALL  DD   DISP=(NEW,CATLG),DSN=WDS.ZENV210.INSTALL,
//  UNIT=SYSALLDA,
//  SPACE=(CYL,(30,2,50)),
//  DCB=(RECFM=FB,LRECL=80,BLKSIZE=8000,DSORG=PO)
//RCVINST  EXEC PGM=IKJEFT01,DYNAMNBR=75,TIME=100,REGION=6M
//SYSPRINT DD SYSOUT=*
//SYSTSPRT DD SYSOUT=*
//SYSTERM  DD DUMMY
//SYSTSIN  DD *
 RECEIVE INDSN('WDS.ZENV210.ZCI21009')
   DSN('WDS.ZENV210.INSTALL')
/*
//IEBCOPY  EXEC PGM=IEBCOPY
//SYSPRINT DD   SYSOUT=*
//SYSUT3   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//SYSUT4   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//IN       DD   DISP=SHR,DSN=WDS.ZENV210.INSTALL
//OUT      DD   DISP=SHR,DSN=WDS.ZENV210.TAPEIMGE
//SYSIN    DD   *
  COPY INDD=((IN,R)),OUTDD=OUT
  SELECT MEMBER=((LZCI210,,R))
  SELECT MEMBER=((LZCI210P,,R))
  SELECT MEMBER=((ZENRXSTT,SETUP,R))
/*
//         ENDIF
//RECEIVE  EXEC PGM=IKJEFT01,DYNAMNBR=75,TIME=100,REGION=6M
//SYSPRINT DD SYSOUT=*
//SYSTSPRT DD SYSOUT=*
//SYSTERM  DD DUMMY
//SYSTSIN  DD *
 RECEIVE INDSN('WDS.ZENV210.DCA13009')
   DSN('WDS.ZENV210.TAPEIMGE')
 RECEIVE INDSN('WDS.ZENV210.ZEM23024')
   DSN('WDS.ZENV210.TAPEIMGE')
 RECEIVE INDSN('WDS.ZENV210.ZEN21240')
   DSN('WDS.ZENV210.TAPEIMGE')
 RECEIVE INDSN('WDS.ZENV210.ZFC43023')
   DSN('WDS.ZENV210.TAPEIMGE')
 RECEIVE INDSN('WDS.ZENV210.ZIM51164')
   DSN('WDS.ZENV210.TAPEIMGE')
 RECEIVE INDSN('WDS.ZENV210.ZLM11003')
   DSN('WDS.ZENV210.TAPEIMGE')
 RECEIVE INDSN('WDS.ZENV210.ZOM13026')
   DSN('WDS.ZENV210.TAPEIMGE')
 RECEIVE INDSN('WDS.ZENV210.ZRP21112')
   DSN('WDS.ZENV210.TAPEIMGE')
 RECEIVE INDSN('WDS.ZENV210.ZTS51106')
   DSN('WDS.ZENV210.TAPEIMGE')
/*
//DEFPDSS  EXEC PGM=IEFBR14
//SYSPRINT DD SYSOUT=*
//LOAD     DD DISP=(OLD,DELETE),DSN=WDS.ZENV210.DCA13009
//LOAD     DD DISP=(OLD,DELETE),DSN=WDS.ZENV210.ZCI21009
//LOAD     DD DISP=(OLD,DELETE),DSN=WDS.ZENV210.ZEM23024
//LOAD     DD DISP=(OLD,DELETE),DSN=WDS.ZENV210.ZEN21240
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//LOAD     DD DISP=(OLD,DELETE),DSN=WDS.ZENV210.ZFC43023
//LOAD     DD DISP=(OLD,DELETE),DSN=WDS.ZENV210.ZIM51164
//LOAD     DD DISP=(OLD,DELETE),DSN=WDS.ZENV210.ZLM11003
//LOAD     DD DISP=(OLD,DELETE),DSN=WDS.ZENV210.ZOM13026
//LOAD     DD DISP=(OLD,DELETE),DSN=WDS.ZENV210.ZRP21112
//LOAD     DD DISP=(OLD,DELETE),DSN=WDS.ZENV210.ZTS51106
//JCL      DD DISP=(OLD,DELETE),DSN=WDS.ZENV210.RECVJCL
/*
//

There is no need to adjust this JCL, indeed it is recommended that you do not unless you 
decide not to receive one or more of the available components although note that the Auto-
matic Installer will always FTP all component binaries it finds in the PC directory up to 
your z/OS system. Be aware, however, that both ZEN itself and the ZEN Component 
Installer (ZCI) must be installed for your ZEN environment to run successfully and to 
be maintainable. 

You can make any changes appropriate and save the receive JCL file before clicking the 
‘Upload’ button. 

After this the process of uploading the components to your mainframe is automatic. Dur-
ing the upload process the zsetup program keeps you informed of progress. Here is a sam-
ple of the panel during an upload to z/OS:

Panel 4. PC Installer Window During Component Upload
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Here is the completion panel displayed when all ZEN components have been uploaded to 
z/OS and the installation TAPEIMGE dataset has been built:

Panel 5. PC Installer Window after Completion

The Automatic Installer has no means of knowing when all the TSO RECEIVE jobs have 
completed on the z/OS system, so once it has submitted the JCL it waits for a reasonable 
time before displaying the panel above. If the target system is particularly busy it is possi-
ble for you to see the message ‘FTP command: GET JES failed - Reply: 125 ...’ - 
whereas in fact the job is simply still running on the mainframe. Check your z/OS system 
first to see whether this is the case before contacting WDS for technical support.

The log output from the FTP step and the printed output from the RECEIVE step is trans-
ferred back to your PC for verification of success and can be viewed using the ‘View FTP 
Log’ and ‘View RECEIVE Output’ buttons respectively. The field in which the ‘ex’ com-
mand is shown can be cut and pasted into your TSO option 6 session from which the 
remainder of the install process is run as described in the next section.

If you have any problems with the Automatic Installer you should always consult the Help 
first. The Help file contains a full description of the install processes - both manual and 
automatic - and a Troubleshooting Guide and FAQ. Often you will be able to resolve your 
own problems. However, if you do have unresolvable difficulties, you can always contact 
your local WDS office for technical support - a full list of offices is given at the beginning 
of this manual and on the WDS website at www.willdata.com/contact.aspx.
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Run the z/OS Automatic Installer
All the job control necessary to install, authorize and run ZEN and any other ZEN compo-
nent on your mainframe is generated using the SETUP procedure that now resides in the 
TAPEIMGE dataset created and loaded by the ZEN PC automatic installer.

However, it is left to you to decide on the extent to which you allow the process to happen 
automatically. For example, for some of the steps, such as RACF authorization and creat-
ing VTAM definitions for the ZEN component(s), it may be necessary to rely on other 
groups in your Site and therefore these steps may not be able to be done immediately.

The general format of the command to enter from TSO option 6 is:

EX ‘your_hlq.TAPEIMGE(SETUP)’

The value you use for ‘your_hlq’ will be the same as that used when you completed the 
‘z/OS HLQ’ field on the PC Setup panel illustrated in the panel “PC Installer Window with 
FTP Details Completed” on page 12.

When you invoke SETUP for the first time it displays the Dataset Definition panel of the 
Installation and Maintenance Wizard as described in the next section. On subsequent occa-
sions it displays the Wizard’s Main Menu.
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Step 1 - Allocate ZEN Datasets

When you invoke SETUP for the first time, a panel similar to the one illustrated below
will be displayed:

Panel 6. z/OS Installer - Dataset Allocation Step

This is the first panel in the Installation and Maintenance Wizard and is only displayed 
when SETUP is invoked for the first time on a system and shows default values for the 
fields. Each panel in the Wizard has associated Help which you can always access if you 
require further information regarding the panels.

The information you key on this panel enables the Wizard to build job control that allo-
cates all of the datasets required to install and maintain ZEN and any other ZEN compo-
nents that you downloaded for installation at the same time. If you decide to download 
further ZEN components later on they must be installed into the same ZEN environment.

You may need to make some changes so that the dataset names conform to your Installa-
tion’s naming conventions and standards and so that the volume name is correct. Once you 
have keyed the information required on this panel, it is stored and is subsequently re-used 
if you choose to install further ZEN components later.

Make an initial choice for the type used for the ZEN datasets. PDSE is used by default, but 
you may set this option to ‘N’ and PDS will be used instead.

Key the high level qualifier and volume (or leave the default as SMS) for the ZEN compo-
nent runtime, install datasets and VSAM datasets and the LE datasets.

The Install and VSAM datasets are required only during the installation and SMP/E main-
tenance of ZEN components. The Runtime and CEE datasets are required during normal 
running and are the only datasets required on other z/OS images.
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Here is an example of the panel with all the fields completed:

Panel 7. z/OS Installer - Completed Dataset Allocation Step

Press Enter when you are happy with your selections to proceed to the next step.

Step 2 - Check and Verify Disk Usage Estimate
For non-SMS-managed disks, the z/OS Installer can provide a reasonable estimate of the 
disk space required for the installation of the components and show how much space will 
remain on the chosen volume(s) after installation is complete. A window similar to this is 
displayed:

Panel 8. z/OS Installer - Disk Usage Estimate

If any of the values shown in the ‘After’ columns are displayed in red it is an indication 
that insufficient space will remain on the volume after installation is complete. In this case 
it is highly recommended that you stop the process and restart using alternative volumes. If 
you do not do this, it is likely that there will be insufficient space to maintain the compo-
nents once you have completed the installation process.

The panel will still display for SMS-managed disks, but in this case the Before and After 
values will all show as ‘N/A’ (not applicable).

Press Enter to continue; you will have further opportunities to quit the process should you 
decide to use different volumes having reviewed the allocation shown.
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Step 3 - Review Allocation JCL and Submit
The procedure will then invoke an Edit session on the job control member so that you have 
an opportunity to review and change it as required. Here is an example panel:

Panel 9. z/OS Installer - Review and Edit Allocation JCL Step

You can now make any additional changes or deletions required and file the job away for 
later submission, or submit it immediately. Note that the userid under which this job runs 
must have enough authority to create the z/OS datasets that you specified on the installa-
tion panels earlier.

The generated JCL contains all the steps required to create the datasets needed to accom-
modate ZEN and any ZEN components you are installing at the same time or in the future.

You should ensure that all of the job steps built by the procedure, or created manually 
by you, complete with a return code of zero before proceeding with the next steps of the 
component installation procedure.

The automated install procedure will not allow you to use the I option to install ZEN or 
any ZEN components if you do not successfully complete the dataset allocation step first.
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Step 4 - Confirm Components to be Installed
Once you have submitted the dataset allocation job and it has run to a successful conclu-
sion, re-invoke the SETUP program and the Installation Wizard’s main menu is displayed:

Panel 10. z/OS Installation Wizard Main Menu

Key I into the option line and press Enter. This invokes the main installation panel which 
will look something like this:

Panel 11. ZEN Component Confirmation Panel

The Automatic Installer knows which components are available for install and builds job 
control suitable to install all of them in a single job. In the example above several ZEN 
components have been uploaded and are ready to install; depending on the download 
options you took there may be more or less components visible on this panel.

Press Enter on this panel to proceed to the next step.

Step 5 - Specify ZEN Configuration Settings
If you have previously installed ZEN as part of another ZEN component install, you will 
not see this panel and can skip this step and proceed to the appropriate chapter of this man-
ual according to which ZEN component you are currently installing.



Installing ZEN

22    Installing and Maintaining ZEN and ZEN Components

The following panel is displayed next:

Panel 12. z/OS Installer - Specify ZEN Configuration Settings

Here, you need to provide the basic information used for ZEN. There will probably be 
additional configuration required once you have run the install jobs; all the information 
you require to do this can be found in the chapter “Configuring ZEN” on page 37 of the 
ZEN Configuration and Reference manual.

The first line confirms the name of the sysplex and LPAR on which this ZEN instance is 
being installed. Following this are input fields to provide the home IP address and ZEN’s 
HTTP and Domain server ports. Ensure that port numbers specified do not clash with any 
other applications you might be using, and that they are not blocked.

Following this you need to provide the high level qualifier of the TCP/IP datasets, the 
name of the ZEN started task, the name of the VTAM major node for ZEN and the ACB 
name, and ZEN’s (XCF) groupname.

Finally, the Customer Key is normally provided by William Data Systems prior to your 
installing ZEN and authorizes both ZEN and all of the ZEN components you are installing 
on this CPU. However, the Customer Key can always be entered (either on-line or via the 
ZEN configuration profile) once ZEN has been installed so do not be too concerned if you 
do not have a key yet since the procedure will build the installation JCL without one. If 
your key is too long to fit on one line, terminate the first line with a dash ‘-’ and continue 
the second line with the next 4 character element of the key.
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Here is an example panel with the fields all completed:

Panel 13. z/OS Installer - Completed ZEN Configuration Settings

When you have completed all of the fields to your satisfaction, press Enter to proceed to 
the next step of the automated installation process.

Step 6 - Specify System Datasets, Commands and HFS Root Path
A panel similar to the following is displayed next:

Panel 14. z/OS Installer - System Dataset, Command and HFS Root Path Step

The z/OS installer can generate job control that automates the remaining tasks that you 
would otherwise be required to perform manually once component installation is com-
plete. These tasks include copying started task procedures into your designated procedure 
library, copying VTAMLST and VTAMLIB members to your VTAM libraries, APF 
authorizing the ZEN load library and creating any required RACF profiles. 

If you specify ‘No’ for the option that builds the JCL to create the RACF profiles, a mem-
ber containing the JCL required will be built in your_hlq.TAPEIMGE that may be used as 
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a guide for creating the profiles yourself. You can use the ‘J’ option from the main SETUP 
menu to view the JCL members once you have run the job that the Allocate step creates.

Since you will have an opportunity to review and edit the job control that the installation 
procedure creates, it does not cause any harm to allow the job steps to be built; later, you 
can modify or delete them as required. If you do not allow the job control to be built you 
will need to perform these tasks manually later to build a working ZEN environment.

By default, job control for all of the tasks shown on the panel will be built; changing any 
of the options from Yes to No will prevent this happening. To change any of the target 
dataset names from the defaults shown, over-key the name shown with the new name 
required.

Finally you must provide the HFS root path used for installing the static (WDS-supplied) 
HFS files for ZEN.

To cause the installer to build the directories in your current HFS leave the ‘Create new 
sub-directories’ setting to its default value of ‘Y’. ZEN creates many subdirectories under 
the HFS path specified on this panel and this will not take place should you change this 
option to ‘N’. This will leave you with the responsibility of building all of the required 
directories manually; this is not a recommended course of action.

If you do choose to specify ‘N’ for this option, a member containing the JCL required to 
build the required HFS directories will be built in your_hlq.TAPEIMGE and this may be 
used as a guide for creating the directories yourself. You can use the ‘J’ option from the 
main SETUP menu to view the JCL members once you have run the job that this step cre-
ates.

The HFS directories must be created either by the z/OS installer, or before 
you install any ZEN components.

When all your changes are complete, press Enter to save them and proceed. Here is an 
example of the panel after the fields have been modified suitably:

Panel 15. z/OS Installer - Completed ZEN Configuration panel
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When you press Enter on this panel you will proceed to any additional configuration pan-
els related to other ZEN components you are installing at this time. These are described in 
the appropriate chapter later in this manual:

“Installing the ZEN APPLICATIONS GATEWAY” on page 51 
“Installing the ZEN EE MONITOR” on page 59 
“Installing ZEN FTP CONTROL” on page 75 
“Installing the ZEN IP MONITOR” on page 85 
“Installing the ZEN LINUX MONITOR” on page 105 
“Installing ZEN REPORTING” on page 115 
“Installing the ZEN OSA MONITOR” on page 123 
“Installing ZEN TRACE & SOLVE” on page 133

Once any other optional component’s panels have been completed, for non-SMS-managed 
disks the Automated Installer provides a reasonable estimate of the disk space required for 
the installation like this:

If any of the values shown in the ‘After’ columns are displayed in red it is an indication 
that insufficient space will remain on the volume after installation is complete. In this case 
it is highly recommended that you stop the process and restart using alternative volumes. If 
you do not do this, it is likely that there will be insufficient space to maintain ZEN once 
you have completed the installation process.

The panel may still display for SMS-managed disks, but in this case the Before and After 
values will all show as ‘N/A’ (not applicable) for SMS volumes, but the HFS values will 
be completed. Press Enter to continue; you will have further opportunities to quit the pro-
cess should you decide to use different volumes having reviewed the allocation shown.

Step 7 - Review Installation JCL and Submit
Once you have completed any panels relating to additional ZEN components you are 
installing and pressed Enter on the Disk Usage Estimate pop-up window shown above, the 
procedure invokes an Edit session on the job control member it has built so that you have 
an opportunity to review and change it as required. Below is an example; the comment 
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block at the top of the job control will change dependent on the optional components you 
have chosen to download and install:

Panel 16. z/OS Installer - Review and Edit Installation JCL Step

The generated job control contains all the steps necessary to take the file members you 
originally TSO RECEIVEd into the TAPEIMGE dataset and build from it all the files 
ZEN (and any additional components) needs to run in a production environment. See the 
member name given in the panel’s heading line in the TAPEIMGE dataset to see the gen-
erated job control; this member can be displayed and edited using the J option from the 
ZEN SETUP procedure’s main menu.

Note that dependent upon the job control steps you choose to generate, it may be necessary 
to respond to the operator console message:

IEFC166D REPLY Y/N TO EXECUTE/SUPPRESS COMMAND

You should always respond ‘Y’ to this message, otherwise one or more steps of the instal-
lation process will not complete and ZEN and any ZEN components may not initialize 
successfully.

Note. During the installation process of ZEN and all ZEN components, all job steps 
should end with return code 0 with the exception of the ACCEPT step which ends with 
return code 4. The ZEN IP MONITOR also has an additional SMPEDDEF step which 
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will also end with return code 4. These two exceptions are acceptable and do not affect 
the success of the installation process.

You can now make any additional changes or deletions required and file the job away for 
later submission, or submit it immediately. Note that the userid under which this job runs 
must have enough authority to create the HFS directories and copy generated members to 
the specified system datasets.

Once the installation job has completed, on returning to the installation procedure by 
pressing PF3, the status of the components has been updated. Here is an example:

Panel 17. Component Status Panel after Successful Install

The status of the components in this example is now ‘Received Applied Accepted’. This 
means that the components are now fully installed and ready to be used.

Step 8 - Install the ZEN Rexx VTAM Commands (optional)
ZEN is shipped with a set of ZEN Rexx programs available to run a variety of VTAM dis-
play and control commands. These are all described in the chapter “ZEN Rexx VTAM 
Commands” on page 61 of the Zen Rexx Programmers Guide.

You can optionally install these now by taking the (temporary) option ‘C’ from the 
SETUP procedure’s main menu. This builds and displays a JCL deck to install the ZEN 
VTAM commands. Verify and then submit the JCL deck which should complete with RC 
0004 or 0000. When the job completes, the new VTAM commands will be installed into 
your_hlq.ZENREXX. The ‘C’ option will be removed from the SETUP procedure’s main 
menu after it has been run once.

To use the commands, update your ZEN started task procedure and add in a ZENREXX 
DD for your_hlq.ZENREXX.

Some Concluding Notes
You can now start ZEN (see below), however, there will probably be some configuration 
required to tailor ZEN for your specific environment. For further details and explanation 
of the steps involved in the generated job control, see the section “ZEN Post-Install 
Actions” on page 34.
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This version of ZEN provides Automation and Network Logging functions and also ena-
bles you to build your own applications using ZEN Rexx and run them in ZEN just like 
any other ZEN component provided by William Data Systems. For an overview see the 
section “New in Version 2.1” on page 8 of the ZEN Configuration and Reference manual. 
There are two new manuals provided with ZEN version 2: the ZEN Rexx Programmers 
Guide and the ZEN XML Reference. You will need to consult both of these if you want to 
build your own ZEN applications.

Other ZEN components you have installed at the same time as ZEN will most likely have 
their own post-installation activities to complete. See the appropriate chapter of this man-
ual relating to the ZEN component(s) you have installed.
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Completing the Installation Process

Starting ZEN
At this point, ZEN is fully installed and, provided you have allowed all the generated job 
control to run, the steps to build the ZEN procedure should be complete.

You can now start ZEN using the standard console command:

S ZEN

Even in a single-system environment it is necessary to designate one of the systems on 
which you install ZEN as a Domain Server (ZEN DS). In a multi-system environment, you 
may want to specify more than one ZEN DS so that backup is available when you close 
one of them down. The DS enables all ZEN systems to communicate with one another to 
obtain information relating to other ZEN systems and ZEN components. See “Configuring 
for Multiple Systems” on page 71 of the ZEN Configuration and Reference manual for 
further information on the ZEN DS.

ZEN can be started automatically during system IPL if required, however, ZEN may be 
started at any time, even before TCP/IP and VTAM have fully initialized. (ZEN requires 
OMVS to be active so that it can access the HFS/ZFS, which in turn requires JES2 to be 
active). If you do this you can use ZEN Automation to start these primary z/OS system 
components. Note, however, that if you start ZEN before TCP/IP, you must use the 
TCPName ZEN profile parameter to specify the stack that ZEN is to use.

Running ZEN Rexx Programs at Start-up
You can run any ZEN Rexx programs at initialization time by defining Rexx parameters in 
your ZEN Profile. This is the recommended method for programs that always need to be 
run every time ZEN is started. However, there may be occasions when you want to run an 
initialization ZEN Rexx in addition to those specified in the Profile without making any 
alterations to your ZEN Profile. You can do this from PTF ZEN2227 using the ‘REXX’ 
EXEC PARM option.

Here is an example of the console command:

S ZEN,START=WARM,REXX=STARTUP1

This will schedule the ZEN Rexx program STARTUP1 for execution before all of the pro-
grams defined in your ZEN Profile (however, note that the actual sequence of execution 
cannot be guaranteed since processing is asynchronous; see the notes in the description of 
the Rexx parameter on page 59 of the ZEN Configuration and Reference manual).

The ZEN PROC statement is as follows:

//ZEN   PROC START=WARM,TR=,REXX=

and the EXEC statement as follows:
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//ZEN EXEC PGM=ZEN,REGION=0M,TIME=1440, 
//         PARM='START=&START,TRACE=&TR,REXX=&REXX'

Stopping ZEN
The ZEN started task may be terminated normally at any time using the following com-
mand from an MCS console:

P ZEN

No confirmation of this command is required, the address space will close down immedi-
ately, however, some checkpointing of the Alerts dataset will take place so it may be a few 
seconds before ZEN completes its shutdown processing. It is recommended that the ZEN 
task is always closed down cleanly; failure to do this could lead to problems when restart-
ing.

Be aware that if you close down ZEN the ZEN Desktop will no longer be available to dis-
play panels for all your other ZEN components.

Connecting to ZEN
Once you have activated ZEN you can connect to it from your browser by keying the fol-
lowing into your browser’s address line:

http://ip-address:port

where ip-address is the IP address of the system on which ZEN is active and port is the 
port number you specified for the ‘ZEN HTTP Port’ during the installation procedure. You 
can also use a system name rather than an IP address, provided ZEN has access to your 
DNS so that the name can be resolved. Examples:

http://192.168.1.17:4000 
http://zos10.uk.willdata.com:4000

You can make sure that the IP address you specify is correct by looking in ZEN’s 
SYSPRINT dataset ZEN for message ZEN0015I which gives the IP address and port num-
ber configured for ZEN’s HTTP server.

Note that if your PC is set up to use a proxy server for web access, you must ensure that an 
exception is added, if not already available, for the IP address and port of the ZEN web-
server.

ZEN is supported on your iPad so all the usual ZEN panels and functions are available. 
The ZEN Desktop is aware it is running on an iPad and makes suitable adjustments so that 
it behaves like any other iPad app. To access ZEN on the iPad, navigate the Safari browser 
to your ZEN URL as shown above.

Since ZEN is designed for a desktop environment, on an iPad it is best viewed in land-
scape mode and with the orientation locked (use the Screen Rotation Lock on the side of 
the iPad).
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To add a web clip for ZEN to the next available space on the iPad Home Screen, access 
ZEN and tap +, then tap ‘Add to Home Screen’. To move the ZEN icon to the Dock along 
the bottom of the screen on the iPad, touch and hold the icon until it wiggles and then drag 
it to the Dock.

ZEN panels on the iPad can be manipulated in a similar way to any other app with excep-
tions only where ZEN has functionality not provided on the iPad (such as the traditional 
mouse ‘right-click’ function). Full details are provided in the ZEN Help: access the main 
Help panel using the icon provided at the top right of the ZEN Desktop, scroll down to the 
section ‘Manipulating ZEN panels’, and select the link provided for iPad instructions.

Once the connection is established, the ZEN sign-on panel is displayed:

Panel 18. ZEN Sign-on Panel

Key your usual RACF user-id and password, left-mouse button click the Logon button and 
you will see the ZEN Desktop displayed next. The menu items that appear depend entirely 
on the ZEN components that you are running.

Here is an example:

Panel 19. ZEN Menu Items
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If there are no ZEN components active, there will still be some menu options available 
since some functions are native to ZEN. Examples are Home, Alerts, Operator, the Ping 
and Trace Route functions available from the Tools menu and some of the ZEN Admin 
menu functions. Using a left mouse-button click on the various options enables you to see 
the further options available under the drop-down menus.

From this point on you have access to the ZEN Help system, which incorporates the Help 
panels for ZEN and all the ZEN components you have installed. The primary ZEN Help 
panel is accessible from the question-mark  icon shown on the top right of the ZEN 
browser panel. If you are new to ZEN, it is worth quickly reading through the top-level 
Help since it contains a brief introduction to the ZEN Desktop, ZEN panel management 
and navigation.

Here is an example of the drop-down APPN/Control Points menu item generated by the 
ZEN EE MONITOR - FERRET:

Panel 20. ZEN APPN/Control Points Menu

You can sign out of ZEN at any time using the sign-out icon  at the top right of the ZEN 
Desktop.

At the bottom of the ZEN Desktop the Desktop Mode pop-up enables you to select from 
the available diagrams that can be displayed on your ZEN Desktop; this menu contains 
entries that are automatically generated dependent on the ZEN components you have 
installed, but even with just ZEN you can display the ZEN components diagram and the 
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ZEN network diagram. Here is an example showing the WDS internal ZEN network dia-
gram:

Panel 21. ZEN Network Diagram

See the on-line ZEN Help for additional information about this display.

There are likely to be some additional steps required to configure ZEN for your Installa-
tion. These are covered in the ZEN Post-Install Actions section that follows. ZEN configu-
ration parameters are fully described in the chapter “Configuring ZEN” on page 37 of the 
ZEN Configuration and Reference manual; the same chapter also covers setting up ZEN in 
a multiple-CPU environment in the section “Configuring for Multiple Systems” on 
page 71.

Once you are logged on to ZEN you will remain so until such time as you log off and will 
have all the advantages of ZEN’s single sign-on capability as described in the Introduction 
to the section “Configuring for Multiple Systems” on page 71 of the ZEN Configuration 
and Reference manual. Note however, that if ZEN is closed down and restarted while you 
are still logged on, although your session may be maintained your security access level 
will be lost, and, depending on which ZEN panels you subsequently access, you may see 
an error panel containing the message:

Unable to determine user-identity - please re-logon

Simply re-logon to ZEN as the message says and your security access level and therefore 
your panel access will be restored.



Installing ZEN

34    Installing and Maintaining ZEN and ZEN Components

ZEN Post-Install Actions
This section describes the steps that are required once the base ZEN install has completed. 
All these steps can be performed by the job control that is automatically generated by the 
install process, or they can be performed manually.

Note that if you have run the job control generated by the automated install procedure, you 
will have already completed all the tasks described in this section. Other users may need to 
complete one or more of the tasks listed below.

Here is a checklist of the steps that need to be completed:

1. Authorize the ZEN load library
2. Create the ZEN started task procedure
3. Create the ZEN configuration PARMLIB member
4. Define RACF (or equivalent security system) resources

Authorize the ZEN Load Library
To activate successfully, the library that contains the ZEN load modules must be APF 
authorized. There are two methods of doing this: adding the library to the APF list, (mem-
ber IEAAPFnn/PROGxx in SYS1.PARMLIB or its equivalent), or issuing the SETPROG 
command. Note that the SETPROG will not hold across an IPL so will need to be reissued 
in this event.

The generated job control authorizes the library using a SETPROG statement that is issued 
programmatically using a TSO console command during the installation process (jobstep 
MVSCMD). The library name used will be as you specified during the automated install 
procedure described earlier.

//MVSCMD   EXEC PGM=ZENSMPC,                                       
// PARM='SETPROG APF,ADD,DSN=your_hlq.LOADLIB,VOLUME=your_volid'
//STEPLIB  DD   DSN=your_hlq.LOADLIB,DISP=SHR               
/*

Create the ZEN Started Task Procedures
The ZEN start-up procedure is built in the TAPEIMGE dataset during the installation pro-
cedure and will have the name you keyed during the process. The PROC contains the 
statements necessary to successfully initiate ZEN. Make any alterations you require and 
then copy it to your chosen procedure library. An example of the job control required to 
copy the PROC from the ZEN TAPEIMGE to your chosen procedure library is shown 
below:

//*****************************************************
//*                                                   *
//* Copy member                                       *
//*                                                   *
//*****************************************************
//PROFILE  EXEC PGM=IEBCOPY
//SYSPRINT DD   SYSOUT=*
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//SYSUT3   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//SYSUT4   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//IN       DD   DISP=SHR,DSN=your_hlq.TAPEIMGE
//OUT      DD   DISP=SHR,DSN=your_hlq.PROCLIB
//SYSIN    DD   *
  COPY INDD=((IN,R)),OUTDD=OUT
  SELECT MEMBER=((your_zen_membername,,R))
//*

Create the ZEN Configuration PARMLIB Member
The ZEN configuration statements are created in the TAPEIMGE dataset member 
ZENPARM during the installation procedure. Although the ZENPARM member contains 
basic configuration parameters that will successfully start ZEN, you may need to make 
additional site-specific changes and/or additions; see “Configuring ZEN” on page 37 of 
the ZEN Configuration and Reference manual for a description of all the ZEN configura-
tion parameters available.

Once you have made any alterations required to the ZENPARM member, copy it to your 
ZEN PARMLIB dataset using job control similar to the following example:

//*****************************************************
//*                                                   *
//* Copy member                                       *
//*                                                   *
//*****************************************************
//PROFILE  EXEC PGM=IEBCOPY
//SYSPRINT DD   SYSOUT=*
//SYSUT3   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//SYSUT4   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//IN       DD   DISP=SHR,DSN=your_hlq.TAPEIMGE
//OUT      DD   DISP=SHR,DSN=your_hlq.PARMLIB
//SYSIN    DD   *
  COPY INDD=((IN,R)),OUTDD=OUT
  SELECT MEMBER=((ZENPARM,,R))
//*

ZEN has been designed from the outset so that you can if you wish define a single ZEN 
PARMLIB member in a shared library that contains the parameter definitions for all ZEN 
instances in the ZEN Domain.

This is achieved by providing a ‘Global Section’ that contains parameters which apply to 
all systems, and a ‘Job Section’ for each system identified by a Job Header. The Job 
Header is of the form:

<sysplex.lpar.component.jobname>

so uniquely identifies a specific ZEN instance. As a by-product this also enables you to run 
multiple ZEN address spaces on the same system should you ever need to do this as well 
as apply unique ZEN parameters to different ZEN components.

Full details of the ZEN parameters are provided in the section “ZEN Profile” on page 38 of 
the ZEN Configuration and Reference manual.
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Define RACF Resources

RACF for ZEN Users
ZEN uses RACF, or your system’s equivalent security system, to perform all necessary 
external authorization checks for users logging on and to control the ZEN functions to 
which they are permitted access. The job control generated by the automated install proce-
dure builds a job step that contains the RACF statements required to build the necessary 
profiles to do this. You should review this job step prior to submitting it, or issue the com-
mands or their equivalents in your security system prior to attempting to log on to ZEN. If 
you chose not to build this job step by keying ‘No’ for the ‘Create RACF Profiles’ option 
during the SETUP procedure, the required JCL will be available in a separate member in 
your_hlq.TAPEIMGE; use option ‘J’ from the SETUP main menu to view the JCL mem-
bers.

Failure to define the correct RACF authorities will render ZEN unusable.

To use ZEN, profile(s) must be created in FACILITY class with the following names:

WDS.ZEN.MASTER Only the ZEN Master can set ZEN panels’ security level 
WDS.ZEN.ADMIN The ZEN Admin user can use Administration functions 
WDS.ZEN.MVSCMD The ZEN MVSCMD user can issue MVS commands 
WDS.ZEN.groupname All users require read access to this resource in order to  

access the ZEN running in ZEN group groupname  
WDS.ZEN.COMMAND.VTAM.V Users require read access to this resource to 

issue VTAM Vary commands from ZEN 
WDS.ZEN.COMMAND.VTAM.D Users require read access to this resource to 

issue VTAM Display commands from ZEN

It is recommended that these profiles are created with universal access of NONE as is the 
case in the automatically generated job control. The generated job control gives the user 
under which the installation job runs READ access to WDS.ZEN.MASTER and to 
WDS.ZEN.groupname. Therefore, if you change the ZEN group name (see “GroupName 
ZEN-group-name” on page 41 of the ZEN Configuration and Reference manual) after 
installation you will also need to adjust the RACF job appropriately otherwise you will not 
be able to sign on to ZEN.

Running the job step will dynamically add the required resources and users, and will acti-
vate them using the SETROPTS ... REFRESH parameter. Below is an example of the 
RACF job step from the generated job control deck:

//*****************************************************     
//*                                                   *     
//* Define RACF resources                             *     
//*                                                   *     
//*****************************************************     
//RACF     EXEC PGM=IKJEFT01,DYNAMNBR=75,REGION=6M          
//SYSPRINT DD   SYSOUT=*                                    
//SYSTSPRT DD   SYSOUT=*                                    
//SYSTERM  DD   DUMMY                                       
//SYSUADS  DD   DSN=SYS1.UADS,DISP=SHR                      
//SYSLBC   DD   DSN=SYS1.BRODCAST,DISP=SHR                  
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//SYSTSIN  DD   *                                           
  RDEFINE STARTED your_zen-proc.* STDATA(USER(TCPIP))       
  RDEFINE FACILITY WDS.ZEN.MASTER UACC(NONE)                
  RDEFINE FACILITY WDS.ZEN.ADMIN UACC(NONE)                 
  RDEFINE FACILITY WDS.ZEN.MVSCMD UACC(NONE)                
  RDEFINE FACILITY WDS.ZEN.groupname UACC(NONE)    
  RDEFINE FACILITY WDS.ZEN.COMMAND.VTAM.V UACC(NONE)        
  RDEFINE FACILITY WDS.ZEN.COMMAND.VTAM.D UACC(READ)        
  PERMIT  WDS.ZEN.COMMAND.VTAM.V CLASS(FACILITY) ID(user-id) ACCESS(READ)
  PERMIT  WDS.ZEN.groupname CLASS(FACILITY) ID(user-id) ACCESS(READ)
  PERMIT  WDS.ZEN.MASTER CLASS(FACILITY) ID(user-id) ACCESS(READ)
  SETROPTS CLASSACT(FACILITY)                               
  SETROPTS CLASSACT(STARTED)                                
  SETROPTS RACLIST(FACILITY) REFRESH                        
  SETROPTS RACLIST(STARTED) REFRESH                         
  END                                                       
//*                                                         

RACF for ZEN
Note that the userid under which ZEN runs must have an OMVS Segment defined. The 
UID parameter must give the user enough authority to open a TCP socket and to issue 
USS commands. Also, you should not terminate OMVS while ZEN is active. Failure to 
ensure this will render ZEN unusable.

ZEN uses the Unix console() function, so if you have used a RACF definition to protect 
BPX.CONSOLE, you must give the user under which ZEN runs READ access to this 
resource using a statement like this:

  PERMIT BPX.CONSOLE CLASS(FACILITY) ID(ZEN_user) ACCESS(READ)

If you do not do this, you may find that some WTO messages are prefixed with an addi-
tional message identifier BPXM025I.

If you have activated AT-TLS in your IP stack and have defined the RACF resource 
EZB.INITSTACK.sysname.tcpname in the SERVAUTH class to protect against connec-
tions being made before the Policy Agent is fully active, you must grant READ access 
authority to the user under which ZEN runs:
  PERMIT EZB.INITSTACK.sysname.tcpname CLASS(SERVAUTH) ID(ZEN_user) ACCESS(READ)
Failure to do this will lead to ICH408I messages being issued when ZEN attempts to initi-
ate its socket connections at initialization time.

RACF for the HFS User Path
The data in the HFS path defined by the HFSRoot parameter (see “HFSRoot 
HFS-ZEN-path” on page 47) provides all of the support ZEN needs to drive its browser 
interface. Therefore, the user-id under which ZEN runs must have RACF READ access to 
this resource; for HFS files the user-id must have r permission.

The data in the HFS path defined by the UserRoot Profile parameter (see “UserRoot 
Parameter” on page 47 of the ZEN Configuration and Reference manual) is updated when 
you add or alter ZEN alert definitions and can also be affected by changes in other ZEN 
components, for example, to monitoring profiles and profile assignments for the EE MON-
ITOR.
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Therefore, the user-id under which ZEN runs must have RACF ALTER access to this 
resource; for HFS files the user-id must have rwx permissions.

Message ‘ICH408I ... INSUFFICIENT AUTHORITY TO OPEN ...’ will be written to the 
z/OS console and ZEN messages 50I and 53I written to SYSPRINT if permissions are not 
set correctly. The IBM message provides both the HFS path involved and the user-id that 
requires additional RACF access authorization.

It is highly recommended that you install and run ZEN and all ZEN components under the 
same UID and user group. It is possible that you will experience issues with HFS permis-
sions if you do not do this. See “Troubleshooting” on page 48 if you see IBM message 
ICH408I and ZEN messages ZEN0050I and/or ZEN0053I.

RACF for ZEN Logon
RACF resource WDS.ZEN.your_ZEN_groupname in FACILITY class, in conjunction 
with the ZEN Profile LogonSecurity parameter, protects against unauthorized log on to 
ZEN’s browser interface. your_ZEN.groupname is the same name as that defined by the 
GroupName parameter in the ZEN Profile (see “GroupName ZEN-group-name” on 
page 41 of the ZEN Configuration and Reference manual).

The default when ZEN is first installed is for the LogonSecurity parameter to be set to 
‘Enabled’. You therefore need to ensure that any users who are to be given access to ZEN 
have Read access to the WDS.ZEN.your_ZEN_groupname resource. 

RACF for VTAM (and other) Commands
Two RACF resources are created by the installation process in FACILITY class to provide 
protection against unauthorized use of VTAM commands. Security for Display commands 
is provided by the resource ‘WDS.ZEN.COMMAND.VTAM.D’ and for Vary com-
mands by ‘WDS.ZEN.COMMAND.VTAM.V’. Ensure that users are granted READ 
access to these resources appropriately for their VTAM command clearance level. By 
default, only the user installing ZEN will have access to these commands.

It is possible for you to protect against unauthorized access to any VTAM, MVS, USS and 
ZEN command using the CommandSecurity profile parameter. You do this by specifying a 
command group to be protected using the CommandSecurity parameter, for example USS, 
and then define an associated RACF resource in FACILITY class with the name:

WDS.ZEN.COMMAND.command_hlq.command

and an appropriate level of user access. As this is a standard RACF resource, command 
may use the asterisk character as a generic placeholder. Any user would then require 
appropriate access to the defined RACF resource to be able to issue the defined com-
mand(s).

For example, to provide protection for USS commands you would provide a 
‘CommandSecurity USS’ parameter in the ZEN profile. This would then enable you to 
define RACF resources in FACILITY class such as:
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       RDEFINE FACILITY WDS.ZEN.COMMAND.USS.ONETSTAT UACC(NONE)

Which would prevent users from issuing the ONETSTAT command from any ZEN panel 
unless they had READ access to that defined resource. One such definition must be pro-
vided if you want users to have access to the USS Process Kill function available from the 
Process Detail panel:

       RDEFINE FACILITY WDS.ZEN.COMMAND.USS.KILL UACC(NONE)

To provide access to the function requires PERMIT statements to be defined for each user:

       PERMIT WDS.ZEN.COMMAND.USS.KILL ID(user-id) UACC(READ)

Similarly, to protect all MVS commands specify a ‘CommandSecurity MVS’ parameter in 
the ZEN profile which enables you to define a RACF resource in FACILITY class like 
this:

 RDEFINE FACILITY WDS.ZEN.COMMAND.MVS.* UACC(NONE)

Users would not be able to issue MVS commands from ZEN unless they had READ 
access to that defined resource.

RACF for the VTAM Network Management APIs
If you have restricted access to the VTAM Network Management APIs by defining the 
RACF or equivalent security manager resource ‘IST.NETMGMT.sysname.SNAMGMT’ 
and/or ‘EZB.NETMGMT.sysname.tcpipname’ in the SERVAUTH class, you must give 
the userid under which ZEN runs read access to the defined resource(s). If you do not do 
this ZEN will not be able to communicate with VTAM unless the ZEN userid is a supe-
ruser (is allowed access to resource BPX.SUPERUSER in FACILITY class).

RACF for IBM NMI Data Capture

To enable the IBM NMI data capture function for ZIM and ZTS, the following RACF 
resources must be defined. Definitions must be created for each TCP/IP stack that is to be 
monitored or traced. 

Sample RACF Definition Deck. The &sysid and &stackname must be changed to meet your 
installation standards, as shown in this example: 

//RACFDEF JOB ,,CLASS=A,MSGCLASS=A 
//*************************************************** 
//* Sample JCL * 
//* Define RACF Resources for NMI processing * 
//* * 
//*************************************************** 
//RACF EXEC PGM=IKJEFT01,DYNAMNBR=75,REGION=6M 
//SYSPRINT DD SYSOUT=* 
//SYSTSPRT DD SYSOUT=* 
//SYSTERM DD DUMMY 
//SYSUADS DD DSN=SYS1.UADS,DISP=SHR 
//SYSLBC DD DSN=SYS1.BRODCAST,DISP=SHR 
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//SYSTSIN DD * 
 RDEFINE SERVAUTH EZB.TRCCTL.&sysid.&stackname.OPEN UACC(READ) 
 RDEFINE SERVAUTH EZB.TRCCTL.&sysid.&stackname.DATTRACE UACC(READ) 
 RDEFINE SERVAUTH EZB.TRCCTL.&sysid.&stackname.PKTTRACE UACC(READ) 
 RDEFINE SERVAUTH EZB.TRCSEC.&sysid.&stackname.IPSEC UACC(READ) 
 RDEFINE SERVAUTH EZB.TRCSEC.&sysid.&stackname.ATTLS UACC(READ)
 PERMIT EZB.TRCCTL.&sysid.&stackname.OPEN - 
 CLASS(SERVAUTH) ID(OMVSKERN) ACCESS(READ)  
 PERMIT EZB.TRCCTL.&sysid.&stackname.DATTRACE -  
 CLASS(SERVAUTH) ID(OMVSKERN) ACCESS(READ) 
 PERMIT EZB.TRCCTL.&sysid.&stackname.PKTTRACE - 
 CLASS(SERVAUTH) ID(OMVSKERN) ACCESS(READ) 
 PERMIT EZB.TRCCTL.&sysid.&stackname.IPSEC - 
 CLASS(SERVAUTH) ID(OMVSKERN) ACCESS(READ) 
 PERMIT EZB.TRCCTL.&sysid.&stackname.ATTLS - 
 CLASS(SERVAUTH) ID(OMVSKERN) ACCESS(READ) 
 SETROPTS RACLIST(SERVAUTH) REFRESH 
 END 
//*
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Netview Tasks

Overview
There are two Netview Interfaces available in ZEN. One is the Netview Command Inter-
face which enables you to issue ZEN component commands from a Netview session; since 
this facility uses the ZEN Domain Server, you must ensure that this is active and ZEN is 
connected to it, even if you are only running one ZEN system. The other is the ZEN Net-
view Message Receiver which enables alerts and other unsolicited messages to be routed 
to the Netview authorized receiver.

If you choose to use neither of these facilities, you can skip this section of the manual and 
proceed to “Configuring ZEN” on page 37 of the ZEN Configuration and Reference man-
ual.

Make the ZEN Netview Modules Accessible
The recommended approach for Netview to access the ZEN modules is to add the ZEN 
load library to the STEPLIB concatenation of your Netview procedure.

If your Installation uses an alternative method for supporting OEM Netview applications, 
the Netview modules from the ZEN load library must be copied into a library which is in 
the Netview STEPLIB concatenation.

The modules required for the Netview Message Receiver are: 

ZENNTV 
ZENNVTSK

and for the Netview Command Interface:

ZENNCMDP 
ZENDLL

and the chosen target load library if you use this method must be APF authorized.

Note that if you choose this latter method, you must ensure that if service is ever applied to 
any of the above three members, the updated modules from your ZEN load library are 
re-copied after the service is applied. William Data Systems will try to ensure that you are 
kept aware of any changes to the Netview modules, whether via PTF HOLD data and/or 
PTF notes on our Customer Support Portal.

Activating the Netview ZEN Command Interface
Activating the Netview ZEN Command Interface enables you to issue commands from 
Netview to ZEN and any ZEN component and receive the responses at your Netview con-
sole session. Since you can direct ZEN commands at any of the ZEN systems running in 
your ZEN Domain, this means, for example, that if you are running the EE MONITOR, 
you can acquire HPR and EE monitoring data locally for any connected EE MONITOR 
system even if it is running on a remote LPAR in another sysplex.
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This facility requires the ZEN Domain Server to be active and for ZEN to be connected to 
it - see “DomainServer Parameter” on page 51 of the ZEN Configuration and Reference 
manual.

To activate ZEN in Netview requires a single entry to be placed into the DSICMDU mem-
ber in the Netview DSIPARM dataset:

ZEN CMDMDL MOD=ZENNCMDP,RES=N

Also, if you want to use the sample REXX procedures provided in the hlq.SAMPLIB, you 
need to concatenate it to the Netview DSICLD DD name.

Activating the Netview Message Receiver
It is possible to direct alerts to Netview by marking the Netview check box in the alert 
definition using the ZEN on-line Admin/Alert Admin option. Such messages are routed to 
the Netview authorized receiver to enable message level automation.

To fully activate this facility in your system these steps are required:

1. Update any required ZEN alerts and mark the Netview check box
2. Make the ZEN Netview Message Receiver modules accessible
3. Restart Netview if Step 2 involved changing the Netview procedure
4. Start the ZEN Netview Message Receiver

Step 1 is covered in some detail in the on-line ZEN Help. See “Make the ZEN Netview 
Modules Accessible” on page 41 for details on completing step 2. Step 3 involves ending 
and restarting your Netview procedure only if you have added the ZEN load library to the 
Netview start-up procedure. Starting the ZEN Netview Message Receiver (Step 4) is cov-
ered in the following section.

Starting the ZEN Netview Message Receiver
Once the ZEN Netview modules have been made accessible and Netview has been 
restarted (if this is necessary), you can activate the ZEN Netview Message Receiver by 
issuing the command:

START TASK=ZEN,MOD=ZENNVTSK,MEM=your-zen-groupname

where your-zen-groupname is the name defined on the GroupName parameter in the ZEN 
configuration profile. See “GroupName Parameter” on page 41 of the ZEN Configuration 
and Reference manual for a full description. When the GroupName parameter is omitted, 
the default name is ZEN&SYSNAME. When ZEN initializes, the groupname is given in 
message ZEN0070I; here is an example:

ZEN0070I ZEN Joined XCF group ZENPROD

Message ZEN3001I is issued as confirmation that initialization of the Netview interface 
has started and message ZEN3002I is issued once the ZEN Netview Message receiver is 
fully active.
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You can direct ZEN alerts to a Netview running on another system by specifying the ZEN 
group name of the target system on ZEN’s NetviewGroup parameter. This facility can be 
useful if you only have Netview running on one system and want to direct all of your ZEN 
alerts to that one system. For details see “NetviewGroup Parameter” on page 43 of the 
ZEN Configuration and Reference manual.

Terminating the ZEN Netview Message Receiver
The ZEN Netview Message Receiver can be terminated using the command:

STOP TASK=ZEN

The task name should match the name you used when you started the Message Receiver. 
Message ZEN3009I is issued as confirmation that the ZEN Netview Message Receiver has 
been terminated.

Note that if you attempt to shut down Netview without first stopping the ZEN task it will 
fail because Netview will still be running the ZEN subtask. This may force you to cancel 
Netview which in turn will provoke an EC4 abend in the ZEN Netview subtask. It is rec-
ommended that you add a ‘STOP TASK=ZEN’ command to your Netview shutdown pro-
cedure. This will enable Netview to shut down cleanly thus preventing the EC4 abend in 
the ZEN Netview task.
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Migrating the Runtime Environment to other 
Systems

Overview
You do not have to perform a full install of ZEN on every system in your network; it is 
possible to do one ZEN installation and then to migrate only the runtime environment to 
any other target systems.

In this situation, choose the system on which you want to do the initial ZEN installation. 
This will then be the system on which any ZEN maintenance (see “SMP/E Maintenance” 
on page 107) is applied and from which the runtime environment is copied.

Then use the ‘E’ Export option available from the SETUP procedure’s main menu to build 
a job that automates the process of transferring the datasets/members and HFS files to a 
target system. This process is called ‘Automated Migration’ and is described in the follow-
ing section. 

Once the Export jobs have completed, follow the steps in section “ZEN Post-Install 
Actions” on page 34 to complete the migration process. Any additional requirements for 
ZEN components are provided in the installation instructions for the component.

Automated Migration
You migrate your ZEN environment using the automated procedure invoked using the 
SETUP procedure’s ‘E’ Export option:

Panel 22. SETUP Procedure with ‘E’ Option keyed
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The Component Export Selection panel is displayed when you press Enter. Here is an 
example:

Panel 23. Component Export Function - Selection Panel

In this example all ZEN components have been installed and the Export function enables 
you to build a job that will migrate the entire runtime environment to a target system, 
ensuring that all libraries, datasets, HFS files, PROCs and VTAM definitions are restored 
on the target system. Alternatively, you may choose any combination of components to 
migrate to the target system by changing the ‘Y’ option to ‘N’ appropriately.

When you have made your selections, press Enter and a panel similar to this is displayed:

Panel 24. Component Export Function - Target System Details
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Use this panel to define the details for the target system; here is a completed example:

Panel 25. Component Export Function - Completed Target System Details

Default values are pre-completed where possible using the information you provided when 
the original ZEN Allocation and Installation steps were performed. You can alter these 
should you require a different dataset high level qualifier and/or HFS paths on the target 
system, or if the target volume is different from that used on the original system. You may 
specify ‘SMS’ for the Volume field.

For a first-time migration job the New/Update flag should be set to ‘N’. For subsequent 
Exports when migrating applied updates from a serviced system, or migrating a new ZEN 
component, specify ‘U’ so that existing datasets on the target system can be removed prior 
to being replaced by the Export process (that copies entire datasets/HFS paths).

The user-id under which you invoke this procedure must have an OMVS segment 
defined so that the tar file creation of the local ZEN’s HFS/zFS system is successful. 
Also, a valid user-id and password must be provided in the ‘FTP Userid’ field for the 
FTP step that the Export function uses. This user-id must be defined on the target 
system, must have a non-expired password and also have an OMVS segment defined.

When you press Enter, the procedure generates a JCL deck that will perform all of the 
steps necessary to migrate your ZEN runtime environment to the chosen target system. 
You should review the job control to ensure that it is correct and conforms to your Installa-
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tion’s standards prior to submitting it to z/OS. Here is the start of the JCL deck built in this 
case:

Panel 26. Component Export Function - Generated JCL Deck

The job will create TSO XMIT files for all the datasets/members required and a tar file for 
the HFS structure and then FTP them to the target system where it will submit a job (in 
hold status) to JES to TSO RECEIVE the datasets/members and build and populate the 
HFS structure. On the target system release this job to build the ZEN runtime environ-
ment.

Once this process has completed, there may be some additional steps to do as described in 
the section “ZEN Post-Install Actions” on page 34. If you are migrating other ZEN com-
ponents, the appropriate ‘Post-Install Actions’ section in each component’s Installation 
chapter will provide information on any additional steps required. These steps involve one 
or more of: defining and activating the VTAM major node(s), creating and activating any 
required RACF definitions, creating the started task procedures and tailoring any members 
in your_hlq.PARMLIB. To help with these tasks, the associated source members can all be 
found in dataset your_hlq.TEMPLIB on the target system.

For an ‘Update’ rather than a ‘New’ Export, it may not be necessary to perform any 
port-install steps since these will already have been completed after the first Export was 
run.
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Troubleshooting

Start-up Problems
Problems do sometimes occur when attempting to start ZEN and these are almost invaria-
bly due to RACF (or your alternative security system) authority problems, or other instal-
lation set-up issues. In particular ensure the following:

• That the ZEN load library has been APF authorized.
• That the job to build the RACF definitions has been run, or the correct authorities have 

been defined manually.
• That the user-id under which ZEN runs has an OMVS segment. You will not be able to 

access ZEN if this is not the case. Also, the UID parameter must give the user enough 
authority to open a TCP socket and to issue USS commands. If ZEN fails to start its 
socket task it may be due to your locking down the defined ZEN port.

• If you see message BPXM025I unexpectedly prefixing some of your WTOs this is 
likely to be because the user-id under which you run ZEN does not have READ access 
to BPX.CONSOLE - see “RACF for ZEN” on page 37.

• If you see ICH408I ‘Insufficient Access Authority’ messages relating to the RACF 
resource EZB.INITSTACK.sysname.tcpname at ZEN start-up it is because you have 
activated AT-TLS in your IP stack and ZEN is attempting to build socket connections 
before the Policy Agent is active. To correct this problem use the following to grant the 
required authority: 
PERMIT EZB.INITSTACK.sysname.tcpname CLASS(SERVAUTH) ID(ZEN_user) ACCESS(READ)

• Message ZEN0171I is issued if ZEN cannot connect to your VTAM Network Manage-
ment API and after a reasonable period of retrying ZEN will disable the NMI interface 
and issue message ZEN0174I. For ZEN’s network management functions to work fully 
it requires this interface to be active so it is highly recommended that you follow the 
instructions in the section “RACF for the VTAM Network Management APIs” on 
page 39 and in the description for message ZEN0171I and ensure that this core func-
tion in ZEN is active.

• ZEN incorporates both z/OS and HFS files and in order for it to run successfully both 
RACF security rules and HFS directory and file permissions must be set up correctly. 
This is covered in the section “Define RACF Resources” on page 36. HFS directories 
and files in particular can be problematic involving UIDs, GIDs and permissions. 
 
Problems creating or reading HFS directories or files, and message ICH408I on the 
console, and/or messages ZEN0050I and ZEN0053I are all symptomatic of security 
problems. In general, these can be attributed to the user under which ZEN or a ZEN 
component is running not having read access to files in the HFSRoot and/or write 
access to files in the UserRoot, however, there can be many specific ways that this situ-
ation can occur.  
 
Issues like this can generally be resolved using a USS CHMOD command to set direc-
tory access to 770 and file access to at least 660, and a CHGRP command to ensure that 
the group (GID) of the user under which ZEN or the ZEN Component runs is the same 
as the group of the user who installed and maintains ZEN.
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• If you have problems connecting to ZEN, check in the SYSPRINT of the running ZEN 
and look for message ZEN0003I which gives the port number on which the HTTP 
server is listening. Specifically, if your configuration profile only defines a port num-
ber, ZEN acquires the IP address from your system and this may not always be an 
appropriate address. If this is the case, change your HTTPServer parameter to define a 
specific and correct address and restart ZEN. 
 
Also, it is very important that if you change the name of the ZEN procedure after 
install, you also change the final element of the relevant system identifier in the ZEN 
PARMLIB member.

If you are unable to resolve start-up issues, have the SYSPRINT output available when 
contacting William Data Systems Technical Support.

Tracing Options
There are several tracing options available in ZEN that can be activated at start-up time 
from the ZEN Profile (see “TRACE Parameter” on page 67 of the ZEN Configuration and 
Reference manual) and may also be activated and deactivated dynamically after start-up 
using the on-line Admin/Zen Admin/Zen Traces menu option from the ZEN Desktop. 
From the ‘Set ZEN Trace Level’ panel that this option displays, you can set the tracing 
options for all of your ZEN components using the drop-down component selection box 
provided.

It is usual to leave all tracing off at ZEN start-up time, however, sometimes you may want 
to initiate one or more of the tracing options at start-up time without making any altera-
tions to your ZEN Profile. You can do this from PTF ZEN2221 using the ‘TRACE’ EXEC 
PARM option (which can be abbreviated to ‘TR’) to specify the tracing options to activate 
when you issue the command to start ZEN. Here are some examples of the console com-
mand:

S ZEN,START=WARM,TR=FUNCTION 
S ZEN,START=WARM,TR=FUNCTION+COMPONENT

The second example above shows how you start multiple trace options at once; each 
option must be separated from the next option by a plus + symbol and no intervening 
spaces. Standard IBM rules apply to the parameters, so if the entire PARM string on the 
EXEC is contained in apostrophes then parentheses are not required; if the PARM string is 
continued on a new line the string must be enclosed in parentheses.

The ZEN PROC statement is as follows:

//ZEN   PROC START=WARM,TR=

and the EXEC statement as follows:

//ZEN EXEC PGM=ZEN,REGION=0M,TIME=1440, 
//         PARM='START=&START,TRACE=&TR'

The available trace options are the same as on the on-line panel:
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ALL Activate all trace options 
CSA Trace CSA activity 
NONE Set all trace options off 
HTTP Trace the HTTP protocol 
XCF Traces XCF communications 
FUNCTION Trace ZEN function calls 
REGISTRY Trace ZEN registry access 
WSP Trace WSP handler calls 
DIV Trace Data-in-Virtual calls 
DS Trace Domain Server activity 
USS Trace USS commands 
HASH Trace internal hash table activity 
STORAGE Trace storage allocation 
SOCKET Trace TCP socket activity 
COMMANDS Trace commands 
XML Trace ZEN XML parsing processes 
CTRACE Trace ZEN diagnostics (into a CEEDUMP print file) 
AUTO Trace ZEN Automation processes 
COMPONENT Trace internal components 
SYSLOGD Trace SyslogD messages 
JSON Trace JSON HTTP and ZEN to ZEN exchanges 
REXXTASKS Trace ZEN’s Rexx tasks

All of the available options can be preceded by ‘NO’ which deactivates the trace. This can 
be useful to switch off already active trace options, or to have a standard set of trace 
options in the ZEN Profile and use the start-up command options to deactivate just one or 
two of them.
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CHAPTER 4 Installing the ZEN 
APPLICATIONS GATEWAY

This chapter provides information on the ZEN APPLICATIONS GATE-
WAY-specific panel that is displayed during component installation and the 
post-installation actions that need to be completed once the software has 
been successfully loaded

It is assumed that ZEN has previously been installed, or is being installed 
during the same installation run. As a component of ZEN, the ZEN APPLI-
CATIONS GATEWAY is installed in the same SMP/E environment.
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System Prerequisites

z/OS Prerequisites

The ZEN APPLICATIONS GATEWAY (ZAG) will run on any IBM supported version of 
z/OS. 

There are no other system-related prerequisites.
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The ZEN APPLICATIONS GATEWAY 
Installation Panel
This chapter makes the assumption that you are in the process of installing ZEN with ZEN 
APPLICATIONS GATEWAY and possibly other components at the same time. In this 
case, most of the installation work will already have been done so you will find here just 
the installation panel and instructions that relate to ZEN APPLICATIONS GATEWAY.

You will already have been through the Component Confirmation step (page 23) and will 
already have completed the ZEN Configuration Settings panel (page 24).

Later in this section, there is a section containing the post-installation actions that you will 
need complete so that the ZEN APPLICATIONS GATEWAY runs successfully in your 
Site.

Specify ZEN APPLICATIONS GATEWAY Configuration Settings
This panel is where you specify the name of the ZEN APPLICATIONS GATEWAY 
started task; the example shown here shows the default name:

Panel 27. z/OS Installer - ZAG Configuration Settings

Here, you just need to key the name you require for the ZEN APPLICATIONS GATE-
WAY’s started task according to your usual naming conventions and standards.

When you have keyed your own name here, press Enter to cause the Installer to build the 
JCL required to install the ZEN APPLICATIONS GATEWAY (and any other ZEN compo-
nents) and proceed to the next step “Step 6 - Review Installation JCL and Submit” on 
page 23.
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Completing the ZEN APPLICATIONS GATEWAY Installation
Once the installation process has completed there will be some sample members in 
your_hlq.SAMPLIB and a sample start-up procedure in your chosen procedure library. 
The sample members are:

IPV4GATE IPv4 gateway port for connecting to an IPv6 application 
IPV6GATE IPv6 gateway port for connecting to an IPv4 application 
IPV6NAT IPv6 gateway port to IPv6 application with address mapping 
MAPS IPv6 to IPv6 and IPv6 to IPv4 client address mapping samples 
ZAGPARM ZAG Configuration Profile that includes the above members. This 

member is copied to your_hlq.PARMLIB during installation

Use the Configuration and Reference manual for the ZEN APPLICATION GATEWAY to 
make suitable changes to the sample configuration members before starting this ZEN com-
ponent.

Starting the ZEN APPLICATIONS GATEWAY
At this point, the component is fully installed and, provided you have allowed all the gen-
erated job control to run, the step to build the ZEN APPLICATIONS GATEWAY started 
task procedure should be complete. The PROC will be in the procedure library that you 
defined for all your ZEN component installs during the ‘Allocate’ step of the ZEN setup 
and will have the name you provided on the ZAG Configuration panel earlier.

Once you have completed the configuration you can start the ZEN APPLICATIONS 
GATEWAY component using the standard console command:

S ZENZAG

Alter the name above appropriately if you changed it on the Configuration panel during 
the installation process.

The ZEN APPLICATIONS GATEWAY will start-up and you will find a new menu item 
‘IPv6 Gateways’ under the Admin menu on your ZEN Desktop. You can use the Gated 
Applications panel accessed from this menu item to verify that your gated ports are all 
active.

It is recommended that you start the ZEN APPLICATIONS GATEWAY procedure auto-
matically in your post-IPL start-up procedures after the main system tasks such as VTAM 
and TCP/IP are already active.

Stopping the ZEN APPLICATIONS GATEWAY
The ZEN APPLICATIONS GATEWAY started task may be terminated at any time using 
the following command from an MCS console:

P ZENZAG
Alter the name above appropriately if you changed it on the Configuration panel during 
the installation process.
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No confirmation of the command is required, the address space closes down immediately. 
It is recommended that the ZEN APPLICATIONS GATEWAY task is always closed down 
cleanly; failure to do this could potentially lead to problems when restarting. Once the 
ZEN APPLICATIONS GATEWAY has been terminated, any active connections will be 
terminated and new connections can be made through it.

Accessing the ZEN APPLICATIONS GATEWAY Panels
Once you have activated the component you can display all of its panels by connecting to 
ZEN’s HTTP port from your browser and using the ‘Admin/IPv6 Gateways’ menu item; 
continue from the section “Connecting to ZEN” on page 25. 
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ZEN APPLICATIONS GATEWAY Post-Install 
Action
This section describes the action required once the base ZEN APPLICATIONS GATE-
WAY installation has completed. This step can be performed by the job control that is 
automatically generated by the install process, or may be performed manually.

Note that if you have run the job control generated by the automated install procedure, you 
will have already completed the task described in this section. Other users will need to fol-
low the instructions below.

Create the Started Task Procedure
The ZEN APPLICATIONS GATEWAY’s start-up member is created in the ZEN 
TAPEIMGE dataset during the install process. It contains the statements necessary to initi-
ate ZEN APPLICATIONS GATEWAY and connect it to ZEN’s started task. Make any 
alterations you require and then copy it to your chosen procedure library. An example of 
the relevant step from the generated job control deck is shown below:

//*****************************************************
//* Copy PROCLIB Members                              *
//*****************************************************
//PROCLIB  EXEC PGM=IEBCOPY
//SYSPRINT DD   SYSOUT=*
//SYSUT3   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//SYSUT4   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//IN       DD   DISP=SHR,DSN=your_hlq.TAPEIMGE
//OUT      DD   DISP=SHR,DSN=your_proclib
//SYSIN    DD   *
 COPY INDD=((IN,R)),OUTDD=OUT
 SELECT MEMBER=((ZENZAG,,R))
/*

The ZEN APPLICATIONS GATEWAY procedure itself looks like something like this:

//ZENZAG   PROC CONFIG=ZAGPARM
//*---------------------------------------------------------*
//* ZEN APPLICATION GATEWAY started task                    *
//*---------------------------------------------------------*
//ZAG      EXEC PGM=ZAG,REGION=0M,TIME=1440,PARM=&CONFIG
//STEPLIB  DD   DISP=SHR,DSN=your_hlq.LOADLIB
//ZAGPARM  DD   DISP=SHR,DSN=your_hlq.PARMLIB
//ZENPARM  DD   DISP=SHR,DSN=your_hlq.PARMLIB(ZENPARM)
//SYSPRINT DD   SYSOUT=*
//SYSABEND DD   SYSOUT=*
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Migrating the Runtime Environment to other 
Systems
You do not have to perform a full install of the ZEN APPLICATIONS GATEWAY on 
every system in your network; it is possible to do one installation and then migrate the 
runtime environment to any other target systems.

In this situation, the system on which you do the initial component installation will also be 
the system on which any component maintenance is applied and from which the runtime 
environment is copied.

Since the ZEN APPLICATIONS GATEWAY is a component of ZEN, you should see the 
section “Migrating the Runtime Environment to other Systems” on page 44. If you migrate 
your ZEN runtime environment and it includes the ZEN APPLICATIONS GATEWAY, 
much of the migration will already have been done. In this case only the steps in the sec-
tion “ZEN APPLICATIONS GATEWAY Post-Install Action” on page 56 will require 
completion.

Manual Migration
If you have performed an automated migration as described in the section “Automated 
Migration” on page 44, you can omit the first two steps below as these will already have 
been completed.

To migrate the ZEN APPLICATIONS GATEWAY runtime environment to other systems, 
ensure that the ZEN runtime environment is migrated and then the following steps are 
required:

Table 1. Checklist for migrating the ZEN APPLICATIONS GATEWAY’s runtime 
environment

Item Description
1 If you migrated your ZEN system prior to installing ZEN APPLICATIONS 

GATEWAY you will need to copy the module ‘ZAG’ from your ZEN 
runtime load library to the runtime ZEN load library on the target system.

2 Create a suitable configuration file member in an accessible library on the 
target system. The configuration samples created during installation are 
described in the section “Completing the ZEN APPLICATIONS GATEWAY 
Installation” on page 54.

3 Complete the step listed in “ZEN APPLICATIONS GATEWAY Post-Install 
Action” on page 56. You could save some time by copying the ZEN APPLI-
CATIONS GATEWAY procedure directly from the source system’s proce-
dure library to the target system, making appropriate modifications before 
using it.
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SMP/E Maintaining the ZEN APPLICATIONS 
GATEWAY
Since the ZEN APPLICATIONS GATEWAY is a component of ZEN, PTFs that may be 
supplied for it from time to time should be TSO RECEIVEd into your ZEN install PTFLIB 
and the SETUP procedure in the install TAPEIMGE library used to apply the service. This 
process is described in the chapter “SMP/E Maintenance” on page 107.
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CHAPTER 5 Installing the ZEN EE 
MONITOR

This chapter provides information on the ZEN EE MONITOR-specific pan-
els that are displayed during component installation and the post-installa-
tion steps that need to be completed once the software has been successfully 
loaded to generate a working EE MONITOR system.

It is assumed that ZEN has previously been installed, or is being installed 
during the same installation run. As a component of ZEN, the EE MONI-
TOR is installed in the same SMP/E environment.
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System Prerequisites

z/OS Prerequisites

The ZEN EE MONITOR - FERRET requires the following software and hardware:

• Any IBM supported version of z/OS at or higher than 1.7.
• The SNA Management API needs to be active in VTAM. This is done with an 

SNAMGMT=YES parameter in your ATCSTRnn VTAM start-up member. You can 
also activate it dynamically using the following console command: 
 
F vtamproc,VTAMOPTS,SNAMGMT=YES 
 
where vtamproc is the name of your active VTAM procedure. You can display the cur-
rent setting for your system using the command: 
 
D NET,VTAMOPTS,OPTION=SNAMGMT 
 
See the z/OS CS SNA Resource Definition Reference chapter 4 ‘Start Options’ for full 
details.

• The TCP/IP Network Management API needs to be active in your IP stack. This is 
done using the NETMONITOR ON statement in your TCPIP profile. See the z/OS CS 
IP Configuration Reference chapter 2 ‘TCP/IP Profile and Configuration Statements’ 
for full details.

Other WDS Product Prerequisites
The ZEN EE MONITOR has interfaces to two other William Data Systems products: 
IMPLEX1 the real-time IP stack monitor and EXIGENCE the trace capture and analysis 
tool. If you want to use these products you need to define the IP and port addresses of 
those products using the ImplexServer and ExigenceServer parameters. Also, you must 
ensure that the other WDS products are at or above the following PTF levels:

IMPLEX version 3.3: IPX3486 (no longer supported) 
IMPLEX version 4.1: IPX4130 (previous production version) 
EXIGENCE version 4.3: EXI4356 (no longer supported)

Security Requirements
Users requiring access to the EE MONITOR require suitable RACF (or your Installation’s 
equivalent security product) authority to the EE MONITOR RACF resources. Also, if you 
have secured the TCP/IP and/or Network Management APIs, the EE MONITOR requires 
access to the defined resources. For full details, see “Define RACF Resources” on 
page 67.

1. Version 5.1 of IMPLEX - the ZEN IP MONITOR - is fully integrated into ZEN which makes the v4.1 
browser interface redundant.
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It may be appropriate, especially if a different team is responsible for security in your Site, 
to get the RACF resources for the EE MONITOR agreed and set-up ahead of component 
installation.

Pre-Installation Considerations

EE MONITOR Data Space Requirements
The EE MONITOR’s data spaces are allocated from virtual storage so you must ensure that 
you have adequate page dataset space to accommodate them. A ‘D ASM’ command will 
show you how much free common page dataset space you have available.

If you see the EE MONITOR fail to start with the error message:

FEE060I  FERRET Dataspace error: Request string R15=nn R0=0000000C

this is because there is a limit on the number of Common Area data spaces that can be allo-
cated on the system and this maximum has already been reached. The maximum is defined 
by the MAXCAD parameter of the IEASYSnn member of the system PARMLIB. If the 
parameter is omitted the default value is 25. If you need to increase this value you will 
require a re-IPL to activate the new value.
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The EE MONITOR Installation Panels
This section makes the assumption that you are in the process of installing ZEN with the 
ZEN EE MONITOR - FERRET and possibly other components at the same time. In this 
case, most of the installation work will already have been done so you will find in this sec-
tion just those installation panels that relate to the EE MONITOR.

You will already have been through the Component Confirmation step (page 23) and will 
already have completed the ZEN Configuration Settings panel (page 24).

Later in this section, there is a discussion of the post-installation steps that you will need to 
ensure are accomplished so that the EE MONITOR runs successfully in your Site.

Specify ZEN EE MONITOR Configuration Settings
The next panel displayed is where you specify the configuration for the EE MONITOR. 
Here is a sample panel:

Panel 28. z/OS Installer - ZEN EE MONITOR Configuration Settings

You need to provide the information used to build the EE MONITOR environment. There 
will probably be additional configuration required once you have run the install jobs; all 
the information you require to do this can be found in the chapter “Configuring the EE 
MONITOR” on page 31 of the “ZEN EE MONITOR Configuration and Reference man-
ual”.

The first line confirms the name of the sysplex and LPAR on which this EE MONITOR is 
being installed. Following this are input fields to provide the started task name, the VTAM 
Major Node name and the SPO APPL name and finally are the names for the datasets. All 
of these fields may be changed to reflect your own Installation’s standards and conven-
tions.
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If you also want to configure the optional SNA Session Awareness (SAW) feature, set the 
provided indicator on the above panel to a ‘Y’ and press Enter to access the next installa-
tion panel that includes the SAW configuration options highlighted in yellow for clarity:

Panel 29. z/OS Installer - Configuration Settings including SAW Options

Although you can at this point change the names you originally chose for the started task, 
VTAM names and dataset names, this enhanced panel is primarily intended so that you can 
configure the SAW feature of the EE MONITOR. Once you have keyed your own SAW 
names, press Enter to cause the Installer to build the JCL required to install the EE MONI-
TOR (and any other ZEN components) and proceed to the next step “Step 8 - Review 
Installation JCL and Submit” on page 26.

Completing the EE MONITOR Installation

Starting the EE MONITOR
At this point, the component is fully installed and, provided you have allowed all the gen-
erated job control to run, the steps to build the VTAM ACBs and the EE MONITOR proce-
dure should be complete. The section “EE MONITOR Post-Install Actions” on page 65 
covers all the tasks performed by the automatically generated job control; see this section 
if you want to do these steps manually, or make alterations to the generated steps prior to 
running them.

You can now start the component using the standard console command:

S your_ZEMPROC

Note that you can only have one EE MONITOR running on a Topology dataset. If you try 
to start a second instance on the same Topology dataset it will abend with the console mes-
sage:

IEC161I 052(009,FERRET)-084,FERRET,FERRET,TOPOLOGY
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which indicates that the Topology dataset is already allocated. It is recommended that you 
start the EE MONITOR automatically in your post-IPL start-up procedures after the main 
system tasks such as VTAM, TCP/IP and Netview are already active.

Stopping the EE MONITOR
The EE MONITOR started task may be terminated at any time using the following com-
mand from an MCS console:

P your_ZEMPROC

No confirmation of the command is required, the address space closes down immediately, 
however, some tidying of the history files will take place so it may be a few seconds before 
the EE MONITOR completes its shut-down processing. It is recommended that the EE 
MONITOR task is always closed down cleanly; failure to do this could lead to problems 
when restarting.

Accessing the EE MONITOR Panels
Once you have activated the component you can display all of its panels by connecting to 
ZEN’s HTTP port from your browser; continue from the section “Connecting to ZEN” on 
page 30.
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EE MONITOR Post-Install Actions
This section describes the steps that are required once the base component install has com-
pleted. All these steps can be performed by the job control that is automatically gener-
ated by the install process, or they can be performed manually.

Note that if you have run the job control generated by the automated install procedure, you 
will have already completed all the tasks described in this section. Other users may need to 
complete one or more of the tasks listed below.

Here is a checklist of the steps that need to be completed:

1. Define the EE MONITOR to VTAM
2. Create the EE MONITOR Started Task Procedures
3. Activate the EE MONITOR Major Node
4. Define RACF (or equivalent Security System) Resources

Define the EE MONITOR to VTAM
Member APPLZEM (or whatever you altered the name to during the installation proce-
dure) built in the ZEN TAPEIMGE dataset contains the statements required to define the 
EE MONITOR to VTAM. You can make any changes required to this member prior to cop-
ying it to one of the libraries in VTAM’s VTAMLST concatenation (for example 
SYS1.VTAMLST) and include the member in your current VTAM start list ATCCONnn. 
(Otherwise you will need to use a VARY command to activate the major node after each 
IPL).

The generated job control copies the member built during the installation procedure to the 
VTAMLST name you provided. The relevant job step is shown below:

//***************************************************** 
//* Copy VTAMLST Member                               * 
//***************************************************** 
//VTAMLST  EXEC PGM=IEBCOPY
//SYSPRINT DD   SYSOUT=*
//SYSUT3   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//SYSUT4   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//IN       DD   DSN=your_hlq.TAPEIMGE,DISP=SHR
//OUT      DD   DISP=SHR,DSN=your.vtamlst.dataset
//SYSIN    DD   *
  COPY INDD=((IN,R)),OUTDD=OUT
  SELECT MEMBER=((APPLZEM,,R))
/*

Create the Started Task Procedure
The EE MONITOR start-up member is created in the your_hlq.TAPEIMGE dataset during 
the installation process. It contains the statements necessary to initiate the EE MONITOR 
and connect it to the ZEN started task. Make any alterations you require and then copy it to 
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your chosen procedure library. An example of the relevant step from the generated job 
control deck is shown below:

//*****************************************************
//* Copy PROCLIB Members                              *
//*****************************************************
//PROCLIB  EXEC PGM=IEBCOPY
//SYSPRINT DD SYSOUT=*
//SYSUT3   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//SYSUT4   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//IN       DD DISP=SHR,DSN=your_hlq.TAPEIMGE
//OUT      DD DISP=SHR,DSN=your_proclib
//SYSIN    DD *
 COPY INDD=((IN,R)),OUTDD=OUT
 SELECT MEMBER=((FERRET,,R))
/*

The two steps at the start of the EE MONITOR procedure run the Topology Data Space 
Verification module FEEDSV and if any minor problems are detected in the dataspace it 
will ‘reset’ the data space (a COLD start) so that when EE MONITOR starts it will 
re-initialize and re-learn your network topology.

In the event of a major problem with the data space FEEDSV issues a set of diagnostic 
messages and takes an SVC dump. This should be provided to your local William Data 
Systems office in either terse or XMIT format for analysis.

Activate the Major Node
Activate the EE MONITOR application major node in VTAM using the command:

V NET,ACT,ID=APPLZEM

If you changed the member name (see “Define the EE MONITOR to VTAM” on page 65) 
prior to moving it to SYS1.VTAMLST (or your chosen dataset) then the name given in the 
command should be changed to match. A sample of the job step from the generated job 
control deck is shown below:

//*****************************************************
//* Activate the major node                           *
//*****************************************************
//MVSCMD   EXEC PGM=ZENSMPC,                           
// PARM='V NET,ACT,ID=APPLZEM'                         
//STEPLIB  DD   DSN=WDS.ZEN.RUNTIME.LOADLIB,DISP=SHR   

APPLZEM should be added to the ATCCONnn member of VTAMLST so that it is acti-
vated when VTAM starts. Once the EE MONITOR is running and the application major 
node is active, it is highly recommended that you do not inactivate the major node without 
first closing down the EE MONITOR.
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Define RACF Resources

RACF for EE MONITOR Users
The EE MONITOR uses RACF, or your system’s equivalent security system, to perform all 
necessary external authorization checks for users logging on. The job control generated by 
the automated install procedure has all the RACF statements necessary to do this. You 
should review this job prior to submitting it, or issue the commands or their equivalents in 
your security system prior to attempting to log on to the EE MONITOR.

      Failure to define the correct RACF authorities will render the component unusable.

To use the the EE MONITOR, a profile must be created in FACILITY class with the name 
‘FERRET’ (although you may have altered this during the installation of the product). It is 
recommended that the profile is created with universal access of NONE as is the case in 
the automatically generated job control.

The default job also grants the user installing the component ALTER rights over the RACF 
resources so that if the highest security level of 3 is set in the Configuration Profile, this 
user will be enabled for full Administrative access to the product. Other users should be 
granted READ access to the facility in order to access the EE MONITOR panels.

Running the job step will dynamically add the required resources and users, and will acti-
vate them using the SETROPTS ... REFRESH parameter. Below is an example of the 
RACF job step from the generated job control deck:

//*****************************************************
//* Define RACF resources                             *
//*****************************************************
//RACF     EXEC PGM=IKJEFT01,DYNAMNBR=75,REGION=6M
//SYSPRINT DD SYSOUT=*
//SYSTSPRT DD SYSOUT=*
//SYSTERM  DD DUMMY
//SYSUADS  DD DSN=SYS1.UADS,DISP=SHR
//SYSLBC   DD DSN=SYS1.BRODCAST,DISP=SHR
//SYSTSIN  DD *
  RDEFINE STARTED your_ZEM_Procname.* STDATA(USER(TCPIP)
  RDEFINE FACILITY FERRET UACC(NONE)
  PERMIT  FERRET CLASS(FACILITY) ID(your_ZEN_userid) ACCESS(ALTER) 
  SETROPTS CLASSACT(FACILITY)
  SETROPTS CLASSACT(STARTED)
  SETROPTS RACLIST(FACILITY) REFRESH                    
  SETROPTS RACLIST(STARTED) REFRESH                     
  END                                                   
/*
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RACF for the EE MONITOR
Note that the userid under which the EE MONITOR runs must have an OMVS Segment 
defined. The UID parameter must give the user enough authority to open a TCP socket 
and to issue USS commands. Also, you should not terminate OMVS while the EE MONI-
TOR is active. Failure to ensure this will render the EE MONITOR unusable.

The EE MONITOR uses the Unix console() function, so if you have used a RACF defini-
tion to protect BPX.CONSOLE, you must give the user under which the EE MONITOR 
runs READ access to this resource using a statement like this:

PERMIT BPX.CONSOLE CLASS(FACILITY) ID(FERRET_user) ACCESS(READ)

If you do not do this, you may find that some WTO messages are prefixed with an addi-
tional message identifier BPXM025I.

RACF for the SNA Network Management APIs
If you have restricted access to the SNA Network Management APIs by defining the 
RACF or equivalent security manager resource ‘IST.NETMGMT.sysname.SNAMGMT’ 
and/or ‘EZB.NETMGMT.sysname.tcpipname’ in the SERVAUTH class, you must give 
the userid under which the EE MONITOR runs read access to the defined resource(s). If 
you do not do this the EE MONITOR will not be able to gather any statistics unless the EE 
MONITOR’s userid is a superuser (is allowed access to resource BPX.SUPERUSER in 
FACILITY class).

RACF for the HFS User Path
The data in the HFS path defined by the UserPath Profile parameter (see page 34 in the 
“ZEN EE MONITOR Configuration and Reference” manual) is updated when you add or 
alter monitoring profiles and profile assignments. Therefore, the user-id under which the 
EE MONITOR is running must have RACF ALTER access to this resource; for HFS files 
the user-id must have rwx permissions. 

If this is not the case, message ‘ICH408I ... INSUFFICIENT AUTHORITY TO OPEN...’  
will be written to the z/OS console and ZEN messages 50I and 53I written to SYSPRINT. 
The IBM message provides both the HFS path involved and the user-id that requires addi-
tional RACF access authorization.

It is highly recommended that you install and run the EE MONITOR under the same UID 
and user group under which you installed and run ZEN. It is possible that you will experi-
ence issues with HFS permissions if you do not do this. See “Troubleshooting” on page 73 
if you see IBM message ICH408I and ZEN messages ZEN0050I and/or ZEN0053I.

Changing the EE MONITOR ACBs
The default name used in the installation procedure for the VTAM ACBs is ZEMVSn 
where ‘n’ is an integer. If your standards require a different name, you can use any valid 
alternative. The EE MONITOR uses the generic ACB to generate (by default) three con-
soles that are used to process internally issued VTAM commands. In the default case these 
will be ZEMVS1, ZEMVS2 and ZEMVS3.
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To use alternative names, change the contents of the APPLZEM member (or your chosen 
member name) to define your required name and also change the Configuration Profile 
VTAMConsole statement to reflect the new names. Here is a default APPLZEM 
VTAMLST member:

APPLZEM  VBUILD TYPE=APPL 
ZEMVS*  APPL AUTH=(ACQ,SPO)

To use ACB names ZEMCONS1, 2 and 3 instead, you would change the APPLZEM 
member statements to be:

ZEMCONS*  APPL AUTH=(ACQ,SPO)

You would also alter the Configuration Profile statement to read:

VTAMConsole ZEMCONS1 ZEMCONS2 ZEMCONS3
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Using the EE MONITOR Netview Interfaces

Overview
There are two ZEN Netview Interfaces available to the EE MONITOR. One is the Netview 
Command Interface which enables you to issue EE MONITOR commands from a Netview 
session; since this facility uses the ZEN Domain Server, you must ensure that this is active 
even if you are only running one ZEN system.

The second interface available is the Netview Message Receiver which enables alerts and 
other unsolicited messages to be routed to the Netview authorized receiver.

If you choose to use neither of these facilities, you can skip this section of the manual and 
proceed to “Configuring the EE MONITOR” on page 31 of the “ZEN EE MONITOR 
Configuration and Reference” manual. Other users should see the section “Netview Tasks” 
on page 41 of this manual.

Activating the Optional Session Awareness 
Feature

Overview
This optional feature requires an additional, or enhanced Customer Key and you should 
contact your local William Data Systems office if you are interested in evaluating or using 
the feature. You can find a full description of this feature in the ZEN EE MONITOR Con-
figuration and Reference, chapter “Session Awareness (SAW)” on page 93.

There are just two steps involved in activating the SAW feature: define and activate the 
SAW ACBs, and update your Configuration Profile member with the SAW parameters. If 
you chose to configure this option during the installation process, you will already have 
done this so can ignore this section.

Important Note Regarding SAW Data Collection
Only one component on your z/OS system is able to retrieve VTAM’s session awareness 
data at a time; this means that while the SAW data collector is active, you may not run 
another SAW collector such as Netview’s NLDM. If you normally do run NLDM you can 
deactivate the collector temporarily using the ‘STOPCNM’ Netview command, and restart 
using STARTCNM.

Define and Activate the SAW ACBs
The first step in activating the SAW feature is to define and activate a VTAM major node 
definition that contains the two ACBs required for accessing SAW data from VTAM. Here 
is an example:
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******************************************************************
* SAW Application Major Node                                     *
******************************************************************
APPLSAW  VBUILD TYPE=APPL                                         
ZEMCNM   APPL AUTH=CNM                                            
ZEMSAW   APPL AUTH=(SPO,ACQ),PARSESS=YES,EAS=2,VPACING=1          

You can find the sample definitions, along with the primary ACB definitions for the EE 
MONITOR, in the APPLZEM sample member in your_hlq.SAMPLIB after installing the 
component. The actual generated definitions, assuming you went through the installation 
procedure fully, can be found in your_hlq.TAPEIMGE under the names you keyed into the 
installation panels.

You may alternatively use the two ACBs that are defined by default for SAW data collec-
tion in Netview. These are called AAUTCNMI (equivalent to ZEMCNM) and 
DSIAMLUT (equivalent to ZEMSAW) and can be found in your NETVAPPL member in 
your-hlq.VTAMLST. You can find further information on the ACBs in the section 
“Acquiring Session Awareness Data” on page 94 of the ZEN EE MONITOR Configura-
tion and Reference manual. Once you have defined the major node, activate it in the usual 
way using the operator command:

V NET,ACT,ID=APPLSAW

If you choose to add the SAW ACBs to your existing application major node definition for 
the EE MONITOR, then you just need to deactivate and reactivate the major node to be 
able to use SAW.

Specifying the SAW Profile Parameters
The second step involved in activating SAW in the the EE MONITOR is to add the 
required parameters to your current profile. There are just three parameters involved in 
SAW, two of which are optional. The VTAMSAW parameter defines the ACB names used 
to collect session awareness data from VTAM, and the optional SAWCheckpoint and 
SAWCompress parameters are involved in the maintenance of the Session data space and 
Session Archive.

These parameters are all described fully in the ZEN EE MONITOR Configuration and 
Reference manual, Chapter “Configuring the EE MONITOR”, section “Profile Parameters 
for Session Awareness” on page 43.

Migrating the Runtime Environment to other 
Systems
You do not have to perform a full install of the EE MONITOR on every system in your net-
work; it is possible to do one installation and then to migrate the runtime environment to 
any other target systems.
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In this situation, the system on which you do the initial component installation will also be 
the system on which any component maintenance is applied and from which the runtime 
environment is copied.

Since the EE MONITOR is a component of ZEN, you should see the section “Migrating 
the Runtime Environment to other Systems” on page 44. When you migrate your ZEN 
runtime environment and it includes the EE MONITOR, much of the migration will 
already have been done. In this case only the steps in section “EE MONITOR Post-Install 
Actions” on page 65 will require completion.

If you install the EE MONITOR having already migrated your ZEN runtime environment, 
use the ‘Update’ option of the Automated Migration facility to migrate the EE MONITOR 
and then complete the steps in the section “EE MONITOR Post-Install Actions” on 
page 65.

SMP/E Maintaining the EE MONITOR
Since the EE MONITOR is a component of ZEN, PTFs that may be supplied for it from 
time to time should be TSO RECEIVEd into your ZEN install PTFLIB and the SETUP 
procedure in the install TAPEIMGE library used to apply the service. This process is 
described in the chapter “SMP/E Maintenance” on page 107.
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Troubleshooting

Start-up Problems
Problems do sometimes occur when attempting to start the EE MONITOR and these are 
almost invariably due to RACF (or your alternative security system) authority problems, 
or other installation set-up issues. In particular ensure the following:

• That the ZEN load library has been APF authorized.
• That the job to build the RACF definitions has been run, or the correct authorities have 

been defined manually.
• That the userid under which the EE MONITOR runs has an OMVS segment. You will 

not be able to access the component if this is not the case. Also, the UID parameter 
must give the user enough authority to open a TCP socket and to issue USS commands. 
If the EE MONITOR fails to start its socket task it may be due to your locking down the 
defined EE MONITOR port.

• If you see message BPXM025I unexpectedly prefixing some of your WTOs this is 
likely to be because the userid under which you run ZEN does not have READ access 
to BPX.CONSOLE - see “RACF for the EE MONITOR” on page 68.

• The EE MONITOR combines both z/OS and HFS files and in order for it to run suc-
cessfully both RACF security rules and HFS directory and file permissions must be set 
up correctly. This is covered in the section “Define RACF Resources” on page 67. HFS 
directories and files in particular can be problematic involving UIDs, GIDs and permis-
sions. 
 
Problems creating or reading HFS directories or files are symptomatic of security prob-
lems. In general, these can be attributed to the user under which the EE MONITOR is 
running not having read access to files in the HFSRoot and/or write access to files in 
the UserPath, however, there can be many specific ways that this situation can occur. 
 
Issues like this can generally be resolved using a USS CHMOD command to set direc-
tory access to 770 and file access to at least 660, and a CHGRP command to ensure that 
the group (GID) of the user under which the EE MONITOR runs is the same as the 
group of the user who installed and maintains ZEN.

• That the SNA Management API is active in VTAM as indicated in “System Prerequi-
sites” on page 60. If it is not you will see messages: 
 
FEE074I  NMI Connection Error 
FEE317I  NMI task unable to connect to VTAM NMI Interface  
 
in the EE MONITOR’s SYSPRINT dataset. An attempt will be made to correct this 
problem automatically and this will often succeed, however, if after 30 seconds you see 
this message still being issued you will need to correct this yourself by issuing the con-
sole command: 
 
F vtamproc,VTAMOPTS,SNAMGMT=YES 
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and ensure that you have specified the SNAMGMT=YES parameter in your VTAM 
start-up member ATCSTRnn.

• The SNA Management Interface can fail to start if insufficient space exists in the HFS 
/var/sock path for this directory to be built. In this case, console messages IST1926I 
and IST1927I are issued that provide return and reason codes which can be found in the 
IBM publication ‘z/OS UNIX System Services Messages and Codes’.

• The SNA Management Interface can also be disabled if VTAM does not have adequate 
SAF authority to write to the /var/sock HFS directory. See the IBM publication ‘Com-
munications Server - IP Programmers Reference’, chapter 13 section ‘Enabling and 
Disabling the Interface’.

• That the TCP/IP Network Management API is active in your IP stack as noted in “Sys-
tem Prerequisites” on page 60. If it is not you will see message: 
 
FEE0323I Unable to connect to SYSTCPDA Interface 
 
in the EE MONITOR’s SYSPRINT dataset when you try to start the IBM packet trace 
(this is done using the PKTTrace configuration profile statement - see “PKTTrace 
Parameter” on page 41 of the “ZEN EE MONITOR Configuration and Reference” 
manual). 

• The ‘FEE0323I Unable to connect to SYSTCPDA Interface’ message can also be 
issued if you have omitted the TCPNAME parameter from the ATCSTRnn member 
used during VTAM start-up. You can display the current VTAM options using the 
‘D NET,VTAMOPTS’ command in which the TCPNAME setting will say 
‘*BLANKS*’. You can set the correct name dynamically using the command: 
 
F VTAM,VTAMOPTS,TCPNAME=your-IP-stack-name 
 
The same problem will occur if you have specified an incorrect name in the 
ATCSTRnn member, or if the IP stack was not active when the EE MONITOR was ini-
tiated.

• If you have problems connecting to ZEN (ZEN’s HTTP port does not respond), check 
the SYSPRINT dataset of the active ZEN for message ZEN0003I which confirms the 
HTTP server IP address and port; this can also be confirmed from EE MONITOR mes-
sage FEE0928I in the EE MONITOR’s SYSPRINT output. Specifically, if your ZEN 
configuration profile only defines a port number, ZEN acquires the IP address from 
your system and this may not always be an appropriate address. If this is the case, 
change your ZEN HTTPServer parameter to define a specific and correct address and 
restart ZEN.

If you are unable to resolve start-up issues, have the SYSPRINT output available when 
contacting William Data Systems Technical Support.
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CHAPTER 6 Installing ZEN FTP 
CONTROL

This chapter describes how to install ZEN FTP CONTROL. It covers the 
prerequisites, the z/OS Installer panel that relates to ZEN FTP CONTROL 
and the additional tasks that need to be accomplished once the component 
has been successfully loaded.
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System Prerequisites
ZEN FTP CONTROL - FTPALERT, also known as ZEN FTPALERT runs on all supported 
versions of z/OS, Communications Server, VTAM and FTP servers.

The ZEN FTPALERT VTAM application is designed to operate on 80 column terminals. 
When using a 3270 model 5 (a width of 132 characters) it runs in primary mode - 24 × 80. 
Model 3290 full screen mode is not supported.

Upgrading an Installed Version of ZEN 
FTPALERT
When upgrading an existing copy of ZEN FTPALERT that is not already at version 3.3 or 
4.1, for example if you are currently running version 3.1, you must ensure that all your 
History File data has already been extracted and processed. This is because the format of 
the history file and the data changed at version 3.3 and the files that are created by the job 
control built by the automated install procedure must be used in your ZEN FTP 
CONTROL procedure.

The ZEN FTP CONTROL Installation Panel
This section makes the assumption that you are in the process of installing ZEN with ZEN 
FTP CONTROL and possibly other components at the same time. In this case, most of the 
installation work will already have been done so you will find in this section just those 
installation panels that relate to ZEN FTP CONTROL.

You will already have been through the Component Confirmation step (page 23) and will 
already have completed the ZEN Configuration Settings panel (page 24).

Later in this section, there is a discussion of the post-installation steps that you will need to 
ensure are accomplished so that the ZEN FTP CONTROL runs successfully in your Site.
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Specify ZEN FTP CONTROL Configuration Settings
The next panel displayed is where you specify some basic configuration settings for your 
ZEN FTP CONTROL system. Here is a sample with the user-defined field values all com-
pleted:

Panel 30. z/OS Installer - ZEN FTP CONTROL Configuration Settings

Here, you provide the information used to build the basic ZEN FTP CONTROL environ-
ment. There will probably be additional configuration required once you have run the 
install jobs; all the information you require to do this can be found in the chapter “Getting 
Started” on page 15 of the “ZEN FTP CONTROL Configuration and Reference” manual.

The first line confirms the name of the sysplex and LPAR on which this ZEN FTP 
CONTROL is being installed. Following this are input fields to provide the started task 
name, the VTAM Major Node name and the VTAM ACB name. Once you have keyed 
your own names here, press Enter to cause the Installer to build the JCL required to install 
ZEN FTP CONTROL (and any other ZEN components) and proceed to the next step “Step 
6 - Review Installation JCL and Submit” on page 23.

You can obtain further details and explanation of the steps involved in the generated job 
control, and ensure that all necessary post-installation activities have been correctly car-
ried out by reading the next section.



Installing ZEN FTP CONTROL

78    Installing and Maintaining ZEN and ZEN Components

ZEN FTP CONTROL Post-Install Actions
When ZEN FTPALERT has been loaded, some additional tasks need to be completed 
before initiating and running the product. These are described in detail in the following 
sections of this manual. 

Some of these steps can be performed by the job control that is automatically generated by 
the install procedure, or they can be performed manually after initial product installation. 
Steps below marked as ‘optional’ will only be required if you have not permitted the auto-
mated install procedure to do them on your behalf.

When you have completed these tasks, you should turn to the chapter “Getting Started” on 
page 15 of the “Installing and Maintaining ZEN and ZEN Components” manual. This 
chapter describes how you logon to ZEN FTP CONTROL and access the Product Admin-
istration function to key the password and add users to the ZEN FTP CONTROL system.

Briefly, the steps involved in the post-installation procedure are as follows:

1. Modify your FTP server start-up procedure
2. Rename any in-house FTP exits 
3. Update SMF settings to collect FTP server and client data
4. Create the started task procedure for ZEN FTPALERT - optional
5. Define ZEN FTPALERT to VTAM - optional
6. Activate the ZEN FTPALERT Major Node - optional

Post Install Steps
This section of the manual takes you through all of the post-installation steps. Optional 
steps are indicated as such in the text. 

Step 1 Modify your FTP server start-up procedure
The FTP server start-up procedure needs to load the following ZEN FTP CONTROL user 
exit programs, which are found in your-hlq.LOADLIB:

FTPSMFEX (for SMF 118 records) 
FTSMFX (for SMF 119 records; dynamically loaded as IEFU8x system exits) 
FTCHKPWD 
FTCHKCMD 
FTCHKIP 
FTCHKJES 
FTPOSTPR
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The recommended method to achieve this is to add the ZEN load library to your FTP 
start-up procedure(s). An alternative method is to copy the modules to an authorized load 
library that is included in your FTP server start-up procedure(s).

If you already have user exits coded, these will need to be renamed and will be executed 
after ZEN FTPALERT’s exit processing has completed. See step 2 below on using 
in-house FTP User Exits.

If you are using RACF ‘program control’, the library containing the user exits and library 
‘SYS1.CSSLIB’ should be defined to RACF as ‘program controlled’ libraries. See “A 
Note on First-Time Login Problems” on page 31 of the “Installing and Maintaining ZEN 
and ZEN Components” manual for further details.

The procedure for implementing ZEN FTP CONTROL’s exits described in this section 
must be repeated for each FTP server that you want to be audited and secured by ZEN FTP 
CONTROL.

Step 2 Rename any in-house FTP exits
If you already have one or more FTP exits in your site, you will need to rename these. 
ZEN FTPALERT’s own exits call your in-house written routines once they have com-
pleted processing according to the following list:

FTPSMFEX loads and calls FTPSMFUX 
FTCHKIP loads and calls FTCHKUIP 
FTCHKCMD loads and calls FTCHKUCM 
FTCHKPWD loads and calls FTCHKUPW 
FTCHKJES loads and calls FTCHKUJE 
FTPOSTPR loads and calls FTPOSTUX

All in-house exits should be coded as documented for the FTP server(s) in the IBM docu-
mentation. (The only exception to this is the name of the module, which is as given in the 
list above).

The user-written command exit controls the results of exit processing. For example, if your 
in-house command exit FTCHKUCM rejects an FTP command that decision stands, no 
further checks are carried out by ZEN FTPALERT and the rejection reason and message 
are those set by your in-house exit. Only if your own command exit FTCHKUCM allows 
the FTP command will ZEN FTPALERT conduct its own checks.

The procedure described here must be repeated for each FTP server that you want to be 
audited and secured by ZEN FTP CONTROL.

Step 3 Update SMF settings to collect FTP server and client data
Modify your FTPDATA member so that the following SMF statements are coded and not 
preceded with a semicolon (which is a comment):

SMFEXIT               ; load SMF user exit FTPSMFEX (for SMF STD only)

SMFJES                ; SMF recording when filetype=JES
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SMFSQL                ; SMF recording when filetype=SQL

; At least one of the SMF statements below is required:

SMF         STD       ; Standard SMF record subtypes (requires SMFEXIT)

SMF         TYPE119   ; Type 119 SMF Records

The FTPSMFEX or FTSMFX exit can enable or suppress SMF record creation. Similarly, 
FTSMFXC can enable or suppresses Client SMF record creation. You specify these 
settings after the post-install steps have been completed, using the ZEN FTPALERT 
Administration Menu (see “FTP Exit Controls” on page 27 of the “Installing and 
Maintaining ZEN and ZEN Components” manual).

If you want to create SMF records, you must ensure that SMF is set to active (in your SMF 
PARMLIB member), and that the member is activated.

To collect Client SMF records include in the TCPIP.PROFILE:

SMFCONFIG   FTPCLIENT  or 
SMFCONFIG  TYPE119 FTPCLIENT

The default is NOFTPCLIENT, so unless you do this no Client SMF records will be avail-
able to ZEN FTP CONTROL.

If you do not create SMF records, ZEN FTPALERT is unable to collect as much informa-
tion and the displays for file transfers show various fields such as Bytes transferred and 
EXCPs used as u/a.

The procedure described here must be repeated for each FTP server that you want to be 
audited and secured by ZEN FTP CONTROL.

Warning: It is important to be consistent when specifying the SMF records to be collected. 
That is, if you collect SMF type 119 records on the server side, you should also collect 
SMF type 119 records on the client side. This is because as soon as ZEN FTP CONTROL 
sees an SMF record type 119 it will ignore type 118 records. If you want to switch from 
one record type to another you should restart ZEN FTP CONTROL as well as the FTP 
server.

Step 4 Create the started task procedure for ZEN FTPALERT
For completeness, this section contains the procedure that is generated by the automated 
install procedure and which initiates the ZEN FTP CONTROL started task. You may alter 
this if required according to your own Installation’s standards and naming conventions. It 
can be found in the procedure library that you nominated during the install procedure.

//FTPALERT PROC CLS=A,ACB=FTPALERT

//FTPALERT EXEC PGM=FTPALERT,TIME=1440,REGION=6M,

// PARM='ACB=yourACB'                       Specify ACB name

//STEPLIB DD DISP=SHR,DSN=yourhlq.LOADLIB          Loadlib

//CNFFILE DD DISP=SHR,DSN=yourhlq.ZFC.CONFIG       Configuration

//FTPHSTA DD DISP=SHR,DSN=yourhlq.ZFC.HISTORY.A.VSAM History A File

//FTPHSTB DD DISP=SHR,DSN=yourhlq.ZFC.HISTORY.B.VSAM History B File

//REFFILE DD DISP=SHR,DSN=yourhlq.ZFC.HELP           Help File

//RULFILE DD DISP=SHR,DSN=yourhlq.ZFC.RULES          Rule File
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//FTPJOBS DD DISP=SHR,DSN=yourhlq.ZFC.FTPJOBS        Jobs File

//ZENPARM DD DISP=SHR,DSN=yourhlq.PARMLIB(ZENPARM) ZEN Parm member

//STATUS DD SYSOUT=class                         Summary report

//FLAUDIT DD SYSOUT=class                         Audit Log

//FLTRACE DD SYSOUT=class                         Trace Log

//FLDIAGS DD SYSOUT=class                         Diagnostic Log

//SYSPRINT DD SYSOUT=class

//SYSABEND DD SYSOUT=class

//ABNLDUMP DD SYSOUT=class

// PEND

Note that ZEN FTPALERT is set to run in a 6Mb region. This value may have to be 
increased if there is a large amount of FTP activity within a 24 hour period. 

At ZEN FTP CONTROL closedown time, a summary report is written to the dataset 
defined by the DDNAME STATUS. This report contains the same information as the 
Activity Overview panel - see “ZEN FTPALERT Activity Overview” on page 122 of the 
“ZEN FTP CONTROL Configuration and Reference” manual. The status report is not 
built if this DD statement is omitted.

The ACB parameter of the PROC statement is used only if you wish to start ZEN 
FTPALERT with an application id (ACB name) other than ‘FTPALERT’.

Now ensure that no-one is using the FTP Server, and restart it.

Step 5 Define ZEN FTPALERT to VTAM
Member FTPANODE in yourhlq.TAPEIMGE that was built at product install time con-
tains examples of the statements required to define ZEN FTPALERT to VTAM. Make any 
changes required to this member prior to copying it to one of the libraries in VTAM’s 
VTAMLST concatenation (for example SYS1.VTAMLST) and include the member in 
your current VTAM start list ACTCONnn. (Otherwise you will need to use a VARY com-
mand to activate the node after each IPL).

The generated job control copies the member from the sample job control library built 
during the install, to the VTAMLST name you gave during the installation procedure, 
making any adjustments you specified. The relevant job step is shown below:

//*****************************************************

//* Copy VTAMLST Member                               *

//*****************************************************

//VTAMLST  EXEC PGM=IEBCOPY

//SYSPRINT DD   SYSOUT=*

//SYSUT3   DD   UNIT=SYSALLDA,SPACE=(CYL,(2,2))

//SYSUT4   DD   UNIT=SYSALLDA,SPACE=(CYL,(2,2))

//IN       DD   DSN=yourhlq.TAPEIMGE,DISP=SHR

//OUT      DD   DISP=SHR,DSN=yourhlq.VTAMLST

//SYSIN    DD   *

  COPY INDD=((IN,R)),OUTDD=OUT

  SELECT MEMBER=((APPLZFCA,,R))
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If you did not allow this jobstep to run during the automated install procedure, you will 
need to do the copy now. The default member copied to your chosen VTAMLST library 
looks like this:

**********************************************************************

* ZEN FTPALERT Version 4.1 : Application Major Node                  *

*                                                                    *

* Main ZEN FTPALERT applid   : FTPALERT                              *

*                                                                    *

**********************************************************************

APPLZFCA VBUILD TYPE=APPL

FTPALERT APPL ACBNAME=FTPALERT

Step 6 Activate the ZEN FTPALERT Major Node
If you did not allow the generated job to do this for you, you will need to activate the ZEN 
FTPALERT application major node using the command:

V NET,ACT,ID=member_name

If you changed the member name (see Step 6 above) prior to moving it to 
SYS1.VTAMLST (or your chosen library) then the name given in the command should be 
changed to match. A sample of the job step from the generated job control deck is shown 
below.

//*****************************************************
//* ACTIVATE THE MAJOR NODE                           *
//*****************************************************
//VARYACT EXEC PGM=IEFBR14
//SYSPRINT DD SYSOUT=*
//SYSIN  DD DUMMY
// V NET,ACT,ID=APPLZFCA

APPLZFCA should be added to the ATCCONxx member of VTAMLST so that it is acti-
vated when VTAM starts. Once ZEN FTP CONTROL is running and the application 
major node is varied on, it is recommended that you do not inactivate the major node with-
out first closing down ZEN FTP CONTROL.

Step 7 Enable the IBM Client Exits for ZFC client monitoring when z/OS 
2.1 or later is being used

To enable the IBM Client Exits for ZFC client monitoring the z/OS system parmlib mem-
ber IKJTSOxx (AUTHORIZED TSO/E SERVICE FACILITY LIST), requires the follow-
ing additions to the Authcmd and Authpgm sections and brought online. 

AUTHCMD NAMES(

FTP                       /*  TCPIP COMMANDS */   

AUTHPGM NAMES(

FTP                       /*  TCPIP PROGRAMS */    
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Job Control Parameter Options
For the ZEN FTP CONTROL started task a single parameter is available to define the 
name of the ZEN FTP CONTROL ACB:

What to do Next
Now turn to the chapter “Getting Started” on page 15 of the manual “ZEN FTP CON-
TROL Configuration and Reference”, which will take you through the steps required to 
start ZEN FTP CONTROL, log on and perform the administration steps required for initial 
configuration such as specifying your company’s name, the security system required, date 
format, and adding ZEN FTP CONTROL users.

Once you have configured and activated ZEN FTP CONTROL you can display its panels 
by connecting to ZEN’s HTTP port from your browser; see “Connecting to ZEN” on 
page 30 for details on how to do this.

TABLE 2. ZEN FTP CONTROL Procedure Parameter Options

Parameter Purpose

ACB=ACB-name Defines the name of the VTAM ACB. The default name 
is FTPALERT but this can be overridden if required 
using this parameter.
If you specified a different ACB name during the auto-
mated installation process, then this will be already be 
reflected in the ZEN FTP CONTROL procedure that 
was built on your behalf.

APPL=applname This field is only relevant if you use PassTickets to ena-
ble your users to access applications and specifies the 
ZFC application name. 
The default when ZFC is first installed is ‘MVSlpar’ 
where ‘lpar’ is replaced by the system identifier of the 
LPAR. You may alternatively use the Configuration 
panel in ZFC to change the application name.

CLX=N/Y This parameter is optional. 
The default is "CLX=N" and ZFC will use the Syncsort 
Data Capture code (DCA) to capture client data. 
When specifying "CLX=Y", ZFC will use the IBM Cli-
ent Exits to capture client data.
If you use the IBM Client Exits, then there are extra sys-
tem changes required. These are documented in “ZEN 
FTP CONTROL Post-Install Actions” on page 78.
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Migrating the Runtime Environment to other 
Systems
You do not have to perform a full install of ZEN FTPALERT on every system in your net-
work; it is possible to do one installation and then to migrate the runtime environment to 
any other target systems.

In this situation, the system on which you do the initial component installation will also be 
the system on which any component maintenance is applied and from which the runtime 
environment is copied.

Since ZEN FTPALERT is a component of ZEN, you should see the section “Migrating the 
Runtime Environment to other Systems” on page 44. If you migrate your ZEN runtime 
environment and it includes ZEN FTPALERT, much of the migration will already have 
been done. In this case only the steps in section “ZEN FTP CONTROL Post-Install 
Actions” on page 78 will require completion.

If you install ZEN FTP CONTROL having already migrated your ZEN runtime environ-
ment, use the ‘Update’ option of the Automated Migration facility to migrate ZEN FTP 
CONTROL and then complete the steps in the section “ZEN FTP CONTROL Post-Install 
Actions” on page 78.

SMP/E Maintaining ZEN FTP CONTROL
Since ZEN FTP CONTROL is a component of ZEN, PTFs that may be supplied for it 
from time to time should be TSO RECEIVEd into your ZEN install PTFLIB and the 
SETUP procedure in the install TAPEIMGE library used to apply the service. This process 
is described in the chapter “SMP/E Maintenance” on page 107.
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CHAPTER 7 Installing the ZEN 
IP MONITOR

This chapter describes how the ZEN IP MONITOR is installed. It covers the 
prerequisites, getting the software on to your host, the automated installa-
tion job build process, upgrading from previous releases and the tasks that 
need to be accomplished once the software has been successfully loaded to 
generate a working ZEN IP MONITOR system.

It is assumed that ZEN has previously been installed, or is being installed 
during the same installation run. As a component of ZEN, the ZEN IP 
MONITOR is installed in the same SMP/E environment.

Note that this ZEN component is referred to as the ‘ZEN IP MONITOR’ and 
as its alternative ‘ZEN IMPLEX’ in this document.
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System Prerequisites
The ZEN IP MONITOR requires the following software and hardware:

• Any currently supported version of z/OS, CS, VTAM and VSAM.
• There are no restrictions related to hardware.
• If you want to use the ZEN Desktop to view ZEN IP MONITOR display panels (and it 

is recommended that you do), your z/OS system must be at or higher than version 1.7. 
See the section “System Prerequisites” on page 6 for additional details of ZEN prereq-
uisites.

Note that this version of the ZEN IP MONITOR requires your ZEN system to be at or 
above PTF level ZEN2137 for the installation of the component to be successful; some of 
the new facilities will not work at lower PTF levels of ZEN. If you need to apply addi-
tional service to your ZEN system it can be obtained from the Customer Support Portal on 
the main website at https://portal.willdata.com/support_customerlogin.aspx.

PC Prerequisites
By preference you require a networked PC capable of using FTP to transfer files to the tar-
get system where the ZEN IP MONITOR is to be installed.

If you cannot use FTP, the install can be done manually using IND$FILE. In this latter 
case you should invoke zsetup.exe after unzipping the product to your PC and click the 
Help button. In the Help file you will find a section called ‘Manually Installing a WDS 
Product’ which contains a full description of the process.

Pre-Installation Considerations
This section contains some information that you should consider prior to installing the 
product. Generally speaking, William Data Systems has set sensible values for filesizes 
based on an ‘average’ requirement. However, local knowledge may lead to you making 
decisions that are more appropriate to your own circumstances - for example, you might 
decide to increase the allocations for the history file(s) since you expect to be storing more 
than an average amount of history data. Similarly, you might decide to increase the size of 
ZEN IP MONITOR’s packet trace table to give you a longer activity period.

History Dataset Space Requirements
ZEN IMPLEX history records occupy the following space:

• 5K per service (port) per day
• 12K per Interface or Gateway per day
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• 12K for Summary History (for all Interfaces) per day
• 56K per day for Activity History

The default settings are 30 days of Summary history and all Port, Interface, Gateway and 
Activity history switched off.

On model 3390 disks there are approximately 56K bytes per track and 15 tracks per cylin-
der. The History file CI size is 26K so 2 CIs fit on each track. This means that in any CI 
you can fit 5 days of service history, 2 days of Interface/Gateway/Summary history, and 
the Activity History will occupy 3 CIs per day.   

Therefore you can store:

• 10 days of service (port) history per track
• 4 days of Interface/Gateway/Summary history per track
• 1 day of Activity history per two tracks.

On a default system where only Summary History is stored for 30 days, this will occupy 
less than half a 3390 cylinder.

The default cylinder definition for the VSAM History file is (5,2) and VSAM will allow 
up to 123 extents to exist per volume up to a maximum of 255 extents in total, i.e. a total of 
up to 515 cylinders.

These figures should enable you to make a reasonable estimate of the quantity of storage 
required for any optional and additional history you are collecting.

Data Space Storage Requirements and Hints
The ZEN IP MONITOR allocates three data spaces, a ‘Main’ data space for accessing the 
DIV (Data in Virtual Storage), a ‘Work’ data space that contains resource definitions and 
indexes, and a ‘Trace’ data space which contains all the packet header information and 
some protocol trace information. The Data Capture routine captures IP packets as they 
pass through the IP stack(s) and updates the data spaces with packet, connection, resource 
and protocol information.

The Main data space will be small, possibly around 2Mb. The work data space will be 
larger than the Main data space, possibly 4 to 6Mb. The Trace data space that contains 
ZEN IMPLEX’s IP Packet Header Table is likely to occupy upwards of 16Mb. Even so, 
on a medium to large sized system it should not occupy much more than, say, 50Mb. The 
command ‘F IMPLEXD,D’ will tell you the actual sizes allocated for the data spaces. Note 
that the packet header trace table size is user-configurable (see the chapter “Administer 
IMPLEX System” on page 159 of the ZEN IP MONITOR Administration manual.

Warning: Be aware that the larger the packet trace table size, the more storage required 
and the greater the processing time. An excessively large table on a very busy system 
could potentially impact overall system performance.

Data spaces are allocated from virtual storage so you must ensure that you have adequate 
page dataset space to accommodate them. A ‘D ASM’ command will show you how much 
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free common page dataset space you have available. By using this information and the out-
put from the ‘F IMPLEXD,D’ command you should be able to make any adjustments 
required.

If you see the Data Space Manager fail to start with the error message:

IPXDSM014E MACRO error: DSPSERV CREATE RC(0C)

this is because there is a limit on the number of Common Area data spaces that can be allo-
cated on the system and this maximum has already been reached. The maximum is defined 
by the MAXCAD parameter of the IEASYSnn member of the system PARMLIB. If the 
parameter is omitted the default value is 25. If you need to increase this value you will 
require a re-IPL to activate the new value.

Upgrading to Version 5.1

General Information
If you are installing ZEN IMPLEX for the first time you can skip this section and proceed 
directly to the section “The ZEN IP MONITOR Installation Panels” on page 90.

The simplest method of installing version 5.1 is to do a completely fresh install of the new 
version, allowing the automated installation procedure to build new datasets and proce-
dures. The default start-up for the Data Space Manager is a ‘COLD’ start which initializes 
the data spaces and other VSAM datasets and allows you to make a ‘fresh start’. 

However, as an existing ZEN IMPLEX customer you may want to retain previous data 
space configuration information and history data; see the sections “Seeding the Data 
Spaces” and “Carrying Forward Your History Data” below. There are also implications if 
you have made alterations to any of the alert definitions - see “Migrating User-Modified 
Alerts” below.

Note that once you have started ZEN IMPLEX v5, you may not restart an earlier version 
of IMPLEX on the same datasets.

Seeding the Data Spaces
You can use the latest ‘EXTRACT’ file from your current IMPLEXD procedure as input 
to a ‘START=WARM’ of the new IMPLEXD. This will ‘seed’ the newly created data 
space with key configuration data from the last clean shutdown of your previous version.

You can achieve this by either making the name of the file on the EXTRACT DD state-
ment in your new IMPLEXD procedure the same as your previous version, or alternatively 
by copying your previous EXTRACT file giving it the new name in the ZEN IMPLEX 
procedure built by the installation process. Seeding the data spaces with your previous 
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configuration data saves you the effort of having to re-key all of your configuration 
options.

Using Your Existing Procedures
You can choose during the automated install process to build job control that will install 
the new load modules into your ZEN load library and create the ZEN IMPLEX-specific 
datasets (such as the Alerts and Help datasets), but omit all the system-related job steps 
such as copying the VTAM major node definition, the procedures and the RACF authori-
zation steps.

You can then start the product on the current data space using the current procedures, suit-
ably modified to pick up the ZEN load library, ZEN PARMLIB member and ZEN 
IMPLEX-specific datasets, and VTAM and RACF definitions. 

You must in this case either COLD start the Data Space Manager, or use the latest 
‘EXTRACT’ dataset as input to a ‘START=WARM’; see “Seeding the Data Spaces” on 
page 88. Note that you may not HOT start IMPLEXD on a data space from a previous ver-
sion of the product.

Carrying Forward Your History Data
In a similar way to ‘seeding’ the data spaces (see “Seeding the Data Spaces” above) you 
can also carry forward your history data. You can do this either by changing the DD 
HISTORY statements in your new ZEN IMPLEX procedures to use your previous ver-
sion’s history files, or by taking a copy of the history files using new filenames specified 
during the installation process. There have been no changes to the format of the History 
data between versions 4.1 and 5.1.

Migrating User-Modified Alerts
So that ZEN IMPLEX alerts can be distinguished from alerts for other ZEN components, 
in version 5.1 the alert definition names in the ALERTS dataset created during installation 
have been prefixed with ‘IPX’. So alert A005 is now IPXA005 and so on. Therefore, if 
you have created your own modified copies of alerts, you will also need to rename them in 
the same way.

Implications for a Focal Point Set-up
Note that if you are using ZEN IMPLEX in a focal point set-up, there is no requirement to 
upgrade all systems before connecting them to one another since interoperability code ena-
bles version 4.1 IMPLEX systems to communicate with ZEN IMPLEX version 5.1 sys-
tems. The only requirement is that you add an ImplexServer parameter that specifies the IP 
address and listening port number of any 4.1 IMPLEX systems, to the ZEN Profile for the 
system running your version 5.1 ZEN IMPLEX focal point system. See “Multi-Stack and 
Multi-System Setup” on page 23 of the Configuration manual.
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The ZEN IP MONITOR Installation Panels
This section assumes that you are in the process of installing ZEN with the ZEN IP 
MONITOR - IMPLEX and possibly other components at the same time. In this case, most 
of the installation work will already have been done so you will find in this section just 
those installation panels that relate to the ZEN IP MONITOR.

You will already have been through the Component Confirmation step (page 23) and will 
already have completed the ZEN Configuration Settings panel (page 24).

Later in this section, there is a discussion of the post-installation steps that you will need to 
ensure are accomplished so that the ZEN IP MONITOR runs successfully in your Site.

Specify the ZEN IP MONITOR Configuration Settings
The panel shown below is where you complete your configuration choices; this sample has 
already been completed with user-defined names:

Panel 7. The ZEN IP MONITOR Configuration Panel

Use this panel to configure the names of the two ZEN IP MONITOR started tasks, one for 
the Data Space Manager (ZIMPROCD by default), the other for the Monitor and 3270 
Displayer (ZIMPROCI by default).

Next, specify the names you require for the VTAM major node and Application name 
(ACB). The latter is the name you will use to log on to the Monitor and Displayer if you 
choose to display your IP stack data using a 3270 rather than the ZEN Desktop (recom-
mended for all but Administration tasks which are not currently available via ZEN).

ZEN IMPLEX uses the TCP/UDP port for a variety of purposes and you can choose the 
port required here; in accordance with TCP/IP standards the port chosen must be below 
65535.

The ZEN IP MONITOR can manage up to a maximum of eight TCP/IP stacks on a system 
which although a limit is deemed to be reasonable since many Installations run only a sin-
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gle IP stack. Key the jobname of your TCP/IP stack(s) (TCPJOBNAME in TCPDATA) 
into the fields provided.

Once you have completed the configuration panel, press Enter to cause the Installer to 
build the JCL required to install the ZEN IP MONITOR (and any other ZEN components) 
and proceed to the next step “Step 6 - Review Installation JCL and Submit” on page 23.

Completing the ZEN IP MONITOR Installation
At this point, the product is fully installed and, provided you have allowed all the gener-
ated job control to run, the steps to build the VTAM ACB and the procedures should be 
complete. If you need to migrate configuration data from an earlier release see the section 
“Upgrading to Version 5.1” on page 88 where advice is given on ways to do this.

Starting the ZEN IMPLEX Procedures
Enter the following console commands (suitably amended if you have changed the default 
names) to start the Data Space Manager and then the ZEN IP MONITOR Monitor and 
3270 Displayer.

S ZIMPROCD{,STACKNME=stackname} 
S ZIMPROCI

stackname defines the name of the TCP/IP stack to be managed. One instance of the Data 
Space Manager must be started for each managed stack. The default for stackname is 
TCPIP.

Note that the very first time you initiate the procedures, you must start the Data Space 
Manager first as shown above. Failure to do this will result in zero figures being displayed 
for many of the statistics in the displays. (If you do this, simply end the two jobs and 
restart). After the first time, the two procedures may be started in any sequence although it 
is more logical to initiate the Data Space Manager first since without it there is no data 
being collected.

Message ‘Data Space Manager v.mm PTF ptf-number has initialized’ is written to the 
system console when the data space manager has initialized correctly.

After the message ‘IPX0007I Implex Initialisation complete’ has been issued, the ZEN IP 
MONITOR’s address space has initialized and the product will accept logons from the 
3270 interface and you will also be able to access all the display panels from ZEN.

Note. You will see a ‘V TCPIP,TCPIP,PKT,ON,LINKNAME=*,PROT=253’ command in 
the log for the Data Space Manager job and also on the operator console. It is vital that 
this command is successful otherwise ZEN IP MONITOR will be unable to gather any 
packet-related statistics.

If you see a situation in which the ZEN IP MONITOR panels are not showing any updated 
data, the most likely cause is that the VARY command to start packet tracing failed 
because of inadequate RACF authorization. Messages on the system log will enable you to 
verify whether this is the case. It is a requirement that the user under which the Data 
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Space Manager job runs has enough authority to issue the command to vary packet 
tracing on and off. This involves granting at least UPDATE authority over the RACF 
resource that secures this command.

To provide the EMCS console interface, the ZEN IP MONITOR issues two monitor 
commands at start-up:

MN JOBNAMES,T 
MONITOR SESS,T

The ZEN IP MONITOR requires enough RACF authority for these commands to be suc-
cessful. You should therefore ensure that if you have defined a RACF resource 
‘MVS.MONITOR’ in the OPERCMDS class, ZEN IP MONITOR is granted READ 
access to this resource.

It is recommended that the Data Space Manager is started automatically during system IPL 
to ensure full IP data collection. The Monitor and Displayer procedure can be started at 
any time after the Data Space Manager has initialized, although it is recommended that 
this is after TCP/IP and VTAM have fully initialized to prevent continual timer interrupts 
looking for these two system components.

Special Note on the Data Space Manager Start-up
Note that the default start-up parameter for the Data Space Manager is ‘COLD’. This is 
intended only for the first initiation and it is highly recommended that it should be 
changed to ‘START=HOT’ afterwards. This then saves the operator having to remember 
to use the START=HOT parameter when initiating the job. Failure to do this will cause the 
Data Space Manager to always use the cold start option thus losing any configuration that 
may have been done after initial installation.

Stopping the ZEN IP MONITOR
The ZEN IP MONITOR’s started tasks may be terminated normally at any time using the 
following commands from an MCS console:

P ZIMPROCI 
P ZIMPROCD

When the Data Space Manager detects the STOP command, the following message will be 
sent to the console ‘IPXDSM007A Confirm STOP command. Reply Y to confirm’. The 
Data Space Manager will only close if the operator responds ‘Y’ to the outstanding 
prompt.

Alternatively, use the ‘F ZIMPROCD,STOP’ command to stop the Data Space Manager 
without requiring any response through the system console.

Dumping/Cancelling the ZEN IP MONITOR
If a dump of either address space is required, the command(s) shown below may be issued. 
These commands will not shut down either address space, although processing will be sus-
pended for a short period of time. 
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F ZIMPROCD,DUMP 
F ZIMPROCI,DUMP

Note that if you are running multiple stacks using the same the Data Space Manager proce-
dure with the STACKNME=stackname parameter, you can select a particular one to dump 
by appending the stack name to the command after a period like this:

F ZIMPROCD.stackname,DUMP

although it should be noted that for this form of the command to work, you must have 
started the Data Space Manager using the following form of the start command:

S ZIMPROCD.stackname,STACKNME=stackname

If necessary, the Monitor and Displayer address space may be canceled using a standard 
MCS CANCEL command:

C ZIMPROCI<,DUMP>

appending the optional ‘DUMP’ parameter if a dump is required. 

You should never intentionally cancel the Data Space Manager address space, nor 
should you FORCE the Data Space Manager off the system, or crash the system with 
the Data Space Manager active. If you do this you will almost certainly damage the lin-
ear VSAM dataset to which the data space is checkpointed and the product will not 
function correctly when it is HOT started. In this case you must do a WARM start to 
rebuild the data space from the EXPORT dataset, or in a real emergency, use the COLD 
start option. Remember that a COLD start will delete all previous configuration you may 
have done.

Consequences of Terminating TCP/IP
Parts of the ZEN IP MONITOR run as extensions of TCP/IP. Therefore, if you terminate 
TCP/IP without first ending the ZEN IP MONITOR, the product is likely to abnormally 
terminate when you restart the IP stack. You will need to end and restart the ZEN IP 
MONITOR’s address spaces once you have reactivated TCP/IP in this situation.

Since crashing the IP stack could also cause data space corruption, it is highly recom-
mended that you perform a WARM start of the Data Space Manager, and if the product 
still fails to run correctly use a COLD start of the Data Space Manager.
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ZEN IP MONITOR Post-Install Actions
This section describes the steps that are required once the initial component installation 
has been completed. All these steps can be performed by the job control that is automati-
cally generated by the install process, or they can be performed manually.

Note that if you have run the job control generated by the automated install procedure, you 
will have already completed all the tasks described in this section and can proceed directly 
to the chapter “Getting Started” on page 25 of the User Reference manual. Other users 
may need to complete one or more of the tasks listed below.

Here is a checklist of the steps that need to be completed:

1. Define the ZEN IP MONITOR to VTAM
2. Copy the Logmode for Focal Point Communications
3. Create the ZEN IP MONITOR’s Started Task Procedures
4. Activate the ZEN IP MONITOR’s Major Node
5. Define RACF (or equivalent Security System) Resources

Optionally, the following additional step may be required:

6. Activate OSA and other MIBs

Define ZEN IP MONITOR to VTAM
Member APPLZIM provided in the JCL PDS contains the statements required to define 
ZEN IP MONITOR to VTAM. You can make any changes required to this member prior 
to copying it to one of the libraries in VTAM’s VTAMLST concatenation (for example 
SYS1.VTAMLST) and include the member in your current VTAM start list ATCCONnn. 
(Otherwise you will need to use a VARY command to activate the node after each IPL).

The generated job control copies the member from the sample job control library built 
during the install, to the VTAMLST name you gave during the automated installation 
procedure. The relevant job step is shown below:

//***************************************************** 
//* Copy Member                                       * 
//* Copy member APPLZIM from SAMPLIB to VTAMLST       * 
//***************************************************** 
//VTAMLST  EXEC PGM=IEBCOPY
//SYSPRINT DD SYSOUT=*
//SYSUT3   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//SYSUT4   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//IN       DD DSN=your_hlq.TAPEIMGE,DISP=SHR
//OUT      DD DISP=SHR,DSN=your.vtamlst.dataset
//SYSIN    DD *
 COPY INDD=((IN,R)),OUTDD=OUT
 SELECT MEMBER=((APPLZIM,,R))
/*
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Copy the Logmode for Focal Point Communications
In a multi-LPAR or multi-system set-up, the ZEN IP MONITOR communicates using 
LU0. To do this it needs specific logmode parameters so a suitable logmode is provided as 
part of the installation process. This job step copies this into the VTAMLIB you specified 
during the automated installation procedure.

//*****************************************************
//* COPY VTAMLIB MEMBER                               *
//*****************************************************
//VTAMLIB  EXEC PGM=IEBCOPY                            
//SYSPRINT DD SYSOUT=*                                 
//SYSUT3   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))           
//SYSUT4   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))           
//IN       DD DSN=your_hlq.LOADLIB,DISP=SHR
//OUT      DD DISP=SHR,DSN=your.vtamlib                
//SYSIN    DD *                                        
 COPY INDD=((IN,R)),OUTDD=OUT                          
 SELECT MEMBER=((IPXLGMOD,,R))                         

Create the ZEN IP MONITOR Started Task Procedures
The ZEN IP MONITOR start-up members are created in the TAPEIMGE dataset during 
the install process. They contain the statements necessary to initiate the ZEN IP 
MONITOR’s address spaces and connect to the ZEN started task. Make any alterations 
you require and then copy them to your chosen procedure library.

An example of the relevant steps from the generated job control deck is shown below:

//***************************************************** 
//*                                                   * 
//* Copy member                                       * 
//*                                                   * 
//***************************************************** 
//PROFILE  EXEC PGM=IEBCOPY
//SYSPRINT DD   SYSOUT=*
//SYSUT3   DD   UNIT=SYSALLDA,SPACE=(CYL,(2,2))
//SYSUT4   DD   UNIT=SYSALLDA,SPACE=(CYL,(2,2))
//IN       DD   DISP=SHR,DSN=your_hlq.TAPEIMGE
//OUT      DD   DISP=SHR,DSN=your_proclib
//SYSIN    DD   *
  COPY INDD=((IN,R)),OUTDD=OUT
  SELECT MEMBER=((ZIMPROCD,,R))
//*
//***************************************************** 
//*                                                   * 
//* Copy member                                       * 
//*                                                   * 
//***************************************************** 
//PROFILE  EXEC PGM=IEBCOPY
//SYSPRINT DD   SYSOUT=*
//SYSUT3   DD   UNIT=SYSALLDA,SPACE=(CYL,(2,2))
//SYSUT4   DD   UNIT=SYSALLDA,SPACE=(CYL,(2,2))
//IN       DD   DISP=SHR,DSN=your_hlq.TAPEIMGE
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//OUT      DD   DISP=SHR,DSN=your_proclib
//SYSIN    DD   *
  COPY INDD=((IN,R)),OUTDD=OUT
  SELECT MEMBER=((ZIMPROCI,,R))
//*

Activate the ZEN IP MONITOR Major Node
Activate the ZEN IP MONITOR application major node in VTAM using the command:

V NET,ACT,ID=APPLZIM

If you changed the member name prior to moving it to SYS1.VTAMLST (or your chosen 
library) then the name given in the command should be changed to match. A sample of the 
job step from the generated job control deck is shown below. Note that you will not be able 
to log on to the ZEN IP MONITOR’s 3270 interface if you have not activated the major 
node.

//*****************************************************
//* Activate VTAM Major Node                          *
//*****************************************************
//VARYACT EXEC PGM=IEFBR14
//SYSPRINT DD SYSOUT=*
//SYSIN  DD DUMMY
// V NET,ACT,ID=APPLZIM

APPLZIM should be added to the ATCCONxx member of VTAMLST so that it is acti-
vated when VTAM starts. Once the ZEN IP MONITOR is running and the application 
major node is varied on, it is highly recommended that you do not inactivate the major 
node without first closing down the ZEN IP MONITOR.

Define RACF (or equivalent Security System) Resources
The ZEN IP MONITOR uses RACF, or your system’s equivalent security system, to per-
form all necessary authorization checks for users logging on to its 3270 application. A step 
in the job control deck generated by the automated install procedure has all the RACF 
statements necessary to do this. You should review this prior to submitting it, or issue the 
commands or their equivalents in your security system prior to attempting to log on to the 
ZEN IP MONITOR.

      Failure to define the RACF authorities will render the VTAM interface unusable.

To use the ZEN IP MONITOR, profile(s) must be created in FACILITY class with the 
name ‘IMPLEX.stackname’. It is recommended that the profile is created with universal 
access of none. To use the ZEN IP MONITOR, a user must have a valid userid and pass-
word and must have READ access to the IMPLEX.stackname resource. To administer the 
ZEN IP MONITOR, the user must have ALTER access.

These rules applies to all systems when you are using the Focal Point feature of ZEN 
IMPLEX to monitor IP stacks on multiple systems. If you try to select a stack on a system 
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where you have no SAF authorization (that is, your local user-id and password are not 
available on the remote system), the standard sign-on panel will be displayed and you will 
need to provide a valid user-id and password before being allowed access. For further 
information see “SAF Implications for Multi-System Configurations” on page 28 of the 
Configuration manual.

Running the job step will dynamically add the required resources and users, and will acti-
vate them using the SETROPTS ... REFRESH parameter. Below is an example of the 
RACF job step from the generated job control deck:

//*****************************************************
//* Define RACF resources                             *
//*****************************************************
//RACF     EXEC PGM=IKJEFT01,DYNAMNBR=75,REGION=6M
//SYSPRINT DD SYSOUT=*
//SYSTSPRT DD SYSOUT=*
//SYSTERM  DD DUMMY
//SYSUADS  DD DSN=SYS1.UADS,DISP=SHR
//SYSLBC   DD DSN=SYS1.BRODCAST,DISP=SHR
//SYSTSIN  DD *
  RDEFINE STARTED ZIMPROCI.* STDATA(USER(your_userid))
  RDEFINE STARTED ZIMPROCD.* STDATA(USER(your_userid)) 
  RDEFINE FACILITY IMPLEX.TCPIP UACC(NONE)
  SETROPTS RACLIST(FACILITY) REFRESH
  PERMIT IMPLEX.TCPIP CLASS(FACILITY) ID(your_userid)
         ACCESS(ALTER)
  SETROPTS CLASSACT(FACILITY)
  SETROPTS CLASSACT(STARTED)
  SETROPTS RACLIST(FACILITY) REFRESH
  SETROPTS RACLIST(STARTED) REFRESH
  END
/*

Note also that the userid under which the ZEN IP MONITOR runs must have an OMVS 
Segment defined. The UID parameter must give the user enough authority to issue 
Netstat commands through the OE interface and to use sockets, including opening a 
TCP and UDP socket for listening and opening a raw socket for other UDP/ICMP 
related functions. Failure to ensure that this is the case will render the ZEN IP 
MONITOR unable to gather any statistics. Also, you should never terminate OMVS 
while the ZEN IP MONITOR is active.

Activate OSA and other MIBs
The ZEN IP MONITOR has an enhanced MIB Browser and an OSA Express Browser 
accessible using options from the main menu.

By default, the definitions in the IBM-supplied TCPIP.MIBDESC.DATA dataset are used 
as the initial starting point for the MIB Browser panel; the dataset is dynamically allocated 
if it is not present in the Monitor and Displayer procedure. This dataset only contains a 
subset of the MIBs supported by IBM’s TCPIP and excludes the OSA MIBs. If MIBS 
additional to the ones in TCPIP.MIBDESC.DATA are required, then all MIBs you want to 
process need to be defined using the MIBDATA DD concatenation in the Monitor and 
Displayer procedure.
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Note that the characteristics of all datasets in the MIBDATA concatenation must be the 
same; this is a normal MVS restriction. The format of the TCPIP.MIBDESC.DATA file is 
variable blocked 255 byte records in 784 byte blocks, so if you use it in the concatenation, 
all other datasets must also have the same characteristics. The WDS-supplied MIBS are in 
a SAMPLIB, which is fixed block 80 byte records in 4000 byte blocks. Therefore, if you 
use these unchanged in the MIBDATA concatenation, you cannot also use the IBM 
TCPIP.MIBDESC.DATA file in the concatenation.

The definitions for the OSA MIBs are provided in the ZEN IP MONITOR’s sample 
library and require suitable statement(s) in the Monitor and Displayer procedure to acti-
vate them. The member(s) chosen should reflect the type of OSA in use:

So, to provide the MIB table for an OSA Express attached to an IBM z990 you would 
insert:

 //MIBDATA DD DISP=SHR,DSN=your-hlq.SAMPLIB(OSA10GIG)

into your Monitor and Displayer procedure.

Also provided in the ZEN IP MONITOR’s sample library are the default SNMP MIBs 
defined in RFC 1213 (http://www.faqs.org/rfcs/rfc1213.html) - SAMPLIB member 
RFC1213, and the additional OSA/SF MIBs defined for IBM’s TCPIP - member 
IBMTCPIP. It would be usual for both of these members to be concatenated in addition to 
any OSA MIB members. So, a concatenation like this one for example would be normal:

//MIBDATA DD DISP=SHR,DSN=your-hlq.SAMPLIB(OSA10GIG) 
// DD DISP=SHR,DSN=your-hlq.SAMPLIB(RFC1213) 
// DD DISP=SHR,DSN=your-hlq.SAMPLIB(IBMTCPIP)

You can also add MIB definitions for any other network device(s) not catered for by the 
MIBs provided with ZEN IP MONITOR. To see how to do this see the section “Adding 
Support for other Device MIBs” on page 497 of the User Reference manual.

It is also necessary to activate the SNMP daemon and the SNMP query engine for OSA/SF 
and OSA Direct on the system to which you are sending the SNMP MIB requests (which 
isn’t necessarily the same system on which ZEN IP MONITOR is running). If you are not 
already running these tasks, see the z/OS Communications Server ‘IP Configuration Ref-
erence’ manual for instructions on locating and configuring the required procedures.

TABLE 3. Sample Library Members for OSA MIBs

Member Description
OSA030C IBM z900 and z800 Driver 3G with OSA-Express LIC 

level 3.0A at MCLs: J11204.007 and J11204.008.
OSA10GIG IBM z990 and z890 at May 2004 OSA-Express LIC or 

above.
OSA333C  IBM z990 and z890 with OSA-Express LIC prior to May 

2004; IBM z900 and z800 at minimum Driver 3G with 
OSA-Express LIC level 3.33.
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Changing the ZEN IP MONITOR ACBNAME
The default name used for the VTAM ACB  is ZIMPROD. If your standards require a dif-
ferent name, or you already have a VTAM application major node with the default name 
defined, you can use any other name you require.

To achieve this, first change the contents of the APPLZIM member to define your required 
name and second, use the job control or configuration file parameter 
ID=system-identifier to define the new name. The relevant lines in the supplied mem-
ber are:
APPLZIM  VBUILD TYPE=APPL 
IPX*      APPL AUTH=(ACQ,SPO),MODETAB=IPXLGMOD

Suppose you wanted instead to use the name XYZAPPL. To do this you would change the 
line beginning IPX* to:
XYZAPPL APPL AUTH=(ACQ,SPO),ACBNAME=XYZAPPL,MODETAB=IPXLGMOD

and the job control EXEC statement for the Monitor and Displayer must have the 
ID=XYZAPPL added to the PARM parameter, or a suitable configuration file statement 
added. Additionally, if you wanted to use the Netview Interface, you would need to add a 
second APPL statement for the Netview ACB as follows:
XYZAPPLN  APPL AUTH=ACQ,ACBNAME=XYZAPPLN

If you wanted to still use the name IPXxxxx name to log on to, but wanted to change just 
the minor node name you could achieve this by changing the APPL statement to:
XYZAPPL APPL AUTH=(ACQ,SPO),ACBNAME=IPXxxxx,MODETAB=IPXLGMOD

since the Monitor and Displayer uses the ACB name to open the session, not the minor 
node name. In this instance, the provision of the ID= statement would be optional since the 
logon name has not been changed.

Netview users would have to add an ID=XYZAPPLN as well as an FP= statement to the 
Monitor and Displayer procedure.
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Migrating the Runtime Environment to other 
Systems
You do not have to perform a full install of the ZEN IMPLEX on every system in your net-
work; it is possible to do one installation and then to migrate the runtime environment to 
any other target systems.

In this situation, the system on which you do the initial component installation will also be 
the system on which any component maintenance is applied and from which the runtime 
environment is copied.

Since ZEN IMPLEX is a component of ZEN, you should see the section “Migrating the 
Runtime Environment to other Systems” on page 44. If you migrate your ZEN runtime 
environment and it includes the ZEN IMPLEX, much of the migration will already have 
been done. In this case only the steps in section “ZEN IP MONITOR Post-Install Actions” 
on page 94 will require completion.

If you install the ZEN IP MONITOR having already migrated your ZEN runtime environ-
ment, use the ‘Update’ option of the Automated Migration facility to migrate the ZEN IP 
MONITOR and then complete the steps in the section “ZEN IP MONITOR Post-Install 
Actions” on page 94.

SMP/E Maintaining ZEN IMPLEX
Since ZEN IMPLEX is a component of ZEN, PTFs that may be supplied for it from time 
to time should be TSO RECEIVEd into your_hlq.INSTALL.PTFLIB and the SETUP pro-
cedure in the install TAPEIMGE library used to apply the service. This process is 
described in the chapter “SMP/E Maintenance” on page 143.
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Troubleshooting

Start-up Problems
Problems do sometimes occur when attempting to start the ZEN IP MONITOR and these 
are almost invariably due to RACF (or your alternative security system) authority prob-
lems. In particular ensure the following:

• That the job to build the RACF definitions has been run, or the correct authorities have 
been defined manually.

• That the userid under which the ZEN IMPLEX procedure ZIMPROCI runs has an 
OMVS segment. The ZEN IP MONITOR will not be able to gather any statistics if this 
is not the case. Also, the UID parameter must give the user enough authority to issue 
Netstat commands through the OE interface and to use sockets, including opening a 
TCP and UDP socket for listening and a RAW socket for other UDP/ICMP related 
functions. If the ZEN IP MONITOR fails to start its socket tasks the focal point pro-
cessing and some other functions will not work. This may be due to your locking down 
the defined ZEN IP MONITOR port even if this is on a different stack from the one 
ZEN IP MONITOR is monitoring. If this is the case, either open the port on all stacks, 
or insert the following statement in your IMPLEX procedure: 
 
     //STEP0    EXEC PGM=BPXTCAFF,PARM=your-IP-stackname 
 
prior to the EXEC statement for IMPLEX. This will set the procedure’s affinity to the 
specified stack.

• That the user under which the Data Space Manager job runs has adequate RACF 
authority to issue the vary command to activate packet tracing 
(V TCPIP,TCPIP,PKT,ON). Without packet tracing active, no data will be collected for 
IMPLEX to display.

The ZEN IP MONITOR is active but no data is displayed
It is possible, although unusual if the installation instructions have been followed, for the 
ZEN IP MONITOR to be active but for zero figures to be shown on the 3270 (and ZEN) 
displays, or for message ‘No data available’ to appear when sign-on is attempted. This is 
usually caused by one of a very few simple errors:

• The Data Space Manager is not active or has not fully initialized 
Verify that your Data Space Manager is active and that no error messages occurred dur-
ing initialization.

• Packet tracing is not active 
Verify packet tracing is active. (Issue a ‘NETSTAT DE’ command which lists the cur-
rent packet trace options for each interface.) Issue the command: 
 
  V TCPIP,TCPIP,PKT,ON,LINKNAME=*,PROT=253 
 
if not, and ensure that the user under which the Data Space Manager is running has ade-
quate authority to issue this command.
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• The Data Space Manager is not using the correct stack name 
The ZEN IP MONITOR automatically attempts to monitor all stacks on the system 
unless limited to specific stacks using the SYSTCPD DD statement(s). Specifying an 
incorrect stack name can cause the ‘No data available’ message to be issued. Correct 
one or other of the procedures (ZIMPROCI and/or ZIMPROCD).

• The ZEN IP MONITOR not using the correct stack name 
Since the ZEN IP MONITOR automatically detects the IP stacks defined on the system 
this error can occur only in one or two situations. First, there could be a TCP/IP defini-
tion error; check that the TCPIPJOBNAME statements in all the TCP DATA files or 
members are correct. Second, the API call that the ZEN IP MONITOR issues to dis-
cover the IP stacks may have failed. Check to see whether message IPX0096E was 
issued at initialization time and see the Messages manual for an explanation and cir-
cumvention if so.

• JCL errors in the start-up procedures. 
The SYSTCPD statement(s) in the ZEN IMPLEX (ZIMPROCI) procedure, if speci-
fied, must be correct. For example, if the TCP data file is in a member in a PARMLIB 
then it must be specified like this: 
 
   //SYSTCPD  DD DISP=SHR,DSN=WDS.PARMLIB(TCPDATA) 

• Note that on an COLD or WARM start of the Data Space Manager, if you start the 
ZIMPROCI procedure before ZIMPROCD, no data will be collected and the ‘No data 
available’ message will be seen at sign-on time. This is most likely to happen the first 
time the product is initiated after install. If you see this situation, simply end and restart 
the ZIMPROCI procedure to resolve the problem.

• If all else fails there must be one or more error messages in the job logs that will help 
you to find out what is wrong. You can always contact William Data Systems for help 
if needed.

Notes on Reducing Overhead
The process of capturing the IP packet data (this is done by the Packet Data Capture Rou-
tine) imposes a small overhead on the TCP/IP stack but this should not be significant. 
Also, the ZEN IP MONITOR (ZIMPROCI) can potentially have a great deal of processing 
to do on the TCP/IP packet data, but again should not generally be seen to be using an 
excessive amount of CPU - 1 to 5 percent would be normal and should be acceptable.

The ZEN IP MONITOR overhead is entirely dependent upon the work your TCP/IP stack 
is having to do, and can be adversely affected when handling very large numbers of con-
nections - 35 to 50 thousand or more, or a very high number of connections starting and 
ending every second (in the thousands; although note that there is code in the product to 
detect and deal with this as efficiently as possible).

If you think that the ZEN IP MONITOR is using too much CPU, take the following action 
prior to contacting William Data Systems Technical Support and monitor the results - you 
will probably find that the CPU usage returns to an acceptable level:
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• Set the sampling time for activity statistics to 2-5 minutes, or even as low as 1 minute 
(use the PF4 prompt key on any panel and key the new value in the input field pro-
vided).

• Ensure that you are not using TN3270 response time monitoring unnecessarily for very 
large numbers of terminal sessions. (The default is for TN3270 monitoring to take 
place for all hosts on all subnets unless you selectively switch it off).

• Reduce the number of Services/Hosts for which you are monitoring Network Transit 
Times.

• Do not use Host RTT Monitoring or Path Monitoring unnecessarily. These proactive 
functions generate ICMP echo packets and UDP traffic.

• Check the MONITOR log output. If this has a very large number of messages in it they 
can be suppressed at the service (port) level. Use the ‘Administer Services’ panel to 
access the services that you want to suppress messages for and set the ‘Suppress Audit 
Logging’ parameter to ‘Yes’.

• No special WLM settings are required for ZEN IMPLEX or for the Data Space Man-
ager. Both should be included in your Installation’s normal STC Workload and Service 
classes.

• Choose as low-activity a system as possible for your Focal Point in a multi-system 
setup.

Notes on Reducing I/O
The ZEN IP MONITOR has been designed so that the output datasets VIEWLOGS, SYS-
PRINT, SYSTRACE, SYSALERT and MONITOR can all be sent to ‘DUMMY’ in the 
ZEN IP MONITOR procedure, for example:

//MONITOR DD DUMMY

• It is recommended, however, that you retain the SYSPRINT output if at all possible 
since this is where any errors in the ZEN IP MONITOR itself are logged. The 
VIEWLOGS and MONITOR datasets are likely to be the highest I/O users.
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CHAPTER 8 Installing the ZEN LINUX 
MONITOR

This chapter provides information on the ZEN LINUX MONITOR-specific 
panels that are displayed during component installation and the post-instal-
lation steps that need to be completed once the z/OS software has been suc-
cessfully loaded to generate a working ZEN LINUX MONITOR system.

It is assumed that ZEN has previously been installed, or is being installed 
during the same installation run. As a component of ZEN, the ZEN LINUX 
MONITOR is installed in the same SMP/E environment.
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Overview
The ZEN LINUX MONITOR (ZLM) comprises two main parts: a Unix Server which runs 
in an address space on your z/OS system, and the Client that is run in each of your Linux 
systems. Consequently, while this ZEN component is installed like any other, once the 
z/OS install is complete, additional steps are required to install the ZLM clients.

You will find separate sections in this chapter to describe each of these two main proc-
esses: “Installing the ZEN Unix Server” on page 107 and “Installing and Activating the 
ZLM Client(s)” on page 111.

System Prerequisites

z/OS Prerequisites
The ZEN LINUX MONITOR’s Unix Server will run on any IBM supported version of 
z/OS at or higher than 1.7.

Linux Prerequisites
Currently, the ZEN LINUX MONITOR supports both Red Hat and SUSE Linux. Should 
you require support for another Linux version please contact your local William Data Sys-
tems office.
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Installing the ZEN Unix Server
This section makes the assumption that you are in the process of installing ZEN with the 
ZEN LINUX MONITOR and possibly other components at the same time. In this case, 
most of the installation work will already have been done so you will find in this section 
just the installation panel that relates to the ZEN LINUX MONITOR.

You will already have been through the Component Confirmation step (page 23) and will 
already have completed the ZEN Configuration Settings panel (page 24).

Later in this section, there is a discussion of the post-installation steps that you will need to 
complete so that the ZEN Unix Server and the LINUX MONITOR Clients all run success-
fully in your Site.

Specify ZEN Unix Server Configuration Settings
The next panel displayed is where you specify the name of the ZEN Unix Server started 
task and runtime parameters:

Panel 7. z/OS Installer - ZEN Unix Server Configuration Settings

The first line confirms the name of the sysplex and LPAR on which this ZEN LINUX 
MONITOR is being installed. Following this are input fields to provide the started task 
name, the IP address and port number on which the ZEN Unix Server will listen for 
incoming connections requests from the ZLM clients, and the maximum number of clients 
that can be managed simultaneously. The full description of the Unix Server’s parameters 
can be found in the section “ZEN Unix Server Configuration” on page 16 of the ZEN 
LINUX MONITOR Configuration and Reference manual.

Once you have completed the fields on this pane, press Enter to cause the Installer to build 
the JCL required to install the ZEN LINUX MONITOR (and any other ZEN components) 
and proceed to the next step “Step 8 - Review Installation JCL and Submit” on page 26
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Completing the ZEN LINUX MONITOR Installation

Starting the ZEN LINUX MONITOR’s Unix Server
At this point, the component is fully installed and, provided you have allowed all the gen-
erated job control to run, the steps to create the HFS path for the Linux Client, build the 
ZEN Unix Server procedure and build the required RACF definitions should be complete. 
The section “ZEN Unix Server Post-Install Actions” on page 109 covers the tasks per-
formed by the automatically generated job control; see this section if you want to do these 
steps manually, or make alterations to the generated steps prior to running them.

You can now start the Unix Server using the standard console command:

S ZENZUS

The ZEN LINUX MONITOR’s Unix Server will start-up, process the parameters from its 
parameter file, and listen for incoming connections requests for any ZLM Clients that you 
install and activate. It is recommended that you start the ZEN Unix Server automatically in 
your post-IPL start-up procedures after the main system tasks such as VTAM, TCP/IP and 
Netview are already active.

Stopping the ZEN Unix Server
The ZEN Unix Server’s started task may be terminated at any time using the following 
command from an MCS console:

P ZENZUS
No confirmation of the command is required, the address space closes down immediately. 
Any ZLM clients that are active will remain so and will reconnect once the ZEN Unix 
Server is restarted.

Accessing the ZEN LINUX MONITOR Panels
Once you have activated the component you can display its panels by connecting to ZEN’s 
HTTP port from your browser; continue from the section “Connecting to ZEN” on 
page 30.



ZEN Unix Server Post-Install Actions

Installing the ZEN LINUX MONITOR    109

ZEN Unix Server Post-Install Actions
This section describes the step that is required once the base z/OS Unix Server component 
install has completed. This step can be performed by the job control that is automatically 
generated by the install process, or it can be performed manually.

Note that if you have run the job control generated by the automated install procedure, you 
will have already created the ZEN Unix Server’s started task procedure. If you did not per-
form this step you will need to complete the task manually.

Create the Started Task Procedure
The ZEN Unix Server’s start-up member is created in the ZEN TAPEIMGE dataset during 
the install process. It contains the statements necessary to initiate the component and con-
nect it to the ZEN started task. Make any alterations you require and then copy it to your 
chosen procedure library. An example of the relevant step from the generated job control 
deck is shown below:

//*****************************************************
//* Copy PROCLIB Members                              *
//*****************************************************
//PROCLIB  EXEC PGM=IEBCOPY
//SYSPRINT DD   SYSOUT=*
//SYSUT3   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//SYSUT4   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//IN       DD   DISP=SHR,DSN=your_hlq.TAPEIMGE
//OUT      DD   DISP=SHR,DSN=your_proclib
//SYSIN    DD   *
 COPY INDD=((IN,R)),OUTDD=OUT
 SELECT MEMBER=((ZENZUS,,R))
/*

The ZEN Unix Server procedure itself looks like this:

//ZENZUS   PROC
//*********************************************************
//*                                                       *
//* ZEN LINUX SERVER Procedure                            *
//*                                                       *
//*********************************************************
//ZUS      EXEC PGM=ZUS,REGION=0M,TIME=1440
//STEPLIB  DD   DISP=SHR,DSN=your_hlq.LOADLIB
//ZUSPARM  DD   DISP=SHR,DSN=your_hlq.PARMLIB(ZUSPARM)
//ZENPARM  DD   DISP=SHR,DSN=your_hlq.PARMLIB(ZENPARM)
//SYSPRINT DD   SYSOUT=*
//SYSABEND DD   SYSOUT=*
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Migrating the Runtime Environment to other 
Systems
You do not have to perform a full install of the ZEN Unix Server on every system in your 
network; it is possible to do one installation and then migrate the runtime environment to 
any other target systems.

In this situation, the system on which you do the initial component installation will also be 
the system on which any component maintenance is applied and from which the runtime 
environment is copied.

Since the ZEN Unix Server is a component of ZEN, you should see the section “Migrating 
the Runtime Environment to other Systems” on page 44. If you migrate your ZEN runtime 
environment and it includes the ZEN Unix Server, much of the migration will already have 
been done. In this case, only the steps in the section “ZEN Unix Server Post-Install 
Actions” on page 109 will require completion.

If you install the ZEN LINUX MONITOR having already migrated your ZEN runtime 
environment, use the ‘Update’ option of the Automated Migration facility to migrate the 
ZEN LINUX MONITOR and then complete the steps in the section “ZEN Unix Server 
Post-Install Actions” on page 109.

SMP/E Maintaining the ZEN LINUX 
MONITOR
Since the ZEN LINUX MONITOR is a component of ZEN, PTFs that may be supplied for 
it from time to time should be TSO RECEIVEd into your ZEN install PTFLIB and the 
SETUP procedure in the install TAPEIMGE library used to apply the service. This process 
is described in the chapter “SMP/E Maintenance” on page 107.
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Installing and Activating the ZLM Client(s)

Overview
Once you have successfully completed the installation of the z/OS side of the ZEN 
LINUX MONITOR, all that remains is to install the ZLM client on all the linux systems 
that you want to monitor from your ZEN Desktop.

During the z/OS installation process a ‘/products’ HFS directory is built in your ZEN HFS 
root path. Among other files, the /products directory contains all of the installation 
‘tarballs’ currently available for ZLM. Currently you will find just one file, 
‘zlm-zos.tar.gz’ which is suitable for installation on either RedHat or SUSE linux variants.

Please contact your local William Data Systems office should you require support for 
other unix variants.

Installing a ZLM Client
To install a client, follow the steps outlined below.

1. Ensure Availability of Suitable Target Directories
The ZLM client requires the following directories on your target system:

• An execution directory path (for example, /usr/sbin) in which to store the zlm executa-
ble

• A script directory path to hold the ZLM control script, zlmd; for example: ‘/wds/zlm’
• A working directory in which to store the log and statistics files; for example: 

‘/wds/zlm/logs’

The names you choose depend on your Installation’s standards and naming conventions. 
These names need to be inserted at the appropriate places in the provided zlmd control 
script as described in step 4 below.

2. FTP the ZLM Client to your Target System
Select the appropriate tarball for your unix system from the ZEN HFS /products subdirec-
tory and binary FTP it to the target system.

3. Un-tar the ZLM Client
To do this you should consult the documentation for your linux system. Issue the tar com-
mand from the same directory into which you FTP’d the tarball in step 2 above. The com-
mand will be something like:

tar -zxvf zlm-zosv.mm.tar.gz

where v.mm is the current client version, for example zlm-zos1.10.tar.gz.
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After the command has completed, the ZLM client executable (zlm) and the zlm control 
script (zlmd) will be in the same directory as the original tarball. Ensure that both of these 
files have execution rights; you may need to issue a chmod command, for example:

chmod 755 zlm 
chmod 755 zlmd

If required, copy these two files to the appropriate directories as described in step 1.

4. Make Suitable Changes to the ZLMD Control Script
The zlmd script has some variables defined which you will need to change to reflect your 
choice of execution and working directories. Here are the lines that need to be updated:

ZLM=your_execution_directory/zlm 
WD=your_working_directory 
ZUSPORT=ZUS_listening_port 
ZUSIP=ZUS_IP_address

Start the ZLM Client
Once the ZLM client has been successfully installed you can then start it. From a linux 
console change to the ZLM executable directory and issue the zlm start command, for 
example:

cd wds/zlm 
./zlmd start

This should start the ZLM client and enable you to monitor the linux system from your 
ZEN Desktop using the options available from the Linux drop-down menu. If you have 
any problems, consult the section “Troubleshooting” on page 114 prior to contacting your 
local William Data Systems office.

Stopping a ZLM Client
To stop a ZLM client, from a linux console, change to the ZLM executable directory and 
issue the zlm stop command, for example:

cd wds/zlm 
./zlmd stop

The client will terminate immediately and will appear as an inactive system (displayed in 
red) in the ZLM Systems panel.

Tracing a ZLM Client
Several traces are available in the ZLM Client (see the description of the ‘-t’ parameter on 
page 19 of the Configuration and Reference manual). Two trace options are provided as 
part of the zlmd control script which can be invoked like this:
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cd wds/zlm 
./zlmd traceall

This starts the ZLM client with all trace options active - function, command, socket and 
I/O.

Alternatively:

cd wds/zlm 
./zlmd tracefio

This starts the ZLM client with trace options function and I/O.
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Troubleshooting

Start-up Problems
Problems may sometimes occur when attempting to start the ZEN Unix Server and these 
are almost invariably due to RACF (or your alternative security system) authority prob-
lems, or other installation set-up issues. In particular ensure the following:

• That the ZEN load library has been APF authorized.
• If you have problems connecting to ZEN, check the SYSPRINT dataset of the active 

ZEN for message ZEN0003I which confirms the HTTP server IP address and port. 
Specifically, if your ZEN configuration profile only defines a port number, ZEN 
acquires the IP address from your system and this may not always be an appropriate 
address. If this is the case, change your ZEN HTTPServer parameter to define a spe-
cific and correct address and restart ZEN.

• If you have difficulties starting the ZLM Client(s), first ensure that the ZEN Unix 
Server is active and listening for incoming connection requests. Also ensure that the 
ZLM Client(s) have been successfully installed and started, and particularly that the 
values set in the zlmd control script for the ZEN Unix Server’s IP address and port are 
correct. Check for error messages in the log (which will be in SyslogD).

If you are unable to resolve start-up issues, have the z/OS SYSPRINT output and linux log 
files available when contacting William Data Systems Technical Support.
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CHAPTER 9 Installing ZEN 
REPORTING

This chapter provides information on the ZEN REPORTING-specific panel 
that is displayed during component installation and the post-installation 
action that needs to be completed once the software has been successfully 
loaded to generate a working ZEN REPORTING system.

It is assumed that ZEN has previously been installed, or is being installed 
during the same installation run. As a component of ZEN, ZEN 
REPORTING is installed in the same SMP/E environment.
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System Prerequisites

z/OS Prerequisites

ZEN REPORTING will run on any IBM supported version of z/OS at or higher than 1.7.

Pre-Installation Considerations

HFS Requirements
ZEN REPORTING builds HFS directories to hold sample report definitions and JCL, and 
control information. It also builds directories into which your own customized report defi-
nitions and JCL are stored, and a further directory into which created reports are written. It 
bases these on the HFS paths defined by your HFSRoot, UserRoot and ReportsRoot ZEN 
parameters.

Although the samples provided by WDS that are installed into the HFSRoot directories 
only occupy a small amount of space, it is probable that over time your own report defini-
tions and JCL will expand in the UserRoot HFS subdirectories, and in particular if you cre-
ate many or large reports you may run out of space in the /reporting/reports subdirectory of 
the HFS path defined by the ReportsRoot ZEN parameter.

As a general rule of thumb, a reasonably standard report page of 66 lines occupies about 
66K, so a 100 page report will be about 6.6Mb.

In the HFSRoot and UserRoot /reporting subdirectories where report and JCL definitions 
and controls are held, the average file size is between 1K and 3K. The UserRoot 
/reporting/controls could be a little larger as these files hold indexes to the reports, each of 
which will be about 4K.

Upgrading to Version 2.3
If you are upgrading from an earlier version of ZEN REPORTING to version 2.3 there is 
no need to uninstall the previous version. The new version will install successfully and 
supersede your current version but leave all of your existing report and JCL definitions in 
place and they will all still work under version 2.3.
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The ZEN REPORTING Installation Panel
This chapter makes the assumption that you are in the process of installing ZEN with ZEN 
REPORTING and possibly other components at the same time. In this case, most of the 
installation work will already have been done so you will find here just the installation 
panel and instructions that relate to ZEN REPORTING.

You will already have been through the Component Confirmation step (page 23) and will 
already have completed the ZEN Configuration Settings panel (page 24).

Later in this section, there is a section containing the post-installation action that you will 
need complete so that the ZEN REPORTING runs successfully in your Site.

Specify ZEN REPORTING Configuration Settings
This panel is where you specify the name of the ZEN REPORTING started task; the exam-
ple shown here has already been completed with user-defined values:

Panel 8. ZEN z/OS Installer - ZEN REPORTING Configuration Settings

Here, you just need to key the name you require for ZEN REPORTING’s started task 
according to your Installation’s naming conventions and standards. Once ZEN 
REPORTING is installed, all report definition and JCL setup is done using on-line panels 
in ZEN.

When you have keyed your own name here, press Enter to cause the Installer to build the 
JCL required to install ZEN REPORTING (and any other ZEN components). What you do 
next depends on whether you  and proceed to the next step “Step 6 - Review Installation 
JCL and Submit” on page 23.

Completing the ZEN REPORTING Installation

Starting ZEN REPORTING
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At this point, the component is fully installed and, provided you have allowed all the gen-
erated job control to run, the step to build the ZEN REPORTING started task procedure 
should be complete. The PROC will be in the procedure library that you defined for all 
your ZEN component installs during the ‘Allocate’ step of the ZEN setup and will have 
the name you provided on the ZRP Configuration panel earlier. The section “ZEN 
REPORTING Post-Install Action” on page 119 covers the one additional task required 
before you can build report definitions and JCL that will run ZEN reports in your Installa-
tion.

You can now start the ZEN REPORTING component using the standard console com-
mand:

S ZENREP

Alter the name above appropriately if you changed it on the Configuration panel during 
the installation process.

ZEN REPORTING will start-up and once you have restarted ZEN you should have three 
new menu items available, ‘Reporting’, ‘Reporting Tools’ under the Tools menu and 
‘Reporting Admin’ under the Admin menu.

It is recommended that you start the ZEN REPORTING procedure automatically in your 
post-IPL start-up procedures after the main system tasks such as VTAM, TCP/IP and 
Netview are already active.

Stopping ZEN REPORTING
The ZEN REPORTING started task may be terminated at any time using the following 
command from an MCS console:

P ZENREP

Alter the name above appropriately if you changed it on the Configuration panel during 
the installation process.

No confirmation of the command is required, the address space closes down immediately. 
It is recommended that the ZEN REPORTING task is always closed down cleanly; failure 
to do this could potentially lead to problems when restarting. Once ZEN REPORTING has 
been terminated, no reports can be submitted and none of the on-line panels will function.

Accessing the ZEN REPORTING Panels
Once you have activated the component you can display all of its panels by connecting to 
ZEN’s HTTP port from your browser; continue from the section “Connecting to ZEN” on 
page 25.
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ZEN REPORTING Post-Install Action
This section describes the action required once the base ZEN REPORTING installation 
has completed. This step can be performed by the job control that is automatically gener-
ated by the install process, or may be performed manually.

Note that if you have run the job control generated by the automated install procedure, you 
will have already completed the task described in this section. Other users will need to fol-
low the instructions below.

Create the Started Task Procedure
ZEN REPORTING’s start-up member is created in the ZEN TAPEIMGE dataset during 
the install process. It contains the statements necessary to initiate ZEN REPORTING and 
connect it to the ZEN started task. Make any alterations you require and then copy it to 
your chosen procedure library. An example of the relevant step from the generated job 
control deck is shown below:

//*****************************************************
//* Copy PROCLIB Members                              *
//*****************************************************
//PROCLIB  EXEC PGM=IEBCOPY
//SYSPRINT DD   SYSOUT=*
//SYSUT3   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//SYSUT4   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//IN       DD   DISP=SHR,DSN=your_hlq.TAPEIMGE
//OUT      DD   DISP=SHR,DSN=your_proclib
//SYSIN    DD   *
 COPY INDD=((IN,R)),OUTDD=OUT
 SELECT MEMBER=((ZENREP,,R))
/*

The ZEN REPORTING procedure itself looks like something like this:

//ZENREP   PROC                                                 
//*********************************************************     
//*                                                       *     
//* ZEN REPORTING Procedure                               *     
//*                                                       *     
//*********************************************************     
//ZENAPPS  EXEC PGM=ZENAPPS,REGION=0M,TIME=1440                 
//STEPLIB  DD   DISP=SHR,DSN=your_hlq.RUNTIME.LOADLIB           
//ZENPARM  DD   DISP=SHR,DSN=your_hlq.RUNTIME.PARMLIB(ZENPARM)  
//SYSPRINT DD   SYSOUT=*                                        
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The ZEN REPORTING HFS Directory 
structure
ZEN REPORTING uses a set of HFS directories to hold a variety of information including 
control information, job control decks, report definitions and reports that have been cre-
ated by ZEN REPORTING that are available for viewing through ZEN.

There are three sets of HFS directories in ZEN REPORTING. The first set is created and 
populated when the component is first installed and none of the contents can be updated 
using the on-line ZEN REPORTING panels. The contents of these directories provide the 
basis from which you can build your own, customized report definitions and JCL decks. 
These are built in the /reporting subdirectory of the HFS path defined by your ZEN HFS-
Root parameter:

The second set of HFS directories is a duplicate of the above, however, these are created in 
the /reporting subdirectory of the HFS path defined by your ZEN UserRoot parameter, and 
this is where your own customized report definitions and JCL decks, based on the 
WDS-supplied data, are stored.

Finally, there is a third subdirectory built that contains all the reports that you have created 
using ZEN REPORTING. This is built in HFS directory /reporting/reports, this time in the 
HFS path defined by your ZEN ReportsRoot parameter.

Table 4. ZEN REPORTING System Directories

HFS Path Description
/reporting/controls Control data for the ZEN REPORTING system.
/reporting/definitions Sample report definitions for all ZEN components that sup-

port the reporting function.
/reporting/jcl Sample JCL decks for running SMF extract jobs and build-

ing reports.
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Migrating the Runtime Environment to other 
Systems
You do not have to perform a full install of ZEN REPORTING on every system in your 
network; it is possible to do one installation and then migrate the runtime environment to 
any other target systems.

In this situation, the system on which you do the initial component installation will also be 
the system on which any component maintenance is applied and from which the runtime 
environment is copied.

Since ZEN REPORTING is a component of ZEN, you should see the section “Migrating 
the Runtime Environment to other Systems” on page 44. If you migrate your ZEN runtime 
environment and it already includes ZEN REPORTING, much of the ZEN REPORTING 
migration will already have been done. In this case only the steps in section “ZEN 
REPORTING Post-Install Action” on page 119 will require completion.

If you install ZEN REPORTING having already migrated your ZEN runtime environment, 
use the ‘Update’ option of the Automated Migration facility to migrate ZEN REPORTING 
and then complete the steps in the section “ZEN REPORTING Post-Install Action” on 
page 119.

SMP/E Maintaining the ZEN REPORTING
Since ZEN REPORTING is a component of ZEN, PTFs that may be supplied for it from 
time to time should be TSO RECEIVEd into your ZEN install PTFLIB and the SETUP 
procedure in the install TAPEIMGE library used to apply the service. This process is 
described in the chapter “SMP/E Maintenance” on page 107.
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CHAPTER 10 Installing the ZEN OSA 
MONITOR

This chapter provides information on the ZEN OSA MONITOR-specific 
panels that are displayed during component installation and the post-instal-
lation steps that need to be completed once the software has been success-
fully loaded to generate a working ZEN OSA MONITOR system.

It is assumed that ZEN has previously been installed, or is being installed 
during the same installation run. As a component of ZEN, the ZEN OSA 
MONITOR is installed in the same SMP/E environment.
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System Prerequisites

z/OS Prerequisites

The ZEN OSA MONITOR will run on any IBM supported version of z/OS at or higher 
than 1.7.

In order to provide fully populated panels, the OSA MONITOR needs to access the MIBs 
for your OSA devices. This requires your SNMP daemon(s) (OSNMPD) to be active and 
responding to requests. It also requires the SNMP agent(s) for your OSA devices 
(IOBSNMP) to be active and getting responses from your SNMP daemon(s). Also, ensure 
that your TCP/IP agent is not disabled (check the SACONFIG parameter in your TCP/IP 
Profile and ensure that it does not specify the ‘DISABLED’ parameter).

Note that if you are running the OSA MONITOR on an LPAR with multiple IP stacks, you 
must ensure that the correct affinity is set in your OSNMPD daemons and IOBSNMP 
agents. To do this use the BPXTCAFF program like this:

//SETAFF   EXEC PGM=BPXTCAFF,PARM=stackname

where ‘stackname’ is the name of your second and subsequent IP stacks. Your IOBSNMP 
agents should also use the ‘-s stackname’ parameter to specify the name of the stack like 
this:

//IOBSNMP  PROC P='-s stackname ...'

Failure to do this will result in the OSA MONITOR being unable to access MIB data suc-
cessfully; error messages in SYSPRINT relating to no OSA MIB data being returned, or 
timeouts accessing the MIB data are likely to be found. For additional information see 
IBM APAR PM43831.

Note also that for BPXTCAFF to work successfully, the parameters in your Resolver 
PARMLIB member must reference the last defined IP stack in your BPXPRMxx file that 
has an associated TCP data file.

It is possible to run the OSA MONITOR in just one LPAR and it will see the entire sysplex 
in which it is running provided you have configured it correctly. However, you do need to 
run both the SNMP daemon and OSA agent in all target OSA-owning systems for the pan-
els to be fully populated. Although all MIB-based information will be available for all 
interfaces, the OSA MONITOR presents congestion state and queue depth information for 
the local system only since these are acquired from VTAM (see the ‘Local VTAM View’ 
available from the OSA menu).

If you run multiple sysplexes, it is recommended that you run a ‘focal point’ OSA 
MONITOR (that is, one that can see all of the OSA devices across all LPARs in a sysplex) 
on each sysplex. This will enable you to avoid duplication of CHPIDs, ports and so on.



Pre-Installation Considerations

Installing the ZEN OSA MONITOR    125

Pre-Installation Considerations

History File Requirements
The ZEN OSA MONITOR writes its history data to a self-maintaining linear VSAM data-
set (a DIV). The OSA MONITOR automatically wraps the dataset once it has reached the 
last block on the file, but is always aware of the ‘current’ point in the file.

The on-line installation process creates the JCL necessary to create this VSAM dataset and 
you can review and alter this if required before submitting it to z/OS. By default, the data-
set is allocated 40Mb which is large enough to hold 10,000 history blocks, with no second-
ary allocation (none is required).

You can increase or decrease the allocation according to your expected requirements. Each 
history file block is 4K so 1Mb will hold 250 history blocks.
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The ZEN OSA MONITOR Installation Panel
This section makes the assumption that you are in the process of installing ZEN with the 
ZEN OSA MONITOR and possibly other components at the same time. In this case, most 
of the installation work will already have been done so you will find in this section just 
those installation panels that relate to the ZEN OSA MONITOR.

You will already have been through the Component Confirmation step (page 23) and will 
already have completed the ZEN Configuration Settings panel (page 24).

Later in this section, there is a discussion of the post-installation steps that you will need to 
ensure are accomplished so that the ZEN OSA MONITOR runs successfully in your 
Installation.

Specify ZEN OSA MONITOR Configuration Settings
The next panel displayed is where you specify the required information for the ZEN OSA 
MONITOR; here is a completed sample panel:

Panel 9. z/OS Installer - ZEN OSA MONITOR Configuration Settings

The first line confirms the name of the sysplex and LPAR on which the ZEN OSA 
MONITOR is being installed. Following this are input fields to provide the started task 
name, the VTAM Major Node name and the SPO APPL name. 

There may be a small amount of additional configuration required once you have run the 
install jobs; all the information you require to do this can be found in the chapter “Config-
uring the OSA MONITOR” on page 19 of the ZEN OSA MONITOR Configuration and 
Reference manual. The default OSA MONITOR configuration can be found in member 
ZOMPARM in your_hlq.PARMLIB after the installation process is complete; this is read 
at start-up time on DD name ZOMPARM, see “Create the Started Task Procedure” on 
page 129.

Once you have keyed your own names on the panel, press Enter to cause the Installer to 
build the JCL required to install the ZEN OSA MONITOR (and any other ZEN compo-
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nents) and proceed to the next step “Step 6 - Review Installation JCL and Submit” on 
page 23

Completing the ZEN OSA MONITOR Installation

Starting the ZEN OSA MONITOR
At this point, the component is fully installed and, provided you have allowed all the gen-
erated job control to run, the steps to create the OSA MONITOR’s history file and build 
the OSA MONITOR procedure should be complete. The section “OSA MONITOR 
Post-Install Actions” on page 129 covers the tasks performed by the automatically gener-
ated job control; see this section if you want to do these steps manually, or make altera-
tions to the generated steps prior to running them.

You can now start the component using the standard console command:

S ZENOSA
The ZEN OSA MONITOR will start-up, process the parameters from its parameter file, 
and automatically discover and start to monitor all the OSAs that it finds in your system.

It is recommended that you start the ZEN OSA MONITOR automatically in your post-IPL 
start-up procedures after the main system tasks such as VTAM, TCP/IP and Netview are 
already active.

Some of the data displayed in the OSA MONITOR’s panels are acquired by issuing 
VTAM commands via its EMCS console so you must verify after you have activated this 
ZEN component that this has been activated successfully. Message ZOM0075I will be 
issued if it is not and will provide you with return and reason codes that can be looked up 
in the IBM publication MVS Programming Authorized Assembler Services Reference 
volume 3.

Stopping the ZEN OSA MONITOR
The ZEN OSA MONITOR started task may be terminated at any time using the following 
command from an MCS console:

P ZENOSA

No confirmation of the command is required, the address space closes down immediately, 
however, some tidying of the history files will take place so it may be a few seconds before 
the OSA MONITOR completes its shut-down processing. It is recommended that the OSA 
MONITOR task is always closed down cleanly; failure to do this could potentially lead to 
problems when restarting.

Accessing the ZEN OSA MONITOR Panels
Once you have activated the component you can display all of its panels by connecting to 
ZEN’s HTTP port from your browser; continue from the section “Connecting to ZEN” on 
page 30.
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OSA MONITOR Post-Install Actions
This section describes the steps that are required once the base component install has com-
pleted. All these steps can be performed by the job control that is automatically gener-
ated by the install process, or they can be performed manually.

Note that if you have run the job control generated by the automated install procedure, you 
will have already completed all the tasks described in this section. Other users may need to 
complete one or more of the tasks listed below.

The first task to be completed after the initial installation is to create the OSA MONITOR 
Started Task Procedures.

Create the Started Task Procedure
The OSA MONITOR start-up member is created in the ZEN TAPEIMGE dataset during 
the install process. It contains the statements necessary to initiate OSA MONITOR and 
connect it to the ZEN started task. Make any alterations you require and then copy it to 
your chosen procedure library. An example of the relevant step from the generated job 
control deck is shown below:

//*****************************************************
//* Copy PROCLIB Members                              *
//*****************************************************
//PROCLIB  EXEC PGM=IEBCOPY
//SYSPRINT DD   SYSOUT=*
//SYSUT3   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//SYSUT4   DD   UNIT=SYSDA,SPACE=(CYL,(2,2))
//IN       DD   DISP=SHR,DSN=your_hlq.TAPEIMGE
//OUT      DD   DISP=SHR,DSN=your_proclib
//SYSIN    DD   *
 COPY INDD=((IN,R)),OUTDD=OUT
 SELECT MEMBER=((ZENOSA,,R))
/*

The ZEN OSA MONITOR procedure itself looks like this:

//ZENOSA   PROC START=WARM
//*********************************************************
//*                                                       *
//* ZEN OSA MONITOR started task                          *
//*                                                       *
//*********************************************************
//ZENOSA   EXEC PGM=ZENOSA,REGION=0M,TIME=1440,PARM='START=&START'
//STEPLIB  DD   DISP=SHR,DSN=your_hlq.LOADLIB
//ZENPARM  DD   DISP=SHR,DSN=your_hlq.PARMLIB(ZENPARM)
//ZOMPARM  DD   DISP=SHR,DSN=your_hlq.PARMLIB(ZOMPARM)
//ZOMHIST  DD   DISP=SHR,DSN=your_hlq.ZOM.HISTORY
//SYSPRINT DD   SYSOUT=*
//SYSABEND DD   SYSOUT=*
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Changing the OSA MONITOR ACB
The default name used in the installation procedure for the VTAM ACB is ZOMCMD. If 
your standards require a different name, you can use any valid alternative. The OSA 
MONITOR uses the ACB to process internally issued VTAM commands.

To use an alternative name, change the contents of the APPLZOM member (or your cho-
sen member name) to define your required name and also change the OSA MONITOR 
profile VTAMACB statement to reflect the new name. Here is a default APPLZOM 
VTAMLST member:

APPLZOM  VBUILD TYPE=APPL 
ZOMCMD  APPL AUTH=(ACQ,SPO)

To use ACB name ‘MYACB’, you would change the APPLZOM APPL statement to be:

MYACB  APPL AUTH=(ACQ,SPO)

You would also alter the OSA MONITOR’s VTAMACB profile statement to read:

VTAMACB MYACB

The default member is in your hlq.TAPEIMGE dataset as ZOMIPARM. This is used dur-
ing the installation process to build the actual major node definition. This is then copied to 
the target VTAMLST dataset using the generated JCL of which this is an example:

//*****************************************************
//* Copy member                                       *
//*****************************************************
//PROFILE  EXEC PGM=IEBCOPY
//SYSPRINT DD   SYSOUT=*
//SYSUT3   DD   UNIT=SYSALLDA,SPACE=(CYL,(2,2)
//SYSUT4   DD   UNIT=SYSALLDA,SPACE=(CYL,(2,2))
//IN       DD   DISP=SHR,DSN=your_hlq.TAPEIMGE
//OUT      DD   DISP=SHR,DSN=your_VTAMLST
//SYSIN    DD   *
  COPY INDD=((IN,R)),OUTDD=OUT
  SELECT MEMBER=((ZOMCMD,,R))
//*
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Migrating the Runtime Environment to other 
Systems
You do not have to perform a full install of the ZEN OSA MONITOR on every system in 
your network; it is possible to do one installation and then migrate the runtime environ-
ment to any other target systems.

In this situation, the system on which you do the initial component installation will also be 
the system on which any component maintenance is applied and from which the runtime 
environment is copied.

Since the ZEN OSA MONITOR is a component of ZEN, you should see the section 
“Migrating the Runtime Environment to other Systems” on page 44. If you migrate your 
ZEN runtime environment and it includes the OSA MONITOR, much of the migration 
will already have been done. In this case, only the steps in “OSA MONITOR Post-Install 
Actions” on page 129 will require completion.

If you install the ZEN OSA MONITOR having already migrated your ZEN runtime envi-
ronment, use the ‘Update’ option of the Automated Migration facility to migrate the ZEN 
OSA MONITOR and then complete the steps in the section “OSA MONITOR Post-Install 
Actions” on page 129.

SMP/E Maintaining the ZEN OSA MONITOR
Since the ZEN OSA MONITOR is a component of ZEN, PTFs that may be supplied for it 
from time to time should be TSO RECEIVEd into your ZEN install PTFLIB and the 
SETUP procedure in the install TAPEIMGE library used to apply the service. This process 
is described in the chapter “SMP/E Maintenance” on page 107.
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Troubleshooting

Start-up Problems
Problems do sometimes occur when attempting to start the ZEN OSA MONITOR and 
these are almost invariably due to RACF (or your alternative security system) authority 
problems, or other installation set-up issues. In particular ensure the following:

• That the ZEN load library has been APF authorized.
• If you have problems connecting to the ZEN interface, check the SYSPRINT dataset of 

the active ZEN for message ZEN0003I which confirms the HTTP server IP address and 
port. Specifically, if your ZEN configuration profile only defines a port number, ZEN 
acquires the IP address from your system and this may not always be an appropriate 
address. If this is the case, change your ZEN HTTPServer parameter to define a spe-
cific and correct address and restart ZEN.

• The OSA Monitor needs to access information from several sources and error messages 
will be written to SYSPRINT if one or more of the sources does not respond to the 
OSA MONITOR’s requests. If you find that OSA MONITOR panels are not fully com-
pleted, the first place to check is the SYSPRINT dataset and follow the guidance given 
in the explanation for any error messages you might find there. These are available 
both on-line and in the ZEN OSA MONITOR Configuration and Reference manual. 
 
In particular, ensure that your SNMP daemons (SNMPD) are active and responding to 
requests; also that the SNMP agents for your OSA devices (IOBSNMP) are active and 
getting responses from your SNMP daemons. Some of the data displayed in the OSA 
MONITOR’s panels are acquired by issuing VTAM commands via its EMCS console 
so you must verify that this has been activated successfully; message ZOM0075I will 
be issued if it is not and will provide you with return and reason codes that can be 
looked up in the IBM publication MVS Programming Authorized Assembler Services 
Reference volume 3.

If you are unable to resolve start-up issues, have the SYSPRINT output available when 
contacting William Data Systems Technical Support.

A Warning Regarding Concurrent Microcode Updates
With the introduction of concurrent microcode updates (MCA changes), it is important 
that the OSA MONITOR, SNMP daemon and IOBSNMP agents are all recycled if you 
perform such an OSA update without performing an OSA restart. 

Also, IBM recommend that you stop affected OSAs using the V TCPIP,,STOP command 
and wait two minutes before restarting them using V TCPIP,,START command. See 
http://www-01.ibm.com/support/docview.wss?uid=swg21588246. If you do not do this, 
the correct microcode level will not show in the OSA MONITOR panels.
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CHAPTER 11 Installing ZEN TRACE & 
SOLVE

This chapter describes how ZEN TRACE & SOLVE - EXIGENCE is 
installed. It covers the prerequisites and getting the software on to your host.

It is assumed that ZEN has previously been installed, or is being installed 
during the same installation run. As a component of ZEN, ZEN TRACE & 
SOLVE - EXIGENCE is installed in the same SMP/E environment.

This ZEN component is also known as ‘ZTS’ for short and is also sometimes 
referred to as ZEN EXIGENCE.
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System Prerequisites
ZEN EXIGENCE requires the following software and hardware:

• Any IBM supported version of z/OS, CS, VTAM and VSAM.
• The 3270 VTAM interface is designed to operate on any model terminal including large 

screen emulated sessions. On wide screen geometries where the data does not occupy 
the whole panel width it will be centered on the display.

• The WDS Data Capture Routine must be at or above version 1.3 PTF level DCA1310. 
If your current level is lower than this, you can download the latest PTF from the Cus-
tomer Portal.

• If you are installing ZTS into an existing ZEN environment, ZEN should be at or above 
PTF level ZEN2219. If your current level is lower than this, you can download the lat-
est PTF from the Customer Portal.

PC Prerequisites
By preference you require a networked PC capable of using FTP to transfer files to the tar-
get system where EXIGENCE is to be installed.

If you cannot use FTP, the install can be done manually using IND$FILE. In this latter 
case you should invoke zsetup.exe after unzipping the product to your PC and click the 
Help button. In the Help file you will find a section called ‘Manually Installing a WDS 
Product’ which contains a full description of the process.

Prerequisites for the Java Client
In version 5 of ZEN EXIGENCE, the Java client for Windows is still available and sup-
ported even though it is anticipated that many customers will choose to use the more ergo-
nomic and elegant ZEN Desktop instead.

Java is required to run this client and should be installed prior to execution. The minimum 
version of Java required is 1.4. Java is available as a free download from the Sun website 
(http://java.sun.com/j2se/index.jsp).

The Java Client will run on any supported version of Windows.

Upgrading from Previous Versions
Since version 5 is the first version of EXIGENCE to be incorporated into ZEN, you must 
perform a standard ZEN install.
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This will install all the components of ZTS into your ZEN load library and build a new 
Reference Data file, Configuration file and Trace Dataset using the high-level qualifier 
you specified for your ZEN environment. After install, you would need to do any site-spe-
cific configuration such as defining defaults for Print and Export, and adding users. This is 
a one-off task and should not prove onerous or too time-consuming.

If you need any traces from your existing EXIGENCE system, these can simply be 
exported and imported into your freshly installed ZEN EXIGENCE.

Following this procedure will enable the new version to be run alongside the currently 
installed version for comparison and familiarization.

The ZEN EXIGENCE Installation Panels
This section assumes that you are in the process of installing ZEN with ZEN TRACE & 
SOLVE - EXIGENCE and possibly other components at the same time. In this case, most 
of the installation work will already have been done so you will find in this section just 
those installation panels that relate to ZEN TRACE & SOLVE - EXIGENCE.

You will already have been through the Component Confirmation step (page 23) and will 
already have completed the ZEN Configuration Settings panel (page 24).

Later in this section, there is a discussion of the post-installation steps that you will need to 
complete so that ZEN TRACE & SOLVE - EXIGENCE runs successfully in your Site.

Specify ZEN EXIGENCE Configuration Settings
The panel shown below is where you complete your configuration choices:

Panel 10. ZEN EXIGENCE Configuration Panel (Default)
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Use this panel to configure the names of the started task (ZTSPROC by default) and JES 
output class. Next, specify the names you require for the VTAM major node, netname, 
ACB and ACB for the ZTS SPO.

Below this are the fields required to define the IP port number used for communications 
with both the Java client and with ZEN, and the Trace Dataset size. Make any changes 
required to these to confirm with your Site standards. Since the Trace Dataset is where 
your captured traces are stored, you do need to make sure that you allocate adequate space 
for this. 

Here is an example of the panel after site-specific changes have been made:

Panel 11. ZEN EXIGENCE Configuration Panel (Updated)

Once you have completed the configuration panel, press Enter to cause the Installer to 
build the JCL required to install the ZEN TRACE & SOLVE - EXIGENCE (and any other 
ZEN components) and proceed to the next step “Step 6 - Review Installation JCL and Sub-
mit” on page 23.

Completing ZEN EXIGENCE Installation
At this point ZTS is fully installed, and provided you have allowed all the generated job 
control to run, the steps to build the VTAM ACBs and the ZTS procedure should be com-
plete, the VTAM major node should be active and the load library authorized. Provided the 
installation completed without problems you can now start the product as described below.

If you did not run some of the generated job control steps, see the section “ZEN EXI-
GENCE Post-Install Actions” on page 137. This section describes the additional steps 
involved after the initial installation is complete.

Starting ZEN EXIGENCE
Enter the following console command:

S ZTSPROC{,CLS=output_class}{,ACB=ACBname}{,SACB=SPO_ACBname}

Adjust the procedure name if you altered it during the product installation.
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You can override the logon ACB name if required using the optional ACB= parameter, and 
similarly the SPO ACB name using the optional SACB= parameter.

Message ‘EXI001 EXIGENCE vn.nnx Initialization in progress’ is written to the console 
as the product starts its initialization process. A number of other informative messages are 
issued and when you see message ‘EXI007 EXIGENCE vn.nnx Initialization complete’ 
the component is ready to be used. See the chapter “Getting Started” on page 5 of the Ref-
erence manual for guidance on what to do next.

Stopping ZEN EXIGENCE
The started task can be terminated normally at any time by issuing one of the following 
commands from an MCS console:

P ZTSPROC
F ZTSPROC,CLOSedown

Any active traces will be terminated without saving prior to closing down.

If necessary, the started task may be canceled using a standard MCS cancel command:

C ZTSPROC
and the ‘DUMP’ parameter may be appended to the command if a dump is required.

Do not attempt to terminate the started task using the JES Stop or Cancel commands 
since these commands have no effect on ZEN EXIGENCE.

ZEN EXIGENCE Post-Install Actions
This section describes the steps that are required once the initial component installation 
has been completed. All these steps can be performed by the job control that is automati-
cally generated by the install process, or they can be performed manually.

Note that if you have run the job control generated by the automated install procedure, you 
will have already completed all the tasks described in this section and can proceed directly 
to the chapter “Getting Started” on page 5 of the Reference manual. Other users may need 
to complete one or more of the tasks listed below. 

After this you can turn to the Quick Start manual which will guide you through defining, 
capturing and doing some basic analysis on your first IP and VTAM traces.

The EXIGENCE Started Task
Member ZTSPROC (or the alternative name you provided during the installation process) 
in your_hlq.TAPEIMGE dataset contains a procedure to initiate the started task. This 
member is normally copied to your chosen procedure library during the automatic install. 
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If you did not perform this step, make any alterations required to this member and copy it 
to your chosen procedure library. Member ZTSPROC contains these statements:

//ZTSPROC  PROC CLS=X,ACB=,SACB=,SPECIAL=                     
//ZTSPROC  EXEC PGM=EXIGENCE,TIME=1440,REGION=6M,             
//           PARM='ACB=&ACB,SACB=&SACB,SPECIAL=&SPECIAL'      
//STEPLIB   DD DISP=SHR,DSN=your_hlq.RUNTIME.LOADLIB          
//ZENPARM   DD DISP=SHR,DSN=your_hlq.RUNTIME.PARMLIB(ZENPARM) 
//CNFFILE   DD DISP=SHR,DSN=your_hlq.RUNTIME.ZTS.CONFIG.VSAM   
//REFFILE   DD DISP=SHR,DSN=your_hlq.RUNTIME.ZTS.REFDT.VSAM    
//TDFFILE   DD DISP=SHR,DSN=your_hlq.RUNTIME.ZTS.TRACE.VSAM    
//TRAUDIT   DD SYSOUT=&CLS                                    
//TRDIAGS   DD SYSOUT=&CLS                                    
//SYSUDUMP  DD SYSOUT=&CLS                                    
//SYSPRINT  DD SYSOUT=&CLS                                    
//         PEND                                               

Note that EXIGENCE requires a minimum 6Mb region. This value will increase depend-
ent upon the number of active traces.

Job Control Parameter Options
For the started task, parameters are available to define the names of the ACBs:

TABLE 5. ZEN EXIGENCE Procedure Parameter Options

Parameter Purpose

ACB=ACB-name Defines the name of the VTAM ACB. The default name 
is ‘EXIGENCE’ but this can be overridden if required 
using this parameter.
If you specified a different ACB name during the auto-
mated installation process, then this will be already be 
reflected in the configuration file that was built during 
the installation process.

SACB=SPO-ACB-name Defines the name of the VTAM SPO ACB. The default 
name is EXISPO but this can be overridden if required 
using this parameter.
If you specified a different SPO ACB name during the 
automated installation process, then this will be already 
be reflected in the configuration file that was built dur-
ing the installation process.
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Define ZEN EXIGENCE to VTAM
Member WDSZTSA in your_hlq.TAPEIMGE dataset (or the alternative name you pro-
vided during the installation process) contains examples of the statements required to 
define ZEN EXIGENCE to VTAM. This member is normally copied to your chosen 
VTAMLST library during the automatic install. If you did not perform this step, check this 
member, make any alterations you require and copy the member to one of the libraries in 
the VTAMLST concatenation and include the renamed member in your current VTAM 
start list ATCCONnn.

The member contains these statements:

WDSZTSA VBUILD TYPE=APPL
WDSZTS APPL  ACBNAME=WDSZTS 
WDSSPO APPL  ACBNAME=WDSSPO,AUTH=(SPO)

The ACB names specified here can be overridden using EXEC PARM parameters, or by 
using overrides on the Start command for ZEN EXIGENCE.

SPECIAL=nn Sets special processing options according to the value of 
nn:
SPECIAL=07
Normally, the Detail and Expanded displays show the 
flow direction arrow from left to right, the IP addresses 
being swapped appropriately. For IP traces only this 
parameter causes the Flow, Detail and Expanded panels 
to display traffic based on packet direction: left to right 
arrows for inbound and right to left arrows for out-
bound. 

APPL=applname This field is only relevant if you use PassTickets to ena-
ble your users to access applications and specifies the 
ZTS application name. 
The default when ZTS is first installed is ‘MVSlpar’ 
where ‘lpar’ is replaced by the system identifier of the 
LPAR. You may alternatively use the Configuration 
panel in ZTS to change the application name.

NMI=N/Y Optionally defines whether to use the Data Capture 
code (DCA) or the IBM NMI to capture packets. 
With the default NMI=N, ZTS  uses DCA to capture 
packets. If you specify Y, ZTS uses the IBM NMI to 
capture the packets.
If you use the IBM MNI, there are extra RACF 
resources to be defined, as described in the “Define 
RACF Resources” section of the Installing and Main-
taining ZEN and ZEN Components manual.

TABLE 5. ZEN EXIGENCE Procedure Parameter Options

Parameter Purpose
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Activate the ZEN EXIGENCE Major Node
Activate the VTAM application major node using the command:

V NET,ACT,ID=member_name

where member_name is the member that was moved to SYS1.VTAMLST (or similar).

Final Notes on ZTS Installation
Provided all the procedures in this chapter have been completed, you can now start 
EXIGENCE as described in “Starting ZEN EXIGENCE” on page 136. You must ensure 
that the IP stack is fully active prior to activating ZEN EXIGENCE.

Now turn to the chapter “Getting Started” on page 5 which will take you through the steps 
required to log on to the VTAM application and perform the final product administration 
steps such as specifying the security system you want to use and adding users.

Note. If the command to vary packet tracing on has not previously been issued on your 
system, you will see a ‘V TCPIP,TCPIP,PKT,ON,LINKNAME=*,PROT=253’ command 
in the EXIGENCE log and on the operator console the first time an IP trace is started. It is 
necessary for ZEN EXIGENCE to have the authority to vary TCP/IP packet tracing on 
to capture IP traces.

If you encounter a situation in which ZEN EXIGENCE fails to take a TCP/IP trace, the 
most likely cause is that the VARY command to start packet tracing failed because of inad-
equate RACF authorization. Messages on the system log will enable you to verify whether 
this is the case. It is a requirement that the user under which ZEN EXIGENCE runs has 
enough authority to issue the command to vary packet tracing on and off.

Depending on your RACF definitions, this involves assigning a user-id to ZEN 
EXIGENCE which has READ access to the resource:

MVS.MCSOPER.TCPIP.* CLASS(OPERCMDS) or
MVS.MCSOPER.* CLASS(OPERCMDS)

If the ZTS socket server fails to start with this message:

ICH408I JOB(WDSZTS ) STEP(WDSZTS ) CL(PROCESS ) 189  OMVS 
SEGMENT NOT DEFINED

it is because the user under which ZEN EXIGENCE is running does not have an OMVS 
segment defined. In this case you need to run a job similar to this one, ensuring that 
omvsuid has an OMVS segment:

//RACFADD JOB ,,CLASS=A,MSGCLASS=X
//*****************************************************
//*  This job ensures WDSZTS is running under         *
//*  a user that has an OMVS segment defined          *
//*****************************************************
//RACF     EXEC PGM=IKJEFT01,DYNAMNBR=75,REGION=6M
//SYSPRINT DD   SYSOUT=*
//SYSTSPRT DD   SYSOUT=*
//SYSTERM  DD   DUMMY
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//SYSUADS  DD   DSN=SYS1.UADS,DISP=SHR
//SYSLBC   DD   DSN=SYS1.BRODCAST,DISP=SHR
//SYSTSIN  DD   *
  RDEFINE STARTED WDSZTS.* STDATA(USER(omvsuid))
  SETROPTS CLASSACT(STARTED)
  SETROPTS RACLIST(STARTED) REFRESH
/*
//
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Migrating the Runtime Environment to other Systems
You do not have to perform a full install of ZTS on every system in your network; it is pos-
sible to do one ZTS install into your primary ZEN system and then to migrate the runtime 
environment to any other target systems.

In this situation, the system on which you do the initial ZTS installation will also be the 
system on which any component maintenance is applied and from which the runtime envi-
ronment is copied.

Since ZEN TRACE & SOLVE - EXIGENCE is a component of ZEN you should see the 
section “Migrating the Runtime Environment to other Systems” on page 44. If you migrate 
your ZEN runtime environment and it includes ZTS, much of the migration will already 
have been done. In this case only the steps in the section “ZEN EXIGENCE Post-Install 
Actions” on page 137 will require completion.

If you install ZEN TRACE & SOLVE - EXIGENCE having already migrated your ZEN 
runtime environment, use the ‘Update’ option of the Automated Migration facility to 
migrate ZEN TRACE & SOLVE - EXIGENCE and then complete the steps in the section 
“ZEN EXIGENCE Post-Install Actions” on page 137.

SMP/E Maintaining ZEN EXIGENCE
Since ZTS is a component of ZEN, PTFs that may be supplied for it from time to time 
should be TSO RECEIVEd into your ZEN install PTFLIB and the SETUP procedure in 
the install TAPEIMGE library used to apply the service. This process is described in the 
chapter “SMP/E Maintenance” on page 107.
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Troubleshooting

ZTS to ZTS Connectivity Issues
If you see an LPAR on your ‘System Traces’ ZEN Desktop panel in red it means that 
something has gone wrong with the connection to that remote LPAR. This means that you 
will neither be able to view traces on that remote system nor add any new traces. This situ-
ation will be accompanied by one or other IBM message in the ZENTRACE output of the 
form:

(00000000) connect(): Socket nnn Error 1128 EDC8128I Connection refused
(00000000) connect(): Socket 1 Error 1121 EDC8121I Connection reset

One or other of these messages will be written to ZENTRACE at the ZEN Desktop 
Refresh Interval for as long as the target system cannot be contacted.

The first of these messages is caused by the ZEN on the target system being inactive and 
can be resolved simply by starting it.

The second is caused by your AT-TLS policies preventing the two systems from success-
fully communicating with one another. This can be resolved by providing not only the two 
ZEN systems involved with the authorization to communicate with one another, but also 
the two ZTS systems the authorization to connect to either ZEN.

For further information see the section “ZEN Transaction Processing” on page 77 of the 
ZEN Configuration and Reference manual.
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CHAPTER 12 SMP/E Maintenance

This chapter contains notes on the SMP/E implementation of ZEN and its 
components and describes how you use the SETUP procedure to receive and 
apply service to ZEN and any of its components that you have installed on 
your system.

The latest service for ZEN and all ZEN components is always available 
from the WDS Customer Portal at:

https://portal.willdata.com/support_customerlogin.aspx 

If you do not have a user-id and password to access the Portal please con-
tact your local William Data Systems office.

https://portal.willdata.com/support_customerlogin.aspx
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Important Note on SMP/E User-id

SMP/E PTFs for ZEN and its components often include HFS files to replace or enhance 
those that are initially installed.

Experience has shown that it is possible via PTF application to install new HFS objects 
that have a different user-id assigned and potentially inappropriate access settings at the 
user, group and/or public levels. This problem can be avoided by using the same UID and 
user group both to install ZEN and its components and to apply service to those compo-
nents.

If you have already applied some service and have problems that you think may have been 
due to the above, you can always use the provided Restore and Reject options from the 
SETUP procedure’s Maintenance menu to remove the PTFs and then Receive and Apply 
them again under the correct user-id.

For some advice on how to overcome problems in the HFS see “Troubleshooting” on 
page 37.
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Introduction

ZEN and all ZEN components are packaged and installed using SMP/E which uses a series 
of VSAM files to manage maintenance. To avoid conflict with other products on your sys-
tem, ZEN uses its own set of VSAM datasets to manage the implementation (‘Standalone 
SMP/E Environment’), rather than trying to share the inventories of other products 
(although you can install ZEN and its components into an inventory of your own if you 
wish).

There are several benefits to this approach:

• WDS can provide maintenance more quickly (code, HFS, SAMPLIB, Help etc.)
• You never have to ‘wait for the next release’ to fix a problem
• You can easily see what maintenance has been applied
• New maintenance can be easily and safely applied
• Bad maintenance can be restored/rejected
• Dependencies between PTFs and between ZEN components can be enforced
• Hold reasons can be automatically applied to bring attention to other related issues

WDS software developers resolve problems by modifying source code. The SMP/E PTFs 
are built from these tried and tested source code changes and the PTF as supplied contains 
the object code of the CSECT(s) changed.

When an SMP/E PTF is installed on your system, SMP/E takes the updated object code 
members (or possibly a SAMPLIB, Help or Alert member) and builds this into the execut-
able code using the system’s linkage editor. When you restart ZEN or the affected ZEN 
component it will be running with the new level of ‘fixed’ source code.

William Data Systems has made the process of applying PTFs simple by (a) always requir-
ing all preceding PTFs to be applied, and (b) providing simple panel driven procedures for 
generating the job control necessary to receive, apply, accept, (and in the event of any 
problems, restore and reject) PTFs. The procedures used are discussed in the following 
sections.
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ZEN PTF Procedures

Overview
Some key datasets used in the PTF process are built during ZEN’s automated install proce-
dure:

hlq.TAPEIMGE 
hlq.INSTALL 
hlq.GLOBAL.CSI 
hlq.PTFLIB

For example, if you specified during ZEN installation that the high level qualifier for your 
datasets should be ‘ZEN.V210’ then you will have datasets: 

ZEN.V210.TAPEIMGE 
ZEN.V210.INSTALL 
ZEN.V210.GLOBAL.CSI  
ZEN.V210.PTFLIB

on your system (among others). The ‘PTFLIB’ is the target dataset for all ZEN and ZEN 
component PTFs sent to you by William Data Systems. The ‘TAPEIMGE’ dataset that 
was built during your original ZEN install contains the SETUP Rexx procedure for receiv-
ing, applying, accepting, restoring and rejecting PTFs. (This procedure is in fact the same 
procedure used to build the ZEN and ZEN component installation job control.)

Therefore, whenever you need to apply PTFs to ZEN or a ZEN component you will upload 
the PTFs to your PTF dataset and invoke the SETUP procedure from your install 
TAPEIMGE library and use the menus to select the required PTF process. The procedures 
used are explained in detail in the following sections of this chapter.
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Applying ZEN Maintenance (PTFs)

Overview

PTFs are provided by WDS as a binary image of a TSO XMIT’d dataset in flat 80*3120 
FB format. This dataset will be the PTFLIB that contains all available PTFs. To get this 
dataset on to your system and apply PTFs to ZEN follow these steps:

• BINary FTP the file provided to your system as a FB 80*3120 file
• Use the TSO RECEIVE command to receive the PTFs into hlq.PTFLIB
• Execute the ‘SETUP’ procedure from hlq.TAPEIMGE dataset and select the ‘M’ 

option for Maintenance followed by the ‘R’ option to receive the PTFs
• Execute the ‘SETUP’ procedure from hlq.TAPEIMGE dataset and select the ‘M’ 

option for Maintenance followed by the ‘A’ option to apply the PTFs

The SETUP options build the job control required to receive (R) and then apply (A) the 
PTFs to your installed ZEN system. Provided these jobs end with an acceptable return 
code, ZEN or the affected ZEN component can be ended and restarted. Reasons for receiv-
ing a non-zero return code and how to deal with that situation are discussed in section 
“Possible Problems Applying PTFs” on page 156.

The new PTF level is generally shown in the SYSPRINT output and on the status line at 
the bottom of the ZEN sign-on panel; for example, ‘PTF: ZEN2181’ means that you are 
running ZEN version 2.1 at PTF level 81. This also means that PTFs 1 thru 80 are also 
applied. The following sections describe the PTF application steps in more detail.

In the case of ZEN TRACE & SOLVE - EXIGENCE (ZTS), occasional updates to the ZTS 
Reference Data File may be required. These are shipped in the usual way as part of a PTF 
but are installed using the ‘M’ option from the Maint menu. Such updates are invariably 
supplied with other ‘normal’ PTF changes so you use the Receive and Apply options first 
and then perform the Modref once the PTF has applied cleanly.

1. Binary FTP the PTF file to your system

The PTF file names always have the form pppvvnn.PTF.ZIP. ‘ppp’ is the ZEN component 
acronym; some examples are ZEN, ZEM for the ZEN EE MONITOR - FERRET, ZFC for 
ZEN FTP CONTROL - FTPALERT, ZIM for the ZEN IP MONITOR - IMPLEX and so on; 
‘vv’ is the component level and nn is the PTF number. Unzip the file first - a .bin file will 
be extracted from the zip file.

The binary file is a TSO XMIT’d dataset, 80 byte records in a 3120 byte fixed length 
block. To get this file onto your system, make an FTP connection to it and sign on with 
your normal user-id and password. Then, use the following commands as a guide:

type binary 
literal site recfm=fb lrecl=80 blksize=3120 
literal site cyl pri=10 sec=2 
put pppvvnn.ptf.bin 
quit
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The dataset profile-prefix.pppvvnn.PTF.BIN will be built on your system (depending on 
your system settings it may be prefixed with your user-id).

If you cannot use FTP you can use IND$FILE instead. In this case, the command format 
is:

IND$FILE PUT pppvvnn.PTF.BIN RECFM(F) LRECL(80) BLKSIZE(3120)

If the generated statement does not have these attributes, you need to modify the 
IND$FILE utility to use the dataset attributes given above. It must not have ASCII or 
CRLF appended to the statement.

If you experience problems, or it is not possible to change the default parameters of 
IND$FILE, pre-allocate the dataset on the host system. (When the dataset is pre-allocated, 
the attributes of the pre-allocated file override the RECFM, LRECL and BLKSIZE speci-
fied on the IND$FILE PUT statement so you can omit them from the command).

2. TSO Receive the PTFs into your PTF Dataset

From ISPF option 6 enter:

RECEIVE INDA(‘profile-prefix.pppvvnn.PTF.BIN’)

The input dataset is the one you built in step 1 above. At the prompt ‘INMR906A Enter 
restore parameters or 'DELETE' or 'END' +’ key the following:

DA(‘hlq.PTFLIB’)

and press Enter. This will unload the ZEN PTFs into the library hlq.PTFLIB.

3. Run the SETUP Procedure to Receive the PTFs

Invoke the SETUP procedure from the hlq.TAPEIMGE dataset built during ZEN installa-
tion to build the job control required to SMP/E RECEIVE the PTFs on to your ZEN sys-
tem. If you want to generate your own job control to do the PTF receive see “Receiving 
PTFs Manually” on page 155.

From ISPF option 6 enter the following command:

ex hlq.TAPEIMGE(SETUP)
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Alternatively, locate the SETUP program in an ISPF member list and key ‘ex’ against it. 
This invokes the SETUP procedure and a panel similar to this will be displayed:

Panel 12. Installation and Maintenance Wizard Main Menu

Key M into the Option area and press Enter to invoke the PTF Menu like this:

Panel 13. Installation and Maintenance Wizard PTF Menu
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All ZEN SETUP panels have Help available which you can access by pressing PF1. As an 
example, here is the Help panel for the PTF Menu shown above:

Panel 14. Help Panel for the PTF Menu

It is from the PTF Menu that the various PTF options are selected. In this case we want to 
receive PTFs so key an R into the Option area and press Enter.

Here is an example of the Receive panel:

Panel 15. ZEN Receive PTF Selection Panel

The panel lists PTFs that are available in the PTF library but which have not yet been 
received. In general, it is good practice to receive and apply all ZEN and ZEN component 
PTFs that William Data Systems provides.

Select the PTFs you want to Receive by keying an ‘s’, or any other non-blank character 
against them. Although you are not required to select all of the PTFs for receiving in one 
go, you must select PTFs from the lowest numbered one shown, and if you select more 
than one PTF they must be consecutive. When you have selected the PTFs you want to 
SMP/E receive, press Enter.
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The procedure then builds the job control required to receive the PTFs; you can review this 
and make any changes required before submitting it to your z/OS system.

For this example we have selected all of the available ZEN PTFs and when Enter is 
pressed, the procedure builds the job control in the TAPEIMGE dataset and then presents 
it in edit mode so that you can make any alterations required:

Panel 16. PTF Receive Job Control

You should always check that the receive job completes with condition code 0000, or 0004 
if you elect to bypass HOLDDATA - see the following paragraph. Problems that may pos-
sibly occur are discussed on page 156. Usually problems are caused by errors that are easy 
to resolve, for example selecting non-consecutive PTFs, or creating errors in the job con-
trol deck.

Note that any HOLD data associated with PTFs is reported during the receive job. You 
need to be aware of this since HOLD data must be bypassed during the second step of the 
process which is to apply the PTFs you have received. Also, because of the requirement to 
list the HOLD data, the generated job will end with a highest return code of 0004 which is 
normal. Provided the receive function itself ended with a return code of 0000 all is well 
and you can proceed with the PTF apply step described next.

4. Run the SETUP Procedure to Apply the PTFs

Using ISPF option 6, invoke the SETUP procedure from the hlq.TAPEIMGE dataset built 
during ZEN installation to build the job control required to get the PTFs applied to your 
ZEN system. It follows that you must already have received PTFs for ZEN or a ZEN com-
ponent. If you prefer to do this process manually see the section “Applying PTFs Manu-
ally” on page 155.

From ISPF option 6 enter the following command:

ex hlq.TAPEIMGE(SETUP)



SMP/E Maintenance

152    Installing and Maintaining ZEN and ZEN Components

This invokes the SETUP procedure and a panel similar to this will be displayed:

Panel 17. ZEN Installation and Maintenance Wizard Main Menu

Key M into the Option area and press Enter to invoke the PTF Menu:

Panel 18. ZEN Installation and Maintenance Wizard PTF Menu

In this case we want to apply PTFs so you should key A into the Option area and press 
Enter. Here is an example panel taken from a ZEN PTF library:

Panel 19. ZEN Apply PTF Options Panel

This panel builds a job that will apply all the PTFs you have received but not yet applied. 
If instead you would prefer to select the PTFs to apply, key NO into the first input field 
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against ‘Apply all PTFs not already applied’ and press Enter. This invokes the second of 
the two PTF apply panels from which you can make PTF selections. This process is 
described later in the section “Selecting PTFs for Applying” on page 154.

To cause the generated job control to perform an apply check so that you can verify the 
PTF apply will be successful, key YES against the ‘Generate Apply Check’ field. 

If a PTF has associated Hold Data, you will need to key the reason in the ‘Bypass Hold 
Reason’ field in order for the PTF to Apply successfully.

Here is an example panel with the fields completed as required:

Panel 20. Completed ZEN Apply PTF Options Panel

When you press Enter, the procedure builds the job control in your TAPEIMGE dataset to 
perform the PTF apply. After reviewing this and making any changes required you can 
submit it to your z/OS system:

Panel 21. PTF Apply Job Control

If the ‘Generate Apply Check’ option is used the only difference will be a ‘CHECK’ key-
word immediately after the APPLY PTFS statement in the job control.
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Selecting PTFs for Applying
As mentioned earlier, you can selectively apply PTFs by keying ‘NO’ against the ‘Apply 
all PTFs not already applied’ field on the PTF Apply Options Panel (see page 152). This 
displays a selection panel from which you can choose the PTF(s) to apply:

Panel 22. ZEN Apply PTF Selection Panel

Similarly to receiving PTFs, you must select PTFs from the lowest numbered one shown, 
and if you select more than one PTF they must be consecutive. When you have selected 
the PTFs you want to SMP/E apply, press Enter and a suitable job control deck to apply 
only those PTFs you have selected is displayed for review and submission.

Here is an example screenshot taken after some PTFs have been selected for apply pro-
cessing:

Panel 23. Generated Job Control for Selective PTF Apply
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Receiving PTFs Manually
You can if preferred generate and run a job of your own to SMP/E receive the PTFs in to 
your ZEN system. Here is some template job control that you can use as a guide for your 
own Installation-specific JCL:

//RECEIVE  EXEC PGM=GIMSMP,REGION=0M,PARM='PROCESS=WAIT'
//SMPCSI   DD   DISP=SHR,DSN=your_hlq.GLOBAL.CSI
//SMPHOLD  DD   DUMMY
//SMPPTFIN DD   DISP=SHR,DSN=your_hlq.PTFLIB(pppvvnx)
           DD   DISP=SHR,DSN=your_hlq.PTFLIB(pppvvny)
//SMPCNTL  DD   *
  SET BOUNDARY(GLOBAL).
  RECEIVE SYSMODS.
  LIST SYSMOD HOLDDATA.
/*

You can provide as many SMPPTFIN DD statements need to receive all the PTFs 
required.

Applying PTFs Manually
You can if preferred generate and run a job of your own to apply all of the PTFs in one go 
once they have been SMP/E received. Here is some template job control that you can use 
as a guide for your own Installation-specific JCL:

//APPLY    EXEC PGM=GIMSMP,REGION=0M,PARM='PROCESS=WAIT'     
//SMPCSI   DD   DISP=SHR,DSN=your_hlq.GLOBAL.CSI    
//SMPHOLD  DD   DUMMY                                        
//SMPCNTL  DD   *                                            
 SET BOUNDARY(ZENTZN).                                       
 APPLY PTFS                                                  
 GROUPEXTEND.                                                
/*                                                           

Alternatively, you can selectively apply PTFs using this template job control as a guide:

//APPLY    EXEC PGM=GIMSMP,REGION=0M,PARM='PROCESS=WAIT'
//SMPCSI   DD   DISP=SHR,DSN=your_hlq.GLOBAL.CSI 
//SMPHOLD  DD   DUMMY
//SMPCNTL  DD   *
  APPLY   S(
     pppvvnx
  )
  GROUPEXTEND .

Replace the pppvvnx with the one or many PTFs that you want to apply to your ZEN sys-
tem.
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Possible Problems Applying PTFs

Before William Data Systems provides PTFs they are tested on multiple z/OS system lev-
els prior to shipping. Therefore, the receive and apply of a PTF should normally complete 
with COND CODE 0000.

Possible errors that can occur are:

• The PTF has already been received and/or applied 
• The CSI dataset name is incorrect 
• The PTFLIB dataset name is incorrect 
• A prerequisite PTF is missing 

If a PTF has already been received but not applied you just need to apply it using the 
SETUP procedure as described in the section “4. Run the SETUP Procedure to Apply the 
PTFs” on page 151, or by creating a job control deck of your own to perform the apply as 
described in the section “Applying PTFs Manually” on page 155. 

If the PTF has already been applied, no further action is required. There are mechanisms in 
SMP/E to ‘un-apply’ (RESTORE) and ‘un-receive’ (REJECT) a PTF, which are discussed 
later.

If the CSI or PTFLIB dataset name is incorrect, it most likely means that you have 
renamed or moved the datasets since the original ZEN installation. All you need to do in 
this case is to correct the job control deck (whether your own, or the one the ZEN SETUP 
procedure has generated) and re-submit the job. The ZEN version, FMID and CSI names 
are all shown on the SETUP main menu.

If a pre-requisite PTF is missing, it means that you are trying to apply a PTF without hav-
ing applied one or more preceding PTFs. For simplicity, ZEN and ZEN component PTFs 
are always sequentially numbered and each PTF relies on the application of all preceding 
PTFs. Occasionally a PTF for one ZEN component requires another ZEN component (or 
ZEN itself) to have a certain PTF applied. The control statements in the PTFs provided by 
William Data Systems are used to manage this situation such that you cannot damage your 
ZEN system.

A problem with missing pre-requisite PTFs is easily rectified by receiving and applying 
the PTFs required using the SETUP procedure as described earlier in this chapter.

If you are familiar with the IBM supplied SMP/E dialogs you can use these to view the 
ZEN PTFs installed on the system. The ZEN target zone is ZENTZN.
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Permanently Applying PTFs (Accepting PTFs)

Overview
When an ZEN PTF is received and applied using the job control generated by the SETUP 
procedure, the maintenance is built in the ZEN run-time libraries. Any PTF can also be 
removed from ZEN using the options S to restore (to ‘un-apply’) and J to reject (to 
‘un-receive’) from the PTF Menu in the SETUP procedure. For information on these pro-
cesses see “Backing Out PTFs” on page 161.

You may also want to accept PTFs and this process has two implications:

• An accepted PTF cannot be ‘backed out’
• PTFs can only be backed out (restored and rejected) to the last accepted PTF.

In other words, if you have not accepted any PTFs, but want to back out a new PTF which 
is in error and that has been received and applied, you must accept all PTFs up to (but not 
including) the one in error, before restoring and rejecting the faulty PTF. Failure to do this 
could lead to your removing all of the service you have applied to your ZEN system so far.

If you choose to accept all PTFs, you cannot back out any of the PTFs without first 
re-building the component afresh using the provided SETUP procedure in the 
hlq.TAPEIMGE dataset. To do this you will first need to use the Uninstall and Delete 
options available from the SETUP procedure.

It is recommended that you should periodically accept PTFs that have been applied and are 
known to be stable. You will then be able to back out any new faulty PTFs to the last ‘sta-
ble’ level of ZEN or ZEN component.

Run the Setup Procedure to Accept PTFs
Use ISPF option 6 to invoke the SETUP procedure from the hlq.TAPEIMGE dataset built 
during ZEN installation:

ex ‘hlq.TAPEIMGE(SETUP)’

This displays the main menu from which you should key M into the option field and press 
Enter. This displays the Maintenance Menu from which you should key C for Accept into 
the option field and press Enter. Now you will be presented with the PTF Accept panel 
which looks similar to this:

Panel 24. ZEN Accept PTFs Options Panel
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This panel builds a job that will accept all the PTFs you have applied but not yet accepted. 
If instead you would prefer to select the PTFs to accept, key NO into the first input field 
against ‘Accept all PTFs not already accepted’ and press Enter. This invokes the second of 
the two PTF accept panels from which you can make PTF selections. This process is 
described later in this section “Selecting PTFs for Accepting” on page 159.

To cause the generated job control to perform an accept check so that you can verify the 
PTF accept will be successful, key YES against the ‘Generate Accept Check’ field.

If one or more PTFs have associated Hold Data, you will need to key the reason(s) in the 
the ‘Bypass Hold Reason’ field in order for the PTF to be successfully accepted.

Here is an example panel with the fields completed as required:

Panel 25. Completed ZEN PTF Accept Options Panel

When you press Enter, the procedure builds the job control in your TAPEIMGE dataset to 
perform the PTF accept. After reviewing this and making any changes required you can 
submit it to your z/OS system:

Panel 26. Generated Job Control for PTF Accept

If the ‘Generate Accept Check’ option is used the only difference will be a ‘CHECK’ key-
word immediately after the ACCEPT PTFS statement in the job control.
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It is fine for the PTF accept job to complete with a condition code of 0004.

Selecting PTFs for Accepting
As mentioned earlier, you can selectively accept PTFs by keying ‘NO’ against the ‘Accept 
all PTFs not already accepted’ field on the PTF Accept Options Panel (see page 157). This 
displays a selection panel from which you can choose the PTF(s) to accept:

Panel 27. ZEN Accept PTF Selection Panel

You must select PTFs from the lowest numbered one shown for each ZEN component, and 
if you select more than one PTF per component they must be consecutive. When you have 
selected the PTFs you want to SMP/E accept, press Enter and the procedure builds the job 
control in your TAPEIMGE dataset to perform the selective PTF accept.

Here is a screenshot taken after the member has been built when some ZEN PTFs have 
been selected for Accept processing:
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Panel 28. Generated Job Control for Selective PTF Accept

You can review the job control at this point and make any changes required before submit-
ting it to your z/OS system.

Using your own ACCEPT Job Control
You can also use your own job control to do the accept process if you wish. Here is some 
template job control that you can use as a guide for building your own JCL:

//ACCEPT   EXEC PGM=GIMSMP,REGION=0M,PARM='PROCESS=WAIT'
//SMPCSI   DD   DISP=SHR,DSN=your_hlq.GLOBAL.CSI
//SMPHOLD  DD   DUMMY
//SMPCNTL  DD   *
  SET BOUNDARY(ZENDZN).
 ACCEPT S(
        pppvvnn
 )
 GROUPEXTEND.
/*

Replace the pppvvnn with the one or many PTFs that you want to accept in your ZEN sys-
tem.
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Backing Out PTFs

Overview
In the unlikely event of William Data Systems shipping a bad PTF which creates more 
problems than it resolves, one of two approaches will be taken:

• Send a corrected version of the same PTF (that is, with the same PTF-id)
• Send a new PTF which ‘supersedes’ the bad PTF (more likely)

In either case, you may need to back out the bad PTF as soon as possible, possibly even 
before William Data Systems ships the replacement.

This is achieved using the SMP/E restore function which ‘un-applies’ the PTF, that is 
removes it from the executable code, setting ZEN back to its state prior to the application 
of the PTF. You are also able to reject (‘un-receive’) a PTF, that is remove it from your 
ZEN SMP/E environment completely, which will need to be done if William Data Systems 
re-sends a corrected version of the same PTF, rather than a superseding PTF. The SETUP 
procedure supplied in your install TAPEIMGE dataset is able to build suitable job control 
for performing both of these activities.

However, the section “Permanently Applying PTFs (Accepting PTFs)” on page 157 
should also be taken into account. To un-apply a single PTF (that is, the last one applied), 
you must accept all the preceding PTFs. If you do not do this, you must SMP/E restore all 
PTFs that have been applied up to the last accepted PTF.

Therefore, if you have never accepted any ZEN PTFs you would have to back out all PTFs 
ever applied and re-install them (that is receive and apply them) after the SMP/E restore 
using the procedures described earlier. If William Data Systems has shipped several PTFs 
for a ZEN version, this process could take several minutes. Therefore it is always advisa-
ble to SMP/E accept PTFs when you are confident that ZEN is stable at the PTF level 
being accepted.

Building the Restore Job using the Setup Procedure
The SETUP procedure in hlq.TAPEIMGE is used to build the job to restore (opposite of 
apply) PTFs. After running the job, ZEN or the ZEN component should be restarted and 
will then be running without the selected PTF(s) applied. Note that the PTF(s) will still be 
in an SMP/E received state and could theoretically be re-applied. More normally it would 
be removed completely by using the SETUP procedure to build a PTF reject (un-receive) 
job; this is described in the following section.

Use ISPF option 6 to invoke the SETUP procedure from the hlq.TAPEIMGE dataset built 
during ZEN installation:

ex ‘hlq.TAPEIMGE(SETUP)’

This displays the main menu from which you should key M into the option field and press 
Enter. This displays the Maintenance Menu from which you should key S for Restore into 
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the option field and press Enter. Now you will be presented with the PTF Restore panel 
which looks similar to this:

Panel 29. ZEN Restore PTF Selection Panel

You must select PTFs from the lowest numbered one shown for each ZEN component, and 
if you select more than one PTF they must be consecutive. When you have selected the 
PTFs you want to SMP/E restore, press Enter and the procedure builds the job control in 
your TAPEIMGE dataset to perform the PTF restore.

Here is an example screenshot taken when some ZEN PTFs have been selected for restore 
processing:

Panel 30. Generated Job Control for PTF Restore Job

Running this job will restore all of the selected PTFs so ZEN will run without them after 
restart. At this point the PTFs are still in SMP/E received status and could be re-applied if 
required.
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Note that it is most probable that you would not be using this procedure without contact 
with your local WDS Support office.

Using Your Own Restore Job Control
You can also use your own job control to do the restore process if you wish. Here is some 
template job control that you can use as a guide for building your own JCL:

//RESTORE  EXEC PGM=GIMSMP,REGION=0M,PARM='PROCESS=WAIT'    
//SMPCSI   DD   DISP=SHR,DSN=ZEN.V110A.RUNTIME.GLOBAL.CSI   
//SMPHOLD  DD   DUMMY                                       
//SMPCNTL  DD   *                                           
 SET BOUNDARY(ZENTZN).                                      
 RESTORE S(                                                 
        pppvvnn                                             
 ) .                                                        
/*                                                          

Replace the pppvvnn with the one or many PTFs that you want to restore in your ZEN sys-
tem.

Building the Reject Job using the Setup Procedure
The SETUP procedure in hlq.TAPEIMGE is used to build the job to reject (opposite of 
receive) PTFs. After running the job, ZEN or the ZEN component should be restarted and 
will then be running without the selected PTF(s) received.

Use ISPF option 6 to invoke the SETUP procedure from the hlq.TAPEIMGE dataset built 
during ZEN installation:

ex ‘hlq.TAPEIMGE(SETUP)’

This displays the main menu from which you should key M into the option field and press 
Enter. This displays the Maintenance Menu from which you should key J for Reject into 
the option field and press Enter. Now you will be presented with the PTF Reject panel 
which looks similar to this:

Panel 31. ZEN Reject PTF Selection Panel
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You must select PTFs from the lowest numbered one shown for each component, and if 
you select more than one PTF they must be consecutive. When you have selected the PTFs 
you want to SMP/E reject, press Enter and the procedure builds the job control in your 
TAPEIMGE dataset to perform the PTF reject.

Here is a screenshot taken when some ZEN PTFs have been selected for reject processing:

Panel 32. Generated Job Control for PTF Reject Job

Running this job will reject the selected PTFs so these will no longer be a part of ZEN’s 
SMP/E environment. If you ever needed to get these PTFs back on to the component you 
would need to re-receive and re-apply them.

Note that it is most probable that you would not be using this procedure without contact 
with your local WDS Support office.

Using Your Own REJECT Job Control
You can also use your own job control to do the REJECT process if you wish. Here is a 
template job control deck that you can use as a guide for building your own JCL:

//REJECT   EXEC PGM=GIMSMP,REGION=0M,PARM='PROCESS=WAIT'                
//SMPCSI   DD   DISP=SHR,DSN=ZEN.V110A.RUNTIME.GLOBAL.CSI               
//SMPHOLD  DD   DUMMY                                                   
//SMPCNTL  DD   *                                                       
 SET BOUNDARY(GLOBAL).                                                  
 REJECT S(                                                              
        pppvvnn
 )                                                                      
 BYPASS(APPLYCHECK) .                                                   
/*                                                                      

Replace the pppvvnn with the one or many PTFs that you want to reject in your ZEN sys-
tem.
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Viewing the Status of Uploaded PTFs

At any time after PTFs have been uploaded to your hlq.PTFLIB, you can display their sta-
tus. This will enable you to see which PTFs have been SMP/E received, applied and 
accepted. It is ZEN’s knowledge of the status of each PTF in its PTF library that enables it 
to automatically generate job control suitable for SMP/E to receive, apply and accept PTFs 
when they are provided by WDS for any of the ZEN components that you are running.

From ISPF option 6 enter the following command:

ex hlq.TAPEIMGE(SETUP)

This invokes the SETUP procedure and a panel similar to this will be displayed:

Panel 33. ZEN Installation and Maintenance Wizard Main Menu

Key M into the Option area and press Enter to invoke the PTF Menu like this:

Panel 34. ZEN Installation and Maintenance Wizard PTF Menu
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In this case we want to view the PTF status so you should key V into the Option area and 
press Enter. Here is an example panel:

Panel 35. ZEN Installation and Maintenance Wizard PTF Status Panel

A status of ‘OK’ means that SMP/E action has been successfully completed for the PTF 
and the date field gives the date on which the action was carried out. ‘NO’ in the ‘Rcv’, 
‘App’ or ‘Acc’ columns is an indication that the action has not yet been carried out. A sta-
tus of ‘SUP’ means that the PTF has been superseded.

A ‘Y’ in the ‘Ifq’ column indicates that there is an ‘IFREQ’ SMP/E statement associated 
with the PTF and you can display further details by positioning the cursor in the field and 
pressing Enter. In the example above there is a ‘Y’ for PTF ZEM2335 and if you position 
the cursor under the ‘Y’ and press Enter, the following window is displayed:

... indicating that PTF ZEN2217 must be applied to ZEN before the ZEM2335 PTF can be 
successfully applied.
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A similar process is available to display more detail for a PTF that has hold data. In this 
case, the Status column displays ‘HOLD’ as can be seen in this panel segment:

Positioning the cursor under ‘HOLD’ for PTF ZTS5143 and pressing Enter displays the 
following information window:

For both IFREQ and hold data information, the window is closed using PF3.
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