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About this guide
About this guide

Introduction
This guide describes how to install EngageOne Deliver. It is intended for system 
administrators and professional services personnel who are responsible for installing 
Deliver.

These instructions assume you are familiar with Microsoft Windows and Linux operating 
systems.

The following summarizes the content of each section of this manual:

• Getting started – lists the system requirements for Deliver. This includes the 
server, client and databases.

• EngageOne Deliver standalone install – describes the procedure for installing 
Deliver server software on Windows and Linux.

• Setting up databases – describes how to configure the Deliver database.

• Initial Setup – describes initial log in and vendor creation.

• Configuration settings – describes how Deliver can be configured to suit your 
organizational or individual requirements. Configuration settings can be defined 
at the vendor, system, operational or user management levels.

Related documentation

The following guides provide useful reference material:

• EngageOne Deliver Reference Guide

• EngageOne Deliver User’s Guide

• EngageOne Deliver Release Notes
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About this guide
Target audience

This document assumes the personnel reading this document and executing the 
installation process have an understanding of the following:

• General knowledge of command line interfaces in the chosen operating system 
architecture (Windows or Linux).

• Execution of SQL database scripts on the chosen RDBMS (SQL Server or 
Oracle). Alternatively, these steps may be delegated to the appropriate 
Database Administrator.

• Configuration of the network load balancer for clustered installs. Alternatively, 
these steps may be delegated to the appropriate Network Administrator.

Definition of terms

bundle EngageOne Deliver is deployed as groups of applications called 
bundles. There is one bundle - eodeliver.

deploy.properties deploy.properties is the configuration file specified at installation 
time to configure eodeliver bundle. It must be populated before 
installation time with configurations such as database connec-
tion information and other configurations.

Groovy Groovy is a scripting language that runs within the Java 
Runtime. EngageOne Deliver's installation scripts are written in 
Groovy.

load balancer A load balancer (or proxy) is a piece of software or hardware 
device that distributes network or application traffic across a 
number of servers.

release distribution The EngageOne Deliver release distribution is a zip file contain-
ing all of the assets necessary to install and use the application. 
It is generally named with the convention 
EngageOne_Deliver-<w.x.y.z>.zip where <w.x.y.z> is the version 
of the software.

<release-distribution> Indicates the file path of the extracted release distribution .zip. 
For example: C:\Temp\EODeliver-2.7.1

<java.home Indicates the file path of the Java install on the application 
server. For example: C:\Program Files\Java\jdk8

${property.value} Indicates a value located in the deploy.properties file. For exam-
ple: ${db.host} represents the host name or IP address of the 
database server as specified in deploy.properties.
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About this guide
Skills and training

It is assumed that personnel reading this guide would have an understanding of the 
following:

• J2EE concepts and technologies

• Installing of supported application servers

Updates to this guide
This guide is issued in electronic format (PDF) only. It may be reissued from time to time 
to include corrections or additions that have been made since the original issue. These 
changes will be indicated with a change bar in the margins.

Typographical conventions

The following are used throughout this manual.0

[...] parameters between square 
brackets are optional.

{ opt1 | opt2 
}

parameters between curly 
braces represent a list of 
options, one of which must 
be chosen.

Text in italics represents parameter data 
which should be replaced 
with customized values.

UPPER CASE text represents constant 
command text which should 
be typed exactly as written. 

• space character (used only if 
spaces are not apparent).
12



Getting started

EngageOne Deliver is a complete, enterprise class, solution for managing in- and 
out-bound e-mail and SMS customer communications. Deliver leverages and extends 
existing EngageOne Customer Communication Management components such as 
Designer, Generate, Vault and Data Flow.

Core architecture

Core

The Deliver core is the central controller of Deliver. It provides key functions for the 
processing of both, outbound and inbound messages, which will be explained in more 
detail later.

Data Access

The Deliver core uses a data access layer that stores and retrieves data from a relational 
database management system (RDBMS), such as SQL Server and Oracle. This forms the 
Model component in the MVC architecture. Though, not shown as a separate box in the 
architecture diagram, this data access layer uses object relational mapping (ORM) 
technology to store and retrieve data in an RDBMS.

Outbound

The Outbound component orchestrates the different processes required for:

Remote
Core

Outbound Inbound Converter

Web

Web Services
13
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Data Preparation and Formatting (optional) 
• Data Flow Plans can be triggered from Deliver as part of messaging campaigns. 

Message Formatting (optional) 
• Designer Applications can be triggered from Deliver to format message content. 

Post Process Formatting (optional) 
• Post Composition processes can be triggered by Deliver to manipulate content 

that has been formatted by Designer prior to the content being sent. 

The Core component coordinates between the Outbound and Remote components to 
allow Data Flow and Generate processes to be managed on either the same physical 
server as the Deliver Core, or on a separate server. Post Process Formatting is expected 
to be performed on the same server as the Message Formatting, i.e. the server running 
Generate.

The Outbound component detects files or content in polled directories that requires 
sending. It should be noted that the Outbound component includes a scheduling 
component so that e-mail or SMS campaigns can be triggered at specific dates and 
times, e.g. when the network infrastructure is least busy.

Deliver supports sending of messages in both, batch and real-time modes.

For archiving outbound messages, Deliver accesses the download folder of a Vault 
instance. The Core component coordinates with the Outbound component to take care 
of batching up content into “collections” and providing Vault with batched content and 
the required index values to store content in an efficient and compressed manner.

Inbound

The Inbound component processes messages received by Deliver. Received messages 
could be messages that require archiving into Vault, messages that require a response or 
delivery status notifications reporting on messages sent by the Outbound component 
that could not be delivered. The Inbound component also takes care of associating 
inbound messages with outbound messages sent by Deliver so that reports can be 
provided on what messages bounced (including bounce category) and what messages 
have been replied to.

The Core component coordinates with the Inbound component to call the Vault Render 
Server API to automatically index inbound messages wherever possible. When automatic 
indexing is disabled or not possible, Deliver will present an operator with a dropdown list 
of index options so that messages are still indexed with minimum clicks / human 
intervention.
14
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For archiving inbound messages, Deliver accesses the download folder of an Vault 
instance. The Core component coordinates with the Inbound component to take care of 
batching up content into “collections” and providing Vault with batched content and the 
required index values to store content in an efficient and compressed manner.

Content converter

Deliver provides a content conversion service so that the content of outbound messages 
can (optionally) be converted to a more appropriate format for archiving such as PDF. 
Open Office is leveraged to handle PDF or PDF/a conversion and the Javamail API is 
used for converting HTML to MHT – embedding images for version control.

Mail servers

Deliver uses SMTP (Simple Mail Transfer Protocol) for sending outbound e-mail. Most 
e-mail systems that send mail over the Internet use SMTP to send messages from one 
server to another; the messages can then be retrieved with an e-mail client using either 
POP or IMAP (discussed further in inbound message processing). Thus, Deliver can 
interface with any mail servers that provide SMTP support.

After message content has been composed (either under the control of Deliver or 
externally to Deliver), Deliver takes care of packaging the message headers and bodies 
into the right format for the required e-mail or SMS delivery. The header information 
comes from two sources: an XML journal provided by EngageOne Designer/Generate 
and profile settings that are configured in the Deliver Core. This provides maximum 
flexibility in terms of being able to personalize subject lines and attachment filenames on 
a message-by-message basis.
15
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Physical architecture

Pre-Installation
EngageOne Deliver may be used in combination with other EngageOne Communication 
Suite software solutions such as Vault, Designer, Generate, EngageOne Server, and Data 
Flow. Vault is a required component for archiving of inbound and outbound messages in 
Deliver. Archiving of messages in Deliver is not possible without Vault. Designer and 
Generate can be used for generating message content. Deliver also makes use of Open 
Office’s conversion capabilities. Depending on your configuration, you can install all or 
some server software components on a single server or distributed across multiple 
servers. 

For optimum security we recommend the use of encrypted disk storage for your 
installation and all EngageOne Deliver related data.

The following list of tasks provides the order for installing Deliver:

1. Review the system requirements for Windows servers, Linux servers, and Windows 
client systems. For more information, see “System requirements” on page 18.
16
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2. Verify that there is an accessible database server, Web server, SMPP server (for 
SMS), and SMTP server (for emails). For more information, see “Supported 
connectivity software” on page 19.

3. Run the provided Deliver installer for the appropriate operating system. For more 
information, see “EngageOne Deliver standalone install” on page 36.

4. Perform the initial Deliver setup. For more information, see “Initial Setup” on page 56.

5. Configure EngageOne Deliver and other server software. For more information, see 
“Configuration settings” on page 58.

6. Install the following client software on Windows client machines:

Any of the following Web browser:

Internet Explorer 11

Mozilla Firefox 50.x onwards

Google Chrome 56.x onwards

Post installation notes
Following installation, it is essential to verify and update the Engageone Deliver 
context path and URL used in any property file or configuration. Where you wish 
to integrate with EngageOne Compose components, please check the 
appropriate Compose property file and configuration in addtion to the Deliver 
context path and URL update.
17
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System requirements
Topics in this section:

• Hardware requirements

• Supported connectivity software

• LDAP requirements

• Email gateway requirements

• SMS gateway requirement

Hardware requirements

The number of transactions, amount of data, and the intended number of vendors will 
affect the required amount of disk space, memory and processing power. Analysis of your 
maximum required message throughput is recommended when determining the 
minimum hardware requirements for Deliver.

Server system requirements for Windows

The system is verified to work under the following operating systems:

• Microsoft Windows Server 2019

• Microsoft Windows Server 2016

• Microsoft Windows Server 2012 R2

At least 8 GB RAM (Large production servers may require more than the 
recommended amount of memory)

16 GB of available disk space

Java Runtime Environment (JRE) 8 & 11
18
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Database server
• Microsoft SQL Server 2014

• Microsoft SQL Server 2016

• Microsoft SQL Server 2017

• Oracle 11g

• Oracle 12c

LDAP requirements

Users can be created and maintained in Deliver itself or optionally imported through 
LDAP from an organization's existing user management system. Since LDAP is optional, it 
is not covered in detail in the Installation Guide. See the "LDAP Configuration" section of 
the EngageOne Deliver Reference Guide for details on configuring Deliver to use LDAP 
for user account authentication.

• Microsoft Active Directory

• Apache Directory Server

Supported connectivity software

In addition to the software on your EngageOne Deliver CD, you need a compatible 
connectivity software. It is desirable but not essential to install the connectivity software 
before installing Deliver.

Server system requirements for Red Hat Linux

Red Hat Enterprise Linux 7.5

At least 8 GB RAM (Large production servers may require more than the 
recommended amount of memory)

16 GB of available disk space

Java Runtime Environment (JRE) 8 & 11

Server system requirements for Oracle Linux

Oracle Linux Server release 7.6

At least 8 GB RAM (Large production servers may require more than the 
recommended amount of memory)

16 GB of available disk space

Java Runtime Environment (JRE) 8
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Required connectivity software

EngageOne Deliver requires an email gateway and an SMS gateway (if SMS is used).

• An e-mail gateway must be available for Deliver to interface with while using 
the SMTP protocol for outbound messages and the POP3 or IMAP protocol for 
inbound message processing. A dedicated e-mail server is recommended for 
Deliver. 

• An SMS gateway must be available for Deliver to interface with while using 
either the SMPP protocol or one of the other optional access methods for SMS.

Email gateway requirements

Deliver uses SMTP (Simple Mail Transfer Protocol) for sending outbound e-mails. Most 
e-mail systems that send mails over the Internet use SMTP to send messages from one 
server to another; the messages can then be retrieved with an e-mail client using either 
POP or IMAP. Thus, Deliver can interface with any mail servers that provide SMTP 
support. An e-mail gateway must be available for Deliver to interface with while using 
the SMTP protocol for outbound messages and the POP3 or IMAP protocol for inbound 
message processing. A dedicated e-mail server is recommended for Deliver.

For more information, see "Inbound Message Processing" in the EngageOne Deliver 
Reference Guide. 

SMS gateway requirement

Deliver supports formatting and sending single SMS (Short Message Service) messages 
using any of the following ways:

• via an SMPP outbound transmitter or transceiver that connects to an SMS 
gateway directly over TCP/IP.

• using the SMTP interface of http://www.clickatell.com.

• via the Java API described in the EngageOne Deliver Reference Guide.

By default, Deliver exchanges SMS messages (inbound and outbound) with SMS 
gateways via SMPP (Simple Message Peer to Peer Protocol). This protocol is supported 
by all SMS gateways, however, some gateways require a commitment to process over 
5,000 or 10,000 SMS messages per month.  An SMPP account with an SMS gateway 
provider such as http://www.clickatell.com is required. Clickatell offers global coverage 
and competitive rates, however, Deliver can interface with any SMS gateway that 
supports SMPP. 

If the customers use Clickatell, then they need to open an account with Clickatell online 
and generate a SMS API ID and other credentials that are required when configuring an 
Deliver Outbound Profile to send SMS messages through Clickatell.
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Deliver can also interface with Clickatell's SMTP interface, which can be useful for 
organizations willing to send less than 5,000 messages per month. If this option is chosen, 
then a local e-mail account will be required for Deliver to transmit SMTP messages 
through. The Deliver server needs to be able to access the e-mail server where this 
account is hosted; i.e. it should not be blocked by firewalls etc.

Note: For SSL over SMPP, set the below property from the deploy.properties file where 
SSL Certificate will be provided by SMSC: 

tls.trust.store.location=D:/SSL_HTTPS_Certificate/pbeo_net_truststore.pfx

tls.trust.store.password=c+P7KU69BCwzzC3ZV/cm6VZmY4dbOchsTmh70/vpcWU5nebl/l
q9tg==

Besides the SMS gateway interfaces described above, Deliver provides a published Java 
API for custom integration with SMS gateways using protocols other than SMPP and 
SMTP. See the EngageOne Deliver Reference Guide for more details on using the API.

System performance recommendations

The primary factors in achieving maximum Deliver performance include the following: 

• Disk Drive IOPS (Input/Output Operations Per Second): Persistent storage 
performance is vital in achieving optimum results. High Performance RAID 
(RAID 10) storage with Serial Attached SCSI (SAS) drives, such as 15K RPM Hard 
Drives or High Performance SLC SSD is highly recommended.

• CPU (quantity and speed): 2 Quad processor is recommended

• RAM (quantity and speed): 32GB or more of high-speed RAM is recommended.

• Multiple disks: If separate and independent high-performance drives are 
available, configure each of the following directories on a separate drive on the 
same server. If only one high-performance drive is available, keep all these 
directories on that drive. 

• Directories containing the DIJ, HTML, text, images, error, and vendor files

• Archive Folder (if archiving enabled)

• It is recommended to keep the Vendor folder on the same server where Deliver 
application is deployed.

• Latency to the e-mail and SMS gateways should be kept to a minimum; 10 ms 
maximum, zero latency when possible.

Description CPU Cores CPU Speed Memory

EngageOne Deliver application server 8 2.39 GHz 32 GB

Database Server 8 2.39 GHz 32 GB
21



Getting started
• Bandwidth to the e-mail and SMS gateways should be sufficient enough to 
handle the expected amount of traffic.

• We suggest a connection of at least double the expected traffic size since any 
binary data (such as PDF attachments) must be UUEncoded which increases 
the size of the email. For example, if your e-mail body is 15KB and your 
attachment is 120KB, then your total e-mail size will be 135KB. If you want to 
send 10 e-mail per second, you would need at least 2.7MB/sec Internet 
connectivity (2 * 10 * 135KB/sec. = 2.7MB/sec). Note that if e-mails and SMS will 
be sent simultaneously, then ensure your bandwidth requirements include both.

• Firewalls can reduce performance and should be avoided when possible.

• Make sure that the Deliver database purge scripts are set to run on a regular 
basis.

• Regularly perform server health check and database maintenance activities:

• Update Statistics, Purge SQL Logs and tempDB

• Application logs - Review logging levels 

• Disk Defragmentation
22
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Preparing for installation

The following section describes the steps that needed to prepare your server for the 
EngageOne Deliver installation.

Software and hardware requirements
Review the “System requirements” on page 18 to verify your environment fulfills the 
hardware and software requirements. 

Extracting the release distribution
EngageOne Deliver is provided in a single .zip file and contains the necessary software 
components. Please contact your service representative to obtain the latest release 
distribution.

The release distribution should be copied and extracted to a temporary location on each 
application server node you intend to install the software on. The extracted location will 
be referred to as <release-distribution> throughout this document. 

The contents of the .zip file are as follows:

<release-distribution>/

/bundles

files to install each bundle of the system.

/docs - various user guides and documentation including this installation 
guide.

/install - scripts and configuration files to perform an install of each 
bundle

/database - SQL Server and Oracle .sql scripts to be executed outside of 
the install scripts

/groovy - installation scripts

/groovy-2.5.6 - Groovy distribution to be installed for executing the 
installation
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Preparing for installation
/logs - destination of log files generated during the execution of the 
installation scripts

/os-services - files to install each bundle as an Linux or Windows service 
at install time

eodeliver.groovy - script to install and configure EngageOne Deliver

deploy.properties -file used at install time to configure the system

encryptPassword.groovy - script to encrypt passwords for the 
deploy.properties file

/upgrade

/database - database upgrade scripts

                        migrate.groovy - script to update the database 
scripts which is present in database folder.
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Pre-install server configuration

Required server ports

EngageOne Deliver communicates with end users, external components and itself over 
various network ports. The following ports must be open for the servers with the specified 
bundle. Ensure that the appropriate ports are open on all application servers before 
starting installation of EngageOne Deliver bundles.This chart also specifies the 
associated configuration properties with which you can modify the specific port number
.

Installing scripting prerequisites
The EngageOne Deliver installation scripts are written using the Groovy scripting 
language. Groovy is a cross-platform scripting language written on top of the Java 
Runtime.

Installing Java
Both the install scripts and the applications require a 64-bit Java Runtime Environment 
(JRE). Review the “System requirements” on page 18 for the specific version.

Installing Java in Windows

Perform the following procedure to install Java on a Windows server.

Port Protocol Configuration 
setting Bundles Comments

8080 HTTP ${eodeliver.port} eodeliver Incoming and outgoing http 
communications.

1433 / 1521 JDBC ${db.port} eodeliver Outgoing database
communications. Default port for 
SQLServer is 1433;
Default for Oracle is 1521.

25/465/5
87

SMTP ${smtp.port} eodeliver Outgoing SMTP
communications for Email
Delivery Channel and
administrative alerts.
25
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1. Download the installation package from 
http://www.oracle.com/technetwork/java/javase/downloads/index.html

2. Execute the installation .exe.

3. Set the JAVA_HOME environment variable to the Java install location.

4. Add the JAVA_HOME environment varibale to the existing Path variuable.

Installing Java in Linux

Perform the following procedure to install Java on a Linux server.

1. Installation of Java differs depending on your version of Linux. Refer to the RedHat or 
SUSE Linux documentation for installation procedure.

2. Set the JAVA_HOME environment variable to Java install location.

3. Add the JAVA_HOME environment variable to the existing Path variable.

OpenJDK 11 on Linux OS 

To resolve any installation/post-installation issues with OpenJDK 11 on Linux OS, execute 
the following command (sudo yum install fontconfig). This is a known issue and is listed in 
certain technical forums. 

[ec2-user@ip-11-31-21-11 ~]$ sudo yum install fontconfig 

Refer to the following articles:
https://github.com/AdoptOpenJDK/openjdk-docker/issues/75
https://github.com/AdoptOpenJDK/openjdk-build/issues/693 

Installing Groovy
Groovy is included in the EngageOne Deliver release distribution and can be found under 
<release-distribution>\install\groovy-<x.y.z> where x.y.z is the required version of groovy.

Installing Groovy in Windows

Perform the following procedure to install Groovy on a Windows server.

1. Copy the Groovy binary distribution from <release-distribution>\install\groovy-<x.y.z> to 
a local file system on the target server. For example: C:\groovy-<x.y.z>

2. Create a new This should present, or similar:GROOVY_HOME environment variable 
and set it to the above directory.

3. Add %GROOVY_HOME%\bin to your %PATH% environment variable.A
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Groovy is now installed on your Windows server. To verify the Groovy installation was 
successful,execute the following command in a command prompt:

groovy –v

This should present, or similar:

Groovy Version: x.y.z JVM: 1.8.0_25 Vendor: Oracle
Corporation OS: Windows 7

Installing Groovy in Linux

Perform the following procedure to install Groovy on a Linux server.

1. Copy the Groovy binary distribution from <release-distribution>/install/groovy-<x.y.z> to a 
local file system on the target server. For example: /usr/share/groovy-<x.y.z>

2. Set your GROOVY_HOME environment variable to the above directory

3. Add $GROOVY_HOME/bin to your $PATH environment variable.

4. Grant execute permissions to Groovy binaries. For example, 
chmod -R u+x /usr/share/groovy-2.4.4/bin.

Groovy is now installed on your Linux server. To verify the Groovy installation was 
successful, execute the following command in a shell window:

groovy –v

This should present, or similar:

Groovy Version: 2.4.4 JVM: 1.8.0_25 Vendor: Oracle
Corporation OS: Linux

Establishing system configuration
Before you begin the installation process, review and complete the necessary 
configurations in the <release-distribution>\install\deploy.properties 
file. 

This file contains all the configuration settings for a complete EngageOne Deliver. It 
should be fully completed before installing any of the nodes that make up the system. 

Each configuration parameter includes an explanation, example and where appropriate 
the allowable values.
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Property limitations

The deploy.properties file is a standard java .properties file with the following limitations:

• Back slashes (\) must be escaped by an additional slash (\\). For example, file 
system paths in Windows must appear with two slashes: C:\\Program 
Files\\EngageOneDeliver\\eodeliver

Property Update

Need to update the following properties as per your system configuration:
 

Points to note about default settings shipped with deploy.properties:
• By default all URL settings in the deploy.properties file are set to https and the 

default port is set to 8443. This can be changed as per your operating 
requirements to http with a default port of 8080.

• By default TLS is set to version 1.2.

Database Property Update

MSSQL property update

Property key Property value Example

java.home JAVA_HOME path 
of machine

C:\\Program Files\\Java\\jdk1.8.0_201

eodeliver.install.dir installation 
directory where 
build need to be 
installed

C:\\EO_Deliver_Groovy_Install\\installed
\\eodeliver

eodeliver.port Default port of the 
HTTPS service

8443

eodeliver.services.url Default url of the 
eodeliver service

https://localhost:8443/eodeliver

Property Description Expected value example

db.type Database name Mssql

db.host Host server of 
database

IP address or host name of database 
machine

db.port Default database 
port

1433
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Oracle property update

eodeliver.db.name EODeliver 
database name

e.g. - EODeliver_Prod

jdbc.username Username of the 
database 
connection

{Username}

jdbc.password Password of the 
database 
connection

{Password}

jdbc.driverClassName Sql server database 
driver class name

com.microsoft.sqlserver.jdbc.SQLServerD
river

jdbc.url Sqlserver jdbc url jdbc:sqlserver://IP-Address:1433;databa
seName= EODeliver_Prod;

hibernate.dialect Hibernate dialect org.hibernate.dialect.SQLServerDialect

 (continued)Property Description Expected value example

Property Description Expected value example

db.type Database name Oracle

db.host Host server of 
database

IP address or host name of database machine

db.port Default database 
port

1521/1522 (as per configuration)

eodeliver.db.name EODeliver 
database name 
(Sid in case of 
oracle)

e.g. - EODeliver_Prod

jdbc.username Username of the 
database 
connection

{Username}

jdbc.password Password of the 
database 
connection

{Password}

jdbc.driverClassName Oracle driver class 
name

oracle.jdbc.OracleDriver

jdbc.url Oracle jdbc url jdbc:oracle:thin:@IP-Address:1522: 
EODeliver_Prod
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Before proceeding to below steps, you will need to set the above properties in 
deploy.properties file as per system configuration.

Understanding install scripts
The following sections will help you to understand the various scripts that will be used 
during the installation of EngageOne Deliver.

The encryptPassword.groovy script

The encryptPassword.groovy script is a utility script to encrypt sensitive passwords 
beforeplacing them in deploy.properties. This is an interactive script with no command 
line options.

To encrypt a password simply execute the script and enter your password when 
prompted. The script will print the encrypted string to a standard output (your shell or 
console window). Copy and paste this text into deploy.properties. A typical execution of 
this script looks like the following:

> groovy encryptPassword.groovy

[INFO ] Setting up log file for command 'encrypt'

[INFO ] Log file location: 
D:\Groovy_Installer\22-08-19\EODeliver-3.1\install\logs\encrypt-2019-08-26-
002219.log

For security purposes, your password will not be displayed on the screen. 
Enter your password and press <Enter>.

Password:

Re-enter password:

[INFO ] Password encryption in progress...

hibernate.dialect Oracle hibernate 
dialect

org.hibernate.dialect.Oracle9Dialect

 (continued)Property Description Expected value example
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Encrypted password is:

1twq2g55rwG9SFwKPwC1yZazi/8k5FscFS3blKFFcKexgg==

Automatic encryption

In addition to manually encrypting passwords using the encryptPassword.groovy script 
described earlier in this section, you also have the option to enter plain passwords 
directly into the deploy.properties file. 

The eodeliver.groovy script scans deploy.properties and automatically encrypts plain text 
values where appropriate. 

Note: Before running eodeliver.groovy, deploy.properties can contain a mixture of plain 
and encrypted values. The comment line below is present for each property that can be 
entered in either encrypted or unencrypted form.

# An encrypted or plain text value should be supplied.

In general, all properties with the string password in the property's name are 
automatically encrypted, for example, jdbc.password, mail.password etc. 

During execution of eodeliver.groovy, a log with filename format 
eodeliver-YYYY-MM-DD-hhmmss.log is created, for example, 
eodeliver-2019-08-08-123443.log. This log contains a section on automatically 
encrypted plain text values, and will be similar to this:

[INFO ] Scanning for plain text passwords in 'deploy.properties' has

started.

[INFO ] Detected 2 new not encrypted password(s).

[INFO ] 2 new encrypted password(s) successfully saved in 
'deploy.properties' file.

Where all appropriate plain text values have previously been encrypted, the following log 
entries are issued:

[INFO ] Scanning for plain text passwords in 'deploy.properties' has 
started.

[INFO ] No new plain text passwords.

The eodeliver.groovy script

The eodeliver.groovy script is used to install and configure EngageOne Deliver’s  service 
bundle. It is a target based interface allowing you to perform different operations with 
different invocations. Below is the usage statement of this script:

usage: groovy eodeliver.groovy [options] [target [target2 [target3]...]]
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-b, --bundle <arg>            Specify the name of the bundle to install, 
validate or configure. Allowed values: [eodeliver].

-p, --properties <arg> Specify the location of the deploy.properties file 
containing configuration information.

-t, --type <arg> Type of the node to be configured. Allowed values: 
[single].

targets:

install -> Copy the specified bundle's files onto the local machine in 
preparation for    configure.

validate -> Run validation on configuration properties file. Display any 
errors/warnings.

configure -> Configure the specified bundle. Assumes bundle has already 
been installed.

Script Targets

The sections below are a brief overview of each target.

install

The install target copies the necessary software components from the 
<release-distribution> folder to the install folders on the local machine. This target should 
be run once per bundle (eodeliver). 

Installation directories: eodeliver.install.dir

validate

The validate target applies the install script's validation rules without applying them to 
the installation. This is an optional target and should be used to verify the integrity of 
deploy.properties and checks various connectivity points to external components from 
the current server. The validation includes these types of checks:

Required fields - validation that all required properties are found in the file.

Data types - validation of URLs, port numbers, and so on, to ensure they are in the 
correct formats.

File systems - validation that folders and files specified in the deploy.properties file exist 
and contain the target structures. This includes install folders etc.

Database connectivity - bundles that require a connection to the database verify the 
local server can establish a connection.
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configure

The configure target performs the same validation as validate and then applies the 
configuration to the local server. In the event that one or more property configurations 
are invalid, the script terminates and displays error messages detailing the issues. All 
invalid configuration is highlighted by a single execution of the script, so that you can fix 
all errors at one time.

The configure script is intended to be run during the first time install and to apply any 
subsequent configuration changes. When applying subsequent configuration changes, 
the script will terminate without making any changes if the bundle service is running. You 
must stop the service before being able to successfully re-configure the bundle.

The uninstall.groovy script

The uninstall.groovy script is used to uninstall bundles and service bundles. It is a target 
based interface allowing you to perform different operations with different invocations. 
Below is the usage statement of this script:

usage: groovy uninstall.groovy [options] [target [target2]]]

-b, --bundle <arg>       Specify the name of the bundle to uninstall.

-h, --help               Usage information.

-p, --properties <arg>   Specify the location of the deploy.properties file 
containing configuration information.

targets:

bundle -> Uninstall/delete the specified bundle from the local machine.

service -> Uninstall the specified service from the local machine

Script targets

The sections below are a brief overview of each target. 

bundle

The bundle target deletes the install folder identified be the ${eodeliver.install.dir} 
property of the specified bundle. All configuration files and temporary data files will be 
permanently deleted.

This target should be run if you would like to permanently remove the install from the 
current server.
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service

The service target uninstalls the system service from the machine. In the case of 
Windows, this uninstalls the Window Service. In the case of Linux, this removes the /init.d 
script and entries. 

Refer to “Uninstalling EngageOne Deliver ” on page 48 for further information.

Log files
In addition to info and error logging to a standard output, all install scripts place a 
time-stamped log file in the <release-distribution>\install\logs folder.
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35

External component install and configuration

Database
The EngageOne Deliver database must be created before running the Groovy Installer. 
Database connection details need to be provided in deploy.properties. The Deliver install 
package contains the SQL scripts for Microsoft SQL Server and Oracle databases. 

SQL scripts are at the following location: 
<release-distribution>/install/database folder (& subfolders)

Refer to “Setting up databases” on page 50 for further information on SQL Server or 
Oracle.

Note the following: 

• The SQL Server can also be installed with partition supported schema/tables.

• You can either use batch files for executing scripts or use your favorite SQL 
client or tool to execute .sql script files.



EngageOne Deliver standalone install

A standalone or single server installation is suited for demonstration, development and 
test type scenarios. A clustered installation is recommended for production environments.

Pre-installation steps
Before you begin be sure you have executed the following steps.

1. Installed Java and Groovy on the target application server.

2. Create the EngageOne Deliver database.

Setting Up the Properties 

Deploy.properties file
Properties from various properties files have been moved to the deploy.properties file.

<release-distribution>/install/deploy.properties.

There are sections present in deploy.properties. You need to go and make the changes to 
the specific properties section into the deploy.properties as per your configuration 
requirement.

deploy.properties sections requiring updates

dbc.properties RESTService.properties

mail.properties workflow.properties

openoffice.properties ClickatellMessageComposer.properties

rootfolder.properties blackoutWindow.properties

inlet.properties performance-monitor.properties

remoteservice.properties repositoryFacade.properties

outboundProcessor.properties asyncProcesses.properties

inbound-observer.properties proxy.properties

CustomServiceImpl.properties RMIService.properties
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Other Properties files 
Other Properties file 

There are some other properties files also in which you can make the changes after 
running all installation commands and before start the service. 

Properties mentioned below:

• encryptionKey.properties

• executor.properties

• keys.properties

• serverCluster.properties

• tableColumns.properties

The properties files above can be found at:

{Install_Home}\deployments\eodeliver.war\WEB-INF\classes directory.

Installing and configuring bundles
The installation process for each bundle is relatively similar. The following describes the 
general steps including specific details for each bundle. As of now, there is only one 
bundle in the application which is eodeliver bundle.

Note: On Windows, you must run the installation scripts as a user in the Administrators 
group. On Linux, you must run the installation scripts as root. 
Install bundle

SMPPService.properties PurgingSetup.properties

ems.properties securityConfiguration.properties

aws.properties inboundAsync.properties

autoNotification.properties mPushNotification.properties

trackingConfig.properties common.properties

remediationConfig.properties sparkpostConfig.properties

engageone.properties custom.properties

 (continued) deploy.properties sections requiring updates
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Execute the install target to copy the specified bundle to the target install location (for 
example, ${eodeliver.install.dir}).

groovy eodeliver.groovy -b <bundle> -p <deploy.properties path> install

Note: If the bundle is already installed, the install target will delete the binaries and 
temporary files before installing. Bundle configuration and data remain intact.

Validate configuration (Optional)
Run the validate target to check the configuration properties you have provided. 

groovy eodeliver.groovy -b <bundle> -p <deploy.properties path> validate

Note: The configure step performs these validations and prevents you from proceeding if 
any configuration properties have not been specified correctly.

Configure Bundle
The final step in the install process is to run the configure target. For a standalone 
installation, provide the node type (-t) value single. This step performs the following:

• Configures the bundle in the target install directory from the values provided in 
deploy.properties.

• Creates a Windows or Linux service to start and stop the application server.

groovy eodeliver.groovy -b <bundle> -p <deploy.properties path> -t single 
configure

Copy License Key
Copy:
license key(G1Keys.xml) 
to the:
{Install_Home}\deployments folder.

Re-Configure deploy.properties
To re-configure deploy.properties, follow the steps below: 

1. Stop the service. To start stop the service follow the instructions provided in 
Appendix H - System Services.

2. Make the changes on <release-distribution>/install/deploy.properties.

3. Run the command belowto reflect properties changes into the installed directory 
properties

groovy eodeliver.groovy -b <bundle> -p <deploy.properties path> -t single 
configure
For example (while running from <release-distribution>/install):
groovy eodeliver.groovy -b eodeliver –p deploy.properties -t single configure
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4. Start the “EngageOne Server eodeliver service” from services.To start stop the 
service follow the instructions provided in Appendix H - System Services
http://<server>:<port>/eodeliver
The page should load and displa the EngageOne Deliver login page.
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Installing and configuring the EODeliver bundle
1. Install the EODeliver bundle by executing the following command:

groovy eodeliver.groovy -b eodeliver -p <deploy.properties path> 
install

2. (Optional) validate the installation of the EODeliver bundle by executing the 
following:
groovy eodeliver.groovy -b eodeliver -p <deploy.properties path> 
validate

3. Configure the EODeliver bundle by performing the following:
groovy eodeliver.groovy -b eodeliver -p <deploy.properties path> 
-t single configure

4. Start the “EngageOne Server eodeliver service” from services. The page should load 
and display login page on EngageOne Deliver. 
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EngageOne Deliver cluster install

EngageOne Server clustered architecture supports both active-passive (failover only) 
and active-active (load sharing) configurations. It involves primary and secondary nodes 
configuration.

Pre-installation steps
Before you begin be sure you have executed the following steps.

1. Populated deploy.properties with the necessary configurations.

2. Installed Java and Groovy on the target application server.

3. Created EngageOne Deliver database.

4. Both the nodes (Primary and Secondary) should point to same database and same 
(shared) vendor location

Installing the primary node
The primary node is installed the same way as single node. Perform the following:

• Install bundle

• validate configuration - (optional) 

• Configure bundle

• Check and Review the instructions given in Failover Configuration (or 
Active-Active clustering configuration section of EngageOne Deliver Reference 
Guide.

• Follow the instructions given for Primary node

• This mostly requires editing of serverCluster.properties file which can be found 
at {Install_Home}\deployments\eodeliver.war\WEB-INF\classes
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Installing the secondary node
The Secondary node is installed the same way as single node. Perform the following:

• Install bundle

• validate configuration - (optional) 

• Configure bundle

• Check and Review the instructions given in Failover Configuration (or 
Active-Active clustering configuration section of EngageOne Deliver Reference 
Guide.

• Follow the instructions given for secondary nodes

• Edit the serverCluster.properties file which can be found at 
{Install_Home}\deployments\eodeliver.war\WEB-INF\classes

Starting the services & UI configuration
• Start EngageOne Deliver service on primary node

• Verify that EngageOne Deliver is running and you are able to log-in

• Start the EngageOne Deliver service on the secondary node

• Verify that EngageOne Deliver is running on secondary node and you are able 
to log in

• Log in from primary node using Super or Admin user.

• If you are running in an Active-Active setup, follow the steps on the user 
interface given mapping clustered nodes to profiles using the subsection of the 
Active-Active clustering configuration detailed in the EngageOne Deliver 
Reference Guide.

• Restart the EngageOne Deliver service on primary node

• Restart the EngageOne Deliver service on secondary node
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Upgrading EngageOne Deliver - Upgrading 
from previous versions

Upgrading from 2.x to 3.1
To upgrade from any versions before 2.7.1 to current version of EngageOne Deliver, you 
first need to upgrade to 2.7.1 version using 2.7.1 installer and then continue with the 
instructions in “Upgrading from 2.7.1 to Deliver 3.1” below.

Upgrading from 2.7.1 to Deliver 3.1
Introduction
The process of upgrading from a previous 2.7.1 version requires a database schema 
upgrade and a new software install of the current version. The information provided in 
this section runs through this upgrade process.

System Shutdown and backup
Here we describe how to prepare the EngageOne Deliver for the upgrade procedure:

• Stop network traffic - the EngageOne Deliver upgrade process requires system 
downtime. 

• Request all users save their work and log out of EngageOne Deliver.

• Stop all traffic to EngageOne Deliver services (REST API, Folder files etc…)

• Disable network traffic at the load balancer, leaving the system in a running 
state for some time so that inflight requests are processed.

• Shutdown the EODeliver bundle - before upgrading, shutdown the EODeliver 
bundle service installed.

• Backup database - using your preferred archiving mechanism, backup the 
EngageOne Deliver database (Microsoft SQL Server or Oracle).

Upgrade preparation
Ensure that you have followed the sections Extracting the release distribution and 
Installing scripting prerequisites. The release has to be extracted to a temporary location 
which will be referred to as <release-distribution> throughout this section. 

Follow the steps below if there are any configuration changes:
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1. Update the deploy.properties present in 
<release-distribution>/install/deploy.properties Deploy.properties upgrade section 
can be referred from EngageOne Deliver standalone install section.

2. (Optional) Ensure install.sql.cli path to deploy.properties file as detailed below

Note:  install.sql.cli is required if you wish to run the upgrade scripts directly through the groovy 
command. If you wish to run the upgrade database scripts manually this step is not required.

3. The folder structure of the .zip is as follows:

<release-distribution>/

    /bundles

    /docs

    /install

    /samples

    /upgrade

       migrate.groovy

       /database - see note below.

          /mssql

              /NonPartitionedDatabase

              /PartitionedDatabase  

          /oracle

Note /database (above) contains scripts to upgrade SqlServer and Oracle schemas 
found in the corresponding sub-folders.

Database schema upgrade
Here we describe how to upgrade your database schema.

• EngageOne Deliver database migration - The migrate.groovy script is located 
under <release distribution>/upgrade. This can be used to automate 
required data migration steps:
Note: Before running below database migration script, check if database is 
mssql then also set the partitioned or non-partitioned database property as true 
or false as per requirement.

Property Description Expected path example Database

install.sql.cli Sqlcmd.exe 
path of the 
SqlServer of the 
machine 

\\Program Files\\Microsoft 
SQL Server\\Client 
SDK\\ODBC\\130\\Tools\\Binn\\
sqlcmd.exe

SqlServer
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Partitioned and non partitioned property are present in: 
<release-distribution>/install/deploy.properties.

Run the command below to migrate the db scripts:

groovy migrate.groovy -p ..\install\deploy.properties database

Points to note:

If the install.sql.cli property has been provided then it will automatically run the upgrade 
db scripts present in <release-distribution>/upgrade/database/<mssql or 
oracle>

If the install.sql.cli property has not provided follow the instructions below to run the 
database scripts manually. 

<release-distribution>/upgrade/database/<mssql or oracle>

• Running the upgrade script - when operating in an MSSQL enviornment the 
instructions below need to be followed if the install.sql.cli property has not been 
included into the deploy.properties file. In an Oracle environment, these scripts 
needs to be execute manually. 

There may be one or more upgrade scripts that need to be invoked before the 
bundles are installed, this will depend on which version you are performing the 
upgrade. All the scripts can be found in folder:
<release-distribution>/upgrade/database/<mssql or oracle>

Property Name Value

isPartitioned.db true/false
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In this folder there are a series of scripts:

<release-distribution>/upgrade/database/<mssql or oracle>/

/mssql

      /NonPartitionedDatabase

        ...

        / 01-EODeliver-mssql-2.7.1_to_3.1.sql

        etc.

      /PartitionedDatabase

        ...

        / 01-EODeliver-mssql-2.7.1_to_3.1.sql

        etc.

/oracle

  ...

01-EODeliver-ora-2.7.1_to_3.1.sql

  etc.

Copy these scripts to a temporary location on the target database server. Execute them in the 
sequence outlined in the file names, for 2.7.1 to Deliver 3.1.

Note: After running the upgrade script need to follow the steps that follow.

Upgrading from 2.7.1 to 3.1 - required property changes
You need to check the properties files below after running the migration script. If there 
are any changes have been made to these properties files, e.g. host, security etc., you will 
also need to change the corresponding properties in the current installed bundle

{Install_Home}\eodeliver\deployments\eodeliver.war\WEB-INF\security.xml 

{Install_Home}\eodeliver\deployments\eodeliver.war\WEB-INF\classes\applicationCont
ext-resources.xml

{Install_Home}\eodeliver\deployments\eodeliver.war\WEB-INF\servlet.properties 

{Install_Home}\eodeliver\deployments\eodeliver.war\WEB-INF\applicationContext.xml 
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Update other property files:
Check the property files listed below, if there have been any changes made previously in 
the 2.7.1 installation, these will not be reflected in the deploy.properties file. The property 
files in the following location must be updated in accordance with your 2.7.1 installation:

\bundles\eodeliver\deployments\eodeliver.war\WEB-INF\classes

• encryptionKey.properties

• executor.properties

• keys.properties

• serverCluster.properties

• tableColumns.properties

Start the eodeliver service:
Start the EngageOne Server eodeliver service from services.To start/stop the service 
refer to the “Appendix H - System Services” on page 106 

When the service is started properly, check with below URL. 
http://<server>:<port>/eodeliver

The page should load and display login page on EngageOne Deliver. 
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Uninstalling EngageOne Deliver 

The following section describes the process of uninstalling EngageOne Deliver.

Uninstalling EngageOne Deliver
System service - on Windows and Linux a service is installed to manage the start and 
stop of the software, refer to “Appendix H - System Services” on page 106 for more detail.

A typical uninstall of the product involves:

1. Shutting down the eos-eodeliver service.

2. Running the uninstall.groovy script's service target.

3. Running the uninstall.groovy script's bundle(eodeliver) target.
After shutting down the service a typical execution of uninstall.groovy presents as follows:

> groovy uninstall.groovy -p deploy.properties -b eodeliver service

[INFO ] Uninstall 'eodeliver' service
[INFO ] Arguments: -b eodeliver -p deploy.properties service
[INFO ] Checking eos-eodeliver service is not running
[INFO ] Uninstalling eos-eodeliver service
[INFO ] Service eos-eodeliver has been uninstalled successfully
[INFO ] Details of 'service' target's results in log file 
D:\Groovy_Installer\04-09-19_2\EngageOne_Deliver--3.1\install\logs\eos-eode
liver-service-uninstall-2019-09-05-211834.log
[INFO ] ------------------------------
[INFO ] uninstall 'service' - SUCCESS
[INFO ] ------------------------------

> groovy uninstall.groovy -p deploy.properties -b eodeliver bundle
[INFO ] Uninstall 'eodeliver' bundle
[INFO ] Arguments: -b eodeliver -p deploy.properties bundle
[INFO ] Validating configuration properties
[INFO ] Checking eos-eodeliver service is not running
[INFO ] Status of eos-eodeliver service is: uninstalled. Deleting bundle
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On Linux Machine

Uninstall bundle’s service

$ sudo -s
# groovy uninstall.groovy –b <bundle> -p <deploy.properties path> service
# exit

Uninstall bundle

# groovy uninstall.groovy –b <bundle> -p <deploy.properties path> bundle
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Microsoft SQL Server 2014/2016/2017 configuration
.For installing the EngageOne Deliver 
database, the user running the installation 
scripts is recommended to have full 
ADMIN rights (for one-time operation), as 
these scripts will create/drop/alter 
various EngageOne Deliver tables, indexes, functions etc.

Whereas, the runtime user requires the following permissions for tables and stored 
procedures within the Deliver schema: SELECT, INSERT, UPDATE, DELETE and 
EXECUTE.

|To populate the database:

1. Create a folder named “mssqldb” in your drive C:\.

2. Backup and drop the Deliver database if it already exists. 

3. Go to the Deliver installation directory, and browse to the 
<release-distribution>/install/database/. Copy the MSSQL 
folder to the server where your database is installed. 

4. On the server where your database is installed, open and update 
MSSQL_create_emessaging_init_db.bat. The batch file command is shown below. 
You can either run this batch file or run .sql files in your favorite SQL Client and tools. 

osql -S172.16.12.107\MSSQL2 -Usa -Pem4dm1n -iMSSQL_create_emessaging_init_db.sql

Oracle 11g/12c configuration
|To populate the database:

1. Create a folder named ORADB on your drive “C”. This is where Deliver datafiles will 
be stored.

2. Deliver assumes that your default temporary tablespace is named TEMP. If you are 
using a different default temporary tablespace, please edit 
ORA_create_tbspc_user.sql to reflect what you have in your Oracle database.

 NOTE: IF YOU WISH YOU TO SETUP DATABASE 
WITH PARTITION SUPPORT, REFER TO
APPENDIX F – SETTING UP MS SQL SERVER 
DATABASE WITH PARTITION SUPPORT
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3. Locate the Deliver installation folder, and browse to the 
<release-distribution>/install/database/Oracle folder. You can either 
run batch files or run .sql scripts in your favorite SQL client or tools

4. Run the ORA_create_tbspc_user.bat to create the tablespace. Note that you must 
edit the batch file to replace the username and password with a user that has a 
privilege to create tablespace (ex. system).

An example of an edited batch file contains the following texts:

sqlplus system/admin@adminorcl @c:\dbbkup\ORA_create_tbspc_user.sql

Note that if you created a different folder name or location in step 1, you must also edit 
ORA_create_tbspc_user.sql file to point to your created ORADB folder.

An example of an edited ORA_create_tbspc_user.sql file contains the following texts:
CREATE TABLESPACE EM_TBSPC 
DATAFILE 'C:\ORADB\EM_TBSPC_01.DBF' SIZE 512M;

5. Run the ORA_create_emessaging_init_db.bat. Please check that this batch file 
contains the correct username and password you have chosen and entered in the 
Deliver installation steps.

An example of an edited batch file contains the following lines:
sqlplus emessaging/admin@adminorcl 
@D:\dbbkup\ORA_create_emessaging_init_db.sql

Warning: You may get the following error while accessing Oracle 11g database from 
Deliver running on a UNIX based machine:

Caused by: java.sql.SQLException: ORA-00604: error occurred at 
recursive SQL level 1

ORA-01882: timezone region not found

To resolve this error, add following JVM arguments while starting EngageOne Deliver 
service:

eodeliver.jvm.settings=-Xms1g -Xmx4g -Djava.net.preferIPv4Stack=true 
-Dfile.encoding=UTF-8 -Doracle.jdbc.timezoneAsRegion=false

For example, in deploy.properties file, change the JVM settings as needed. E.g.

"JAVA_OPTS=$JAVA_OPTS -Doracle.jdbc.timezoneAsRegion=false"
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EngageOne Deliver upgrade
You also need to configure some additional settings, if you are upgrading your 
EngageOne Deliver application from a previous version to 3.1. To do so, ensure that the 
following configuration settings are in place:

1. In the Deliver installation directory, navigate to the 
{Install_Home}/deployments/eodeliver.war/WEB-INF folder.

2. Open the security.xml configuration file in edit mode and replace the following tag:

<bean id="password" class="com.g1.emessaging.util.Password" 
scope="prototype">

<property name="passwordEncoder" ref="passwordEncoder" />

<property name="minLength" value="6" />

</bean>

With

<bean id="password" class="com.g1.emessaging.util.Password" 
scope="prototype">

<property name="passwordEncoder" ref="passwordEncoder" />

<property name="minLength" value="8" />

<property name="alphaNumericRequired" value="true" />

<property name="splCharactersNotAllowed" 
value="${spl.chars.not.allowed}" />

<property name="maxLength" value="20" />

</bean>

3. In the installation directory, navigate to the deploy.properties file 
folder.

4. Open the file and check outboundProcessor properties section. Review and 
verify the following property:

# Special characters not allowed in password input field

spl.chars.not.allowed=` ~ * < > . ! ' ; :
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Providing access to remote Data Flow / Generate and Designer 
servers

Deliver includes a message scheduling function. The scheduling function provides 
business users with the possibility to manage sending outbound messages from a simple 
browser interface. Scheduled jobs in Deliver can optionally call Data Flow to prepare 
uploaded data for Designer and/or call Designer to format message content. For a given 
scheduled job, the business user can select preconfigured Data Flow Plans and Designer 
Templates (that have been associated with Deliver) to process their uploaded data prior 
to Deliver sending the composed content as email or SMS messages. 

The Data Flow Server (DFS) and Designer server may reside on a different server to 
where Deliver. If Deliver is expected to communicate with DFS and/or Designer services 
on a remote server, a listener application should be installed on the remote server. At 
runtime, the listener will listen for incoming requests from Deliver and execute the 
requests on the DFS/Designer server.

| To install the listener application on the remote server:

1. Go to the <EngageOne Deliver Home>/remote folder. The folder should contain a 
jar file, a properties file, and a batch file.

2. Copy the contents of this folder to a folder on the remote server.

3. Edit the copied batch file (run.bat) in a text editor. Locate the pathto text. Replace 
this text with the full path leading to this file (e.g. c:\e-Messaging\remote in the 
remote servers). At this stage, you can also update the log file location by updating 
the "log.remoteLocation" property value. Make sure to specify the complete path 
leading to the log file.

4. Run the batch file. The listener waits for remote access requests. You can view the 
generated log file for information on the requests received.

Updating the listener properties file

The remote folder comes with a properties 
file ("service.properties") for storing 
configurable settings. These settings 
include the RMI port on which the listener 
will listen, and the service names for the 
Designer / DFS service classes. The 
properties file also contains the list of 
allowed DFS, Designer, and Post-Designer 
executable commands. Commands not 
found in the list will not be executed by the 
service classes.

 NOTE THAT THIS PROPERTIES FILE 
(SERVICE.PROPERTIES) IS A MIRROR OF THE 
ENGAGEONE DELIVER APPLICATION'S OWN 
“REMOTESERVICE.PROPERTIES” FILE. THE VALUES 
ASSIGNED TO THE PROPERTIES DEFINED IN THESE 
TWO PROPERTIES FILES SHOULD BE THE SAME TO 
ENSURE SEAMLESS COMMUNICATION BETWEEN 
THE ENGAGEONE DELIVER APPLICATION AND THE 
LISTENER APPLICATION.
UPDATING THE PROPERTIES FILES WILL REQUIRE A 
RESTART OF THE LISTENER APPLICATION.
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Starting Open Office service 
To enable the conversion capabilities of 
EngageOne Deliver, Open Office Service 3 
has to be started manually. 

To start the service in Windows, execute 
the command below:

soffice -headless -accept="socket,host=<host>,port=<port>;urp;"

The <host> and <port> values define the host and port of the machine which will listen 
for Open Office Service requests. The <host> value can either be 0, the host's IP address, 
or the host's machine name. It should not be set to localhost or 127.0.0.1. The <port> value 
is typically set to 8100.

To load balance conversion requests, multiple instances of the Open Office service can 
be started. To benefit from performance gains, it is recommended that only a single 
instance runs on each machine. Additional instances can be started on different 
machines by manually executing the command above.

Due to limitations in the Open Office implementation, a service may terminate 
unexpectedly while converting specific corrupted input files. As a work around, you may 
opt to loop the execution of the start-up command so that the service can immediately 
restart should this unexpected event occur.

|To loop the execution:

1. Create a batch file that contains the following script:

 THE OPENOFFICE SERVICE SHOULD BE INSTALLED 
LOCALLY ON THE SAME SERVER AS ENGAGEONE 
DELIVER FOR SUCCESSFUL OPERATION.

c:
cd c:\Program Files\OpenOffice.org 3\program
:loop
echo off
echo soffice started %date% %time%
echo on
soffice -headless -accept="socket,host=<host>,port=<port>;urp;" 
echo soffice failed %date% %time%
goto loop
exit
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2. Run the batch file on the machines 
you would like to start the Open 
Office Service.

To start the Open Office service on Linux, 
execute the command below:

The <host> and <port> values define the host and port of the machine which will listen 
for OpenOffice Service requests. The <host> value can either be 0, the host's IP address, 
or the host's machine name. It should not be set to localhost or 127.0.0.1. The <port> value 
is typically set to 8100. For Linux, it is required that the OpenOffice service is run on the 
same server as the EngageOne Deliver installation. An example command is: 

To load balance conversion requests, multiple instances of the Open Office service can 
be started. To benefit from performance gains, it is recommended that only a single 
instance runs on each machine. Additional instances can be started on different 
machines by manually executing the command above.

Due to limitations in the Open Office implementation, a service may terminate 
unexpectedly while converting specific corrupted input files. As a work around, you may 
opt to loop the execution of the start-up command so that the service can immediately 
restart should this unexpected event occur.

| To loop the execution create a shell script that contains the following:

 AFTER INSTALLING OPEN OFFICE, YOU WILL NEED 
TO ACCEPT ITS SOFTWARE LICENSE AGREEMENT 
BEFORE YOU CAN USE THE OPEN OFFICE 
SERVICE. TO DO THIS, OPEN AN OFFICE 
APPLICATION (E.G. OPENOFFICE.ORG WRITER), 
AND ACCEPT THE LICENSE AGREEMENT.
BEFORE RUNNING THE SCRIPT, CLOSE ALL OPEN 
OPEN OFFICE APPLICATIONS (E.G. 
OPENOFFICE.ORG WRITER) AND ALSO END THE

SOFFICE.BIN AND SOFFICE.EXE PROCESSES, USING 
WINDOWS TASK MANAGER.

soffice -headless "-accept=socket,host=<host>,port=<port>;urp"

soffice -headless "-accept=socket,host=0,port=8100;urp"

#!/bin/sh

cd <Directory where OpenOffice is installed>/program

while [ true ]

do

  echo "`date`: Starting soffice"

  ./soffice -headless "-accept=socket,host=<host>,port=<port>;urp"

  echo "`date`: soffice failed"

done
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First log-in
Deliver includes a default Super User account. Upon installation, this is the only account 
which you can use to login to Deliver.

|To login:

1. Access the deployed Deliver application by opening a browser and pointing it to: 
http://<host>:<port>/<context> (e.g. http://localhost:8080/EODeliver/). This URL 
may vary depending on the installation.

2. You will be presented with the log-in page. Enter the credentials provided below:
Username: super
Password: Tomcat@123

3. You will be presented with the Vendor Creation page.

Creating the initial vendor
After installation, Deliver will not yet have a vendor setup. Upon login, the Super User will 
be forced to create a new vendor before being allowed access to the other pages within 
the system.

|To create a vendor:

1. Select the Vendor Type from the dropdown menu.

Licensed - configured for single vendor environment, e.g. a customer has purchased 
an EngageOne Deliver software license.

Hosted - configured for multiple vendor hosting, e.g. in a hosted environment or a 
service bureau customer purchasing a software license to set up different 
end-customers to be able to use Deliver independently.

2. Enter a name in the Vendor Name field. This will be used for identifying the vendor 
across the system.
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3. Enter the address information.

4. Click the Create Vendor button to add the new vendor.

5. Refer to the EngageOne Deliver User's Guide for details on navigating through the 
Deliver application, including configuration and the steps for changing the Super 
User's default password.
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This section describes how Deliver can be configured to suit your organizational or 
individual requirements. Configuration settings can be defined at the vendor, system, 
operational or user management levels.

System configuration
Deliver can be configured to support your organization's specific site requirements. What 
you can see and do with the application depends on the options selected at installation 
and the configuration settings defined for you by the System Administrator or your 
Manager.

Installation options selected

During installation, the following options are defined:

• The date and date-time format can be set during installation. The default is 
dd-MMM -yyyy and dd-MMM-yyyy, HH-mm '[GMT' Z']'.

• Database - This latest release supports Microsoft SQL Server and Oracle.

• SMTP Mail Settings - SMTP Host and Port are defined.

• PDF Converter Settings - OpenOffice Converter Host and Port are defined.

• Root Folder Settings (Root) - Base location for vendor specific operations.

Configuration settings defined

After installation, your System Administrator or Manager defines the following groups of 
settings:

• Vendor and System - Defines the roles in the company, the default secret 
questions for forgotten password, the initial user of the company that can create 
other users, vendor environment parameters, gateways and optionally 
integration with existing user authentication systems using LDAP.

• User Management - Defines users belonging to a company and the role for 
each user. 

• Operational - Defines the Inbound and Outbound Profiles to be used by your 
company. These profiles determine how inbound and outbound messages are 
to be processed. This also covers settings for using Data Flow Server (DFS) and 
Generate when these are to be controlled by the EngageOne Deliver Scheduled 
Jobs function.
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The following sections provide a short introduction to some of these settings and how 
they affect what you can see and do within Deliver. 

The System Configuration section discusses the basic system requirements for you to get 
started and perform basic functions of the application. Other sections will provide 
information on how to login, know what roles and permissions are set, basic guidelines on 
working with menus and navigating through the Web pages.

The following sections describe prerequisites required prior to using Deliver. 

EngageOne Deliver languages

The Deliver application detects your browser’s default language setting and displays 
Deliver Web pages in that language, if they are available. By default Deliver comes with 
user interfaces in the following languages:

• English

• French (Canadian)

• German

• Portuguese (Brazilian)

• Spanish (Unified)

New language interfaces can easily be added to Deliver. Refer to the EngageOne 
Deliver Reference Guide for instructions on how to add new language resource bundles.

Receiving messages

In order for your company to receive messages and process them (e.g. categorize, 
convert content, index and archive), Inbound Profiles must be set-up in the application. 
This will define the Gateway through which e-mail and SMS messages will be routed as 
well as define the processing rules to be performed on the message received. Deliver 
interfaces with e-mail servers using the POP3 or IMAP protocol for retrieving inbound 
messages. By default Deliver receives inbound SMS messages in one of three ways:

• using a callback URL in the case of Clickatell

• via an SMPP inbound listener that connects to an SMS gateway directly over 
TCP/IP 

• via the Java API described in the EngageOne Deliver Reference Guide

To receive inbound SMS messages via SMPP, an inbound profile should be configured as 
outlined below.
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The e-mail account from which Deliver is to collect inbound messages must be specified. 
In the case of processing inbound SMS messages, an SMS API ID is required. The SMS 
API ID is provided by the SMS gateway (www.clickatell.com is the default gateway). 
Shown below is a portion of an Inbound Profile set-up page.

In order for you to access the content from these messages and process them via a 
workflow, your login name or the user group (Role) you belong to must be associated 
with these Inbound Profiles. Refer to the Roles and Permissions section on page 65 for 
more details on associating Inbound Profiles.

Sending messages

In order for your company to compose and send messages, Outbound Profiles must be 
set-up in Deliver. This will define the Gateway server to send messages through and the 
processing rules for composing, digitally signing, sending and archiving messages. The 
Gateway server could be an SMTP server or one of the supported connections to an SMS 
Gateway:

• SMSo - to send messages via SMTP to the Clickatell SMS Gateway.

• SMPP_transmitter or SMPP_transceiver - to send messages directly to an SMS 
gateway via SMPP.
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• Custom - to pass message content to an SMS gateway via the Java SMS API 
that is described in the EngageOne Deliver Reference guide.

For SMSo the outbound profile SMS APP ID configuration is done as shown below in this 
section of a sample of an Outbound profile configuration. 

For Outbound Profiles that reference SMPP_transmitter and SMPP_transceiver 
gateways (SMPP-SMS), the configuration is the same as above except that the Clickatell 
username and password do not have to be specified.

For SMPP-SMS delivery acknowledgements to be received and handled correctly, there 
needs to be an Inbound Profile that references either an SMPP_receiver or 
SMPP_transceiver gateway. In the Inbound Profile that references an SMPP_receiver 
gateway, Workflow Bounce must be checked and the SMPP_transmitter gateway, that is 
to send SMPP-SMS messages, must be specified. This is known as an 
inbound-to-outbound mapping. Shown below is the section of a sample SMPP Inbound 
Profile that demonstrates this inbound-outbound mapping:

Data Flow Server and/or Generate can be used to prepare data and format content for 
the messages sent by Deliver. Once Data Flow Plans and Generate Applications have 
been created, their details may be imported into Deliver. Composed output may also be 
processed directly by EngageOne Deliver by writing it into the folders specified by an 
Outbound Profile. Alternatively, messaging campaigns can be managed and scheduled 
by non-technical users through the Scheduling Web browser interface of Deliver. 
Scheduling jobs can use Data Flow Plans (for data preparation and formatting) and 

Gateways that need to 
be defined for sending 
messages.
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Generate Applications (for message content formatting). However, you can also 
schedule jobs without the use of Data Flow or Generate by either uploading directly the 
DIJ files or specifying their location on the server.Refer to the Operational Settings for 
more details on setting up Data Flow Plans and DOC1 Applications. They must also be 
enabled for your company in the Vendor Environment Settings page.

In order for you to be able to schedule jobs for specific Outbound Profiles and view/edit 
them, your login name or the user group (Role) you belong to must be associated with 
these Outbound Profiles. Refer to the Roles and Permissions section on page 65 for more 
details on associating Outbound Profiles.

Indexing and archiving messages

Deliver can be configured to prepare both in- and out-bound e-mail and SMS messages 
for archiving in Vault. Archive preparation functions performed by Deliver include:

• Automatic or minimum click indexing of e-mail and/or SMS content. Including 
the generation of journal files for Vault in the required format

• Single instance storage of messages addressed to more than one recipient

• Optional conversion of content including e-mail attachments to PDF prior to 
archiving including the following options:

• Extraction of attached ZIP files prior to conversion, including nested ZIP files

• Extraction of MS Outlook rich text content (MS-TNEF / winmail.dat files) prior to 
conversion

• Conversion of HTML to MHT format - embedding images (already embedded or 
externally referenced) to ensure version control of complete content

• Safely batching up content into Vault “collections” for efficient loading, 
compression, storage and retrieval. Refer to the Vault Customizing Guide for 
additional information on the “collections” format.

Before you begin working with Deliver, be sure that Vault has been configured to work 
with EngageOne Deliver. Refer to the  Deliver Reference Guide for instructions on 
configuring Vault. Similarly, be sure that Deliver has been configured to prepare message 
content for archiving in Vault. This is done through the Vault settings section of the 
Inbound Profile page. Vault must also be enabled for your company in the Vendor 
Environment Settings page.
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Working with workflows

 Deliver provides two workflow options:

1. Basic workflow built into the solution to allow users to:

i. Manage content conversion for messages that fail to convert automatically or 
simply check conversion prior to archiving.

ii. Index creation for inbound messages - when automated indexing is not possible.

iii. Manage bounced messages.

iv. Manage response creation for inbound messages including the automatic 
categorization and routing of messages based on their content. 

v. Close bulk workflows that are open.

2. Provide file based "XML workflow objects" that can be loaded into a third-party 
workflow solution. When this option is selected the built-in workflow (1 above) would 
still get used for content conversion and index creation for inbound messages - when 
automated conversion and / or indexing is not possible.

The workflow options enabled for your company are specified on the Vendor 
Environment Settings page.

The built-in (or 
integrated) 
workflow 
options allow 
you to perform 
the actions as 
listed above. 
However, 
restrictions can 
be imposed on 
what workflow actions a user can execute for specific Inbound Profiles associated to their 
login name or the user group (Role) they belong to. Refer to Roles and Permissions 
section on page 65 for more details on associating workflow actions in Inbound Profiles. 

Working with workflows may require you to view content in PDF format. Hence, it is 
recommended that you have Adobe Acrobat 8 installed in your work station. Some 
Workflow pages also use HTML iFrames. For example, when viewing message content 
on the Workflow Conversion or Workflow Indexing pages, another instance of Deliver 
appears in the iFrame. 
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Generating reports

 Deliver provides a comprehensive and graphic reporting capability. The content of the 
reports generated is restricted to the messages received or created by Inbound and 
Outbound Profiles associated directly to a user’s login name or the Role assigned to their 
login name. 

Refer to Roles and Permissions section on page 65 for more details on associating reports 
to Inbound and Outbound Profiles.

Login and security
For you to be able to login to Deliver, you must either have received an e-mail providing 
you with your login and one time password or you have been given instructions that you 
can use your corporate login to access the application.

| To login:  Click on the  Deliver icon displayed on your desktop
if it is installed on your workstation, select Start/All Programs/PreciselyEO/ Deliver or click 
on the  Deliver URL that will be provided to you by your System Administrator or Manager.

The Start/All Programs/PreciselyEO/ Deliver option is only applicable to Windows 
platforms. The user has the option to change the program grouping name (i.e. 
PreciselyEO) during the installation. The convention in accessing the application is 
“http://<host>:<port>/<context>” (e.g. http://localhost:8080/EODeliver/). This URL 
may vary depending on your installation.

Enter Username 
and Password 
indicated in user 
notification e-mail.

Password is 
case sensitive.
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The application has its own built-in 
security for managing users, roles, 
authentication, access control and 
encryption. However, it can also integrate 
with existing user authentication systems using LDAP.

If you are using the application's built-in 
user management module and your login 
credentials (including one time password) 
are authenticated properly, you will 
immediately be asked to change your 
password.

After your password has been accepted, the Home page will be displayed and you can 
now begin working with Deliver.

Roles and permissions
Roles and permissions play a very important role in what you see, gain access to and 
functions you may perform in Deliver. There are several levels in which this is 
implemented across the application.

 REFER TO THE ENGAGEONE DELIVER REFERENCE 
GUIDE FOR MORE DETAILS ON LDAP.

 NO PASSWORD CHANGE IS ALLOWED IN 
ENGAGEONE DELIVER IF YOU ARE USING YOUR 
CORPORATE LOGIN TO ACCESS THE APPLICATION.
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Role based restriction

With role based restriction, the pages you are allowed to access are limited by the 
privileges assigned to the role that your user login is attached to.

| To view the role attached to you:  Select Home/My Settings.
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| To view the privileges assigned to the role:  From the My Settings page, click on View 
description of roles button.

Vendor based restriction

With vendor based restriction, the pages and reports you are allowed to view / update is 
filtered by the vendor assigned to you when your login was created. It's easy to check 
what vendor you belong to as it is normally displayed as a header on most pages you 
can navigate to.

User type based restriction

There are three types of users: initial user, regular user and super user. The initial user is 
the default user created automatically when a vendor is created while the regular users 
are the users created by the initial user or the super user for the specified vendor. The 
initial user has the highest privilege settings for a vendor. It is set to "All / Default" role. 
On the other hand, the super user is the single user that has the highest privilege settings 
in Deliver. The super user can access data from all vendors defined in the application.
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If you are a super user, you can filter by vendor the data you want to view or work on. 
Initial users or regular users do not have this facility displayed on their pages because 
they are associated with a single vendor.

Profile based restriction

The Inbound and Outbound profile pages specify how inbound and outbound messages 
are to be processed by Deliver. You can set-up a vendor to have several Inbound and 
Outbound Profiles. Within each of these profiles, permissions are defined for specific 
tasks.

| To quickly view the Inbound Profiles attached to you:  Select Workflow from main 
menu tabs then click on the Inbound Profile dropdown button.
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|To view a specific Inbound Profile:  Select Configure/Operational Settings/Inbound 
Profiles and then select the Inbound Profile name from the Inbound Profile page.

| To view a specific Outbound Profile:  Select Configure/ Outbound Profiles and then 
select the Outbound Profile name from the Outbound Profile page.
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Menus and screen navigation
There are a number of alternative ways by which you can get to the page you want to 
view or create / update transactions in the Deliver application. The alternative you select 
will largely depend on your experience with other applications and your personal 
preference. Regardless of the alternative you select, the look and feel of the application 
as well as the navigation options has been standardized across all the Web pages to 
help reduce the learning curve for first time users of Deliver.

If your company owns the application 
(licensed owner), the branding and colors 
of all user interfaces can easily be 
modified to suit your particular company 
needs. 

All interfaces comply with W3C guidelines for accessibility.

All interfaces function in Web browsers with Javascript enabled or disabled.

Home page

The Home page is the very first page that will be displayed once your login and 
password has been accepted by the application.

 REFER TO THE ENGAGEONE DELIVER REFERENCE 
GUIDE FOR INSTRUCTIONS OR CONTACT YOUR 
SYSTEM ADMINISTRATOR TO APPLY THE CHANGES.
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Menu options available

Depending on the roles associated 
with your user login, a number of 
sub-menu options may not be 
available to you. Deliver 
implements this by either not 
showing the sub-menu option on 
the screen or graying it out. The 
manner of implementation is 
defined in the Roles page. Shown 
here is an example of a grayed-out 
implementation of denied 
sub-menus.

The Help sub-menu option will be visible 
to all users. Clicking on the link will open 
a new browser loaded with Deliver’s help 
topics. 

 THE HELP PAGES WILL NOT DISPLAY ON 
JAVASCRIPT-DISABLED BROWSERS. YOU WILL 
HAVE TO ENABLE JAVASCRIPT TO VIEW THE HELP 
TOPICS.
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Page layout and navigation

The typical page that you will work with will have the following page lay-out and 
navigation options

1. Application logo - This is the default Deliver logo. If your company is the licensed 
owner of the Deliver application, it can be customized for your company as needed. 
Contact your System Administrator for details.

2. Main menu tabs - This displays the main menu options available. You can click on 
any of the tabs while working on a page. This will take you to the tab with the 
sub-menus displayed.

3. Dropdown icon - You can click on this icon to select from a list

4. Search icon - You can click on this icon  to initiate a search for records that meet 
the filter conditions you have specified.

5. Sorting icon - This indicates how the records are sorted for the specified field. You 
can click on this button to reverse the current sorting.

6. Links - These allow you to go to the details of the displayed record. This is underlined 
in pages with multi-record tabular displays and in regular blue font in single record 
display pages.

7. Action buttons - You can click on this icon to trigger an action based on the current 
record or records you are working on.

8. Sub-menu options - This displays the sub-menu options available for the highlighted 
main menu tab. You can click on any of the sub-menu options while working on a 
page. This will take you directly to the selected page.

9. Highlighted sub-menu option - This indicates the page you are currently working on.

10. Logged in user - This is the name of the user currently logged in.
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When you click on another Tab or Sub-menu option and you want to return to the 
previous page you were working on, you can click on the previous page icon of your Web 
browser.

View only page

Some pages are view only pages. Typical examples of these are description pages.

Viewing tabular display pages

For multi-record tabular display pages, the maximum number of records that are 
displayed per view is 10, by default. On initial display of the page or after clicking on the 
Search icon, only the first 10 records will be displayed if there are more than 10 records to 
be displayed. The other records can be displayed using the Pagination toolbar or the 
Vertical scrollbar.

For the columns displayed, there is no maximum number of columns that can be 
displayed. It all depends on the width of the columns. If not all columns can be displayed 
on the screen, the hidden columns can be displayed using the Horizontal scrollbar.
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|To view sets of records on screen:  Click on the Pagination toolbar displayed below 
the tabular display.

The pagination toolbar will only appear if the number of records to be displayed 
exceeds10.

Vendor and system settings
The Vendor and System Settings sub-menu of Deliver allows you to configure vendor and 
system parameters that are used by the application. This includes defining the roles for 
the company, the default secret questions for forgotten password, the initial user of the 
company that can create other users, vendor environment parameters and gateways.

Vendor creation

 Deliver users are normally associated with a vendor. The Vendor Creation page allows 
you to add a vendor in the system or edit information for an existing vendor. Only Super 
Users are allowed to access this page.

On the Super User’s very first login to Deliver, he will immediately be redirected to the 
Vendor Creation page. He will need to create at least one vendor before the rest of the 
Deliver system can be made accessible.
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|To create a vendor: 

1. Select Home / Vendor/System Settings / Vendor Creation.

The initial display allows you to enter the information necessary to create a new vendor.

2. Select the Vendor Type from the dropdown menu.
Licensed – configured for single vendor environment, e.g. a customer has purchased 
an  Deliver software license.
Hosted – configured for multiple vendor hosting, e.g. in a hosted environment or a 
service bureau customer purchasing a software license to set up different 
end-customers to be able to use  Deliver independently.

3. Enter a name in the Vendor Name 
field. This will be used for identifying 
the vendor across the system.

4. Enter the address information.

 FOR A HOSTED VENDOR TYPE, THE NAME MUST BE 
UNIQUE ACROSS ALL VENDORS. NAME, ADDRESS 
LINE 1, ADDRESS LINE 2, TOWN, REGION, 
POSTCODE, AND COUNTRY FIELDS ARE REQUIRED 
FIELDS.
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5. Click the Create Vendor button to add 
the new vendor.

6. After successfully creating a vendor, 
you will be redirected to the Secret Questions page. Refer to the Secret Questions 
section on page 77 for details on how to create Secret Questions.

The creation of a new vendor will trigger the creation of a default user for this vendor 
(named after the specified vendor name) associated with a default role (“All/Default”).

|To edit a vendor: 

1. Select Home / Vendor/System Settings / Vendor Creation.

2. Select the vendor name from the Filter by-Vendor dropdown menu.

3. Click the Change Vendor button. This will fill the respective fields with the selected 
vendor’s information. This will also change the Create Vendor button’s label to “Edit 
Vendor”.

4. Change the field entries you want to 
edit.

5. Click the Edit Vendor button to save 
your changes.

6. After successfully editing the vendor details, you will be redirected to the Secret 
Questions page. Refer to the Secret Questions section on page 77 for details on how 
to create Secret Questions.

While updating or viewing existing vendor information, you may opt to return to creating 
a new vendor. You can do this by choosing “[New Vendor]” from the Filter by-Vendor 
dropdown menu and clicking on the Change Vendor button. This will clear out the 
displayed information on the page and allow you to proceed with creating a new vendor.

Importing and exporting vendor information

It is possible to export the Deliver settings for a given vendor 
as a ZIP file containing both database settings and Vendor 
Folder Structure that can be imported into a different Deliver 
environment of the same software version as the file was 
exported from.

 ONLY THE NAME FIELD IS MANDATORY FOR A 
LICENSED VENDOR TYPE.

 YOU CAN EDIT ALL VENDOR RELATED INFORMATION 
EXCEPT FOR THE TYPE AND NAME.
76



Configuration settings
| To export a vendor:

1. Select Home / Vendor/System 
Settings/Vendor Creation

2. Select the name of the vendor to be 
exported using the Filter by-Vendor 
dropdown menu.

3. Click the Export Vendor button. You 
will be requested to select the location 
you wish to export the selected 
vendor’s settings to. 

4. After selecting a directory click the Save button.

5. The selected vendor’s settings will be exported as a ZIP file.

| To import a vendor: 

1. Select Home / Vendor/System Settings/Vendor Creation.

2. Click the Browse button and select an 
Deliver vendor’s settings ZIP file that 
was exported from an EngageOne 
Deliver system of the same software 
version.

3. Click the Import Vendor button.

4. If a vendor of the name specified in 
the ZIP import file already exists, all of 
its settings will be updated. If a vendor 
of the specified name does not exist 
then one will be created. 

Secret questions

Secret Questions allow the vendor to provide a “backup password” facility for you, in 
case you forgot your account password. The backup password comes in the form of an 
answer to a question only you should know. A correct answer to a secret question 
validates your identity and allows the system to take steps to re-set your account 
password.

Users assigned with the Edit Vendor permission can access the Secret Questions page.

 IF VOLUME OF DATA PRESENT IN THE "IMAGES" 
FOLDER OR ANY OTHER FOLDER WITHIN THE 
"VENDOR" FOLDER IS VERY HIGH, YOU MAY FACE 
AN ISSUE WHILE DOING VENDOR EXPORT. 
POSSIBILITY OF AN ISSUE IS MORE WHEN THE 
VENDOR FOLDER IS LOCATED ON A REMOTE 
MACHINE. THEREFORE, IT IS RECOMMENDED TO 
REMOVE THE INSIGNIFICANT DATA FROM THESE 
FOLDERS ON REGULAR BASIS.

 IF ENGAGEONE DELIVER IS DEPLOYED IN WILDFLY 
8.0.0, PLEASE MAKE SURE THAT THE VENDOR ZIP 
FILE TO BE IMPORTED IS PRESENT IN THE VENDOR 
ROOT FOLDER OF THE ENGAGEONE DELIVER 
APPLICATION

 NOTE THAT ONLY THE VENDOR, VENDOR’S FOLDER 
STRUCTURE ALONG WITH STATIC DATA (IMAGES, 
STATIC ATTACHMENTS, SIGNING KEYS), 
OPERATIONAL AND USER SETTINGS CAN BE 
EXCHANGED BETWEEN DIFFERENT INSTANCES OF 
ENGAGEONE DELIVER USING THIS ZIP FILE. 
IMPORT AND EXPORT IS DONE FOR ONE VENDOR 
AT A TIME AND MUST BE BETWEEN THE SAME 
VERSIONS OF ENGAGEONE DELIVER SOFTWARE.
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Viewing secret questions

Use the Filter and Search options to view existing Secret Questions.

| To view secret questions:  Select Home / Secret Questions.

| To change active status:  Click the active status field.

For Super Users

A Filter by Vendor dropdown menu is displayed and you can select the vendor name and 
language (if necessary) before clicking Search.

|To add a secret question:  Click the Add button.

Changing vendors

A Filter by Vendor dropdown menu is displayed and you have the option to select the 
vendor name and language that will be associated with the new question.

On successful addition of the new question, the system will display the updated list of 
Secret Questions.

Roles

Roles define the tasks you can perform in the Deliver application. Roles are assigned to 
users during user creation in the Manage User page. Alternatively roles can be mapped 
to the groups that a user belongs to in an LDAP system. Refer to the “Configuring LDAP” 
section of the EngageOne Deliver Reference Guide for more details on the latter.

Roles are uniquely identified for each vendor in the Deliver application. Users assigned 
with Edit Vendor or Manage Users tasks can access the Roles page.
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You can view the Roles page by clicking the Roles link under the Vendor/System Settings 
column on the Home Page.

This page will allow you to do the following:

• Add a new role

• Edit the privilege settings of existing users

The Roles for Vendor page contains a table which displays information on the particular 
privileges or tasks that a user can perform if mapped to the different roles. 
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Below are the privileges and tasks that can be assigned to a user:

Privileges and Tasks description

Type Description

Primary Contact Allows the user to set the primary contact of the vendor.

Edit Roles Allows the user to edit / create new roles for their Vendor.

Send Jobs Allows the user to set up Send Jobs or call a message sending 
process from a command line.

View Reports Allows the user to access all reports except the Audit and Error 
reports.

View Audit Allows the user to view Audit and Error reports.

Edit Outbound 
Profiles

Allows the user to create and edit Outbound Profiles for the 
Vendor the user belongs to.

Edit DOC1 Allows the user to create and edit Designer settings through the 
interfaces described in Designer Templates for the Vendor the 
user belongs to.

Edit Data Flow Allows the user to create and edit DFS settings through the 
interfaces described in Data Flow for the Vendor the user 
belongs to.

Edit Inbound Profile Allows the user to create and edit Inbound Profiles for the Vendor 
the user belongs to.

Edit Vendor Allows the user to edit Vendor details for the Vendor that the user 
belongs to.

Edit Gateways Allows the user to create and edit Gateway details for the 
Vendor that the user belongs to.

Workflow Index Allows the user to index messages associated with the Inbound 
Profiles they have been granted access to.

Workflow Close Allows the user to close Workflow Items for messages associated 
with the Inbound Profiles they have been granted access to.

Workflow Manager Users that can be alerted by other Workflow users if they do no 
know how to handle a Workflow item.

Workflow Expire Allows the user to modify the default expiry date (set in Inbound 
Profile) for messages associated with the Inbound Profiles they 
have been granted access to.

Workflow Bounce Allows the user to manage bounced messages associated with 
the Inbound Profiles they have been granted access to.
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Managing user roles

Roles are created and edited for a vendor via the Roles page. Upon creation of a vendor, 
a default role called All / Default is also created and assigned to the initial user for that 
vendor. More roles can be added as needed.

|To add a new role:

1. From the main menu, click Roles under 
the Vendor/System Settings section.

2. Click the Add button on the bottom of the screen. The next screen will require you to 
type a role name.

Workflow Delete Allows the user to delete messages or parts of messages at the 
indexing stage prior to archiving for messages associated with 
the Inbound Profiles they have been granted access to.

Workflow Convert Allows the user to manage inbound messages that contain 
content that Deliver is unable to convert to the required archiving 
format.

Teach Classifier Allows the user to create content based inbound message 
categories, associate users or groups with the right to respond to 
messages of particular categories and to manually categorize 
messages when the “Initial Learning” function is enabled for the 
categorization feature. Note that only users with the “Workflow 
Close” permission can be associated with a message category.

Manage User Allows the user to create, edit, activate and deactivate users for 
the Vendor that the user belongs to.

Hide Denied 
Functions

When this option is checked, denied functions will not be visible.

Gray Out Denied 
Functions

When this option is checked, denied functions will be grayed out.

Delete Profile and 
Gateway

Allows the user to delete the profile or gateway. Also, allows to 
revoke the deleted profile.

Configure Cluster Gives the permission for configuring the cluster setup.

Manage Template Allows the user to manage templates. Templates can be used to 
send auto notifications on message sending failure.

 (continued) Privileges and Tasks description

 THE ROLE NAME ENTRY MUST BE UNIQUE FOR THE 
SELECTED VENDOR.
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3. Type a role name and select the 
appropriate checkboxes which 
indicate the privilege settings to be 
associated with that Role.

|To edit the privileges:

1. Click on a role name in the Roles page to open the profile of the role. The next screen 
displays all the privileges assigned to the selected role.

2. Click the appropriate checkboxes to define the privilege settings. 

3. Once all the appropriate checkboxes have been selected, proceed to the bottom of 
the page. Again, you have the option to hide or gray out denied functions, and 
cancel or save the changes you have made.

You will be taken back to the Roles page after clicking Save or Cancel.

For Super Users

The Filter by - Vendor dropdown menu and the  icon are accessible for super users.

Changing vendors

The Filter by - Vendor dropdown menu lists all the available vendors.

|To list the roles associated with a specific vendor:
Click the dropdown menu. Select the desired vendor, and then click the  icon. 

 AT THE BOTTOM OF THE SCREEN, YOU HAVE THE 
OPTION TO HIDE OR GRAY OUT DENIED FUNCTIONS.
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Initial user

When a new vendor is created, an Initial User is automatically created by EngageOne 
Deliver. The user name will be the same as the vendor name and the password will be set 
to "default". With this, the initial user can immediately login using default 
username/password generated. As an Initial User, you can then create other users for 
the company (vendor) you are assigned to. 

The Initial User has the highest privileges (defaulted to “All/Default” role) within the 
company and you can edit your own profile settings except for Vendor, Username and 
User Role.

| To edit the Initial User profile settings: Select Home / Initial User. The Vendor, 
Username, and User role fields cannot be modified.

|To edit the Language field: Click the 
Language dropdown menu to select from 
the available languages.

If JavaScript is enabled in the client browser, selecting a language from the Language 
dropdown menu automatically updates the Secret Question dropdown menu list with a 
new options based on the selected language. Otherwise, click the Change Language 
button to effect the change. Currently, the available languages are:

• English

• French (Canadian)

• German

• Portuguese (Brazilian)

• Spanish (Unified)

It is recommended to change or translate the Secret Answer when you change the 
Language and/or Secret Question.

You cannot change the language if there is no corresponding Secret Questions set-up for 
that language. Refer to Secret Questions section on page 77 for details on how to set-up 
Secret Questions.

|To change the set of secret 
questions: Click the Secret Questions 
dropdown menu to select from the Secret 
Questions available for the current vendor 
and language displayed on screen.

 YOU CAN REQUEST FOR ADDITIONAL LANGUAGE 
RESOURCE BUNDLES FROM YOUR SYSTEM 
ADMINISTRATOR.

 THE INITIAL USER CANNOT BE DISABLED AND WILL 
ALWAYS BE ASSIGNED THE “ALL/DEFAULT” ROLE. 
THIS ROLE HAS ALL PRIVILEGES ALLOCATED TO 
PERFORM ALL AVAILABLE FUNCTIONS IN THE 
ENGAGEONE DELIVER APPLICATION FOR THE 
VENDOR IT IS ASSOCIATED WITH. 
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To save the settings click the Submit button to apply the settings. You will be redirected 
to the Vendor Environment setup page.

For Super Users

The Vendor dropdown menu is editable 
only if you are logged-in as a “Super” user. 
Otherwise, the dropdown menu will be 
read-only.

|To change vendor:  Select the desired vendor in the Vendor dropdown menu. 

Vendor environment

The Vendor Environment page allows you to manage the settings for a Vendor in Deliver. 
Only a Super User or a user with EditVendor privileges can access this page. You can 
access this page when you are diverted to the page after updating the initial user or 
through the application main menu.

|To access the Vendor Environment page:  From the main menu select Home / 
Vendor/System Settings / Vendor Environment.

| To update the Vendor Environment details: The system will display your assigned 
Vendor settings for configuration. You can find the following Vendor Environment details:

 IF JAVASCRIPT IS ENABLED, THE ASSOCIATED 
VENDOR INFORMATION IS DISPLAYED 
AUTOMATICALLY. OTHERWISE, CLICK THE CHANGE 
VENDOR BUTTON TO TRIGGER THE CHANGE IN 
VENDOR INFORMATION.
84



Configuration settings
Vendor Environment page

Field Description

Enable Message Types The checkboxes allow you to specify the type of messages the 
vendor can send. By default, no message types are checked.

HTML – allows use of images or special formatting in the 
e-mail.

Text – no images or special formatting is included in the e-mail.

Multipart/Alternative – system uses both HTML and text in a 
single message and the e-mail client decides which type will be 
displayed.

Single SMS – system sends one SMS text message of up to 160 
characters.

SMPP SMS – system sends single or bulk messages of up to 160 
characters using SMPP protocol.

AWS SNS SMS – system sends single or bulk messages using 
AWS services.

Note: if SMS length > 160 then it will not be processed and will 
be displayed in error logs.

Custom Email– allows custom email channel

Mobile Push Notification– allows mobile push notification 
channel
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Enable CCM 
Components for 
EngageOne Deliver

Selecting the following options allow you to specify which CCM 
component the vendor’s EngageOne Deliver will integrate 
with.

EngageOne Generate – allows Generate to be managed from 
EngageOne Deliver.

Data Flow Server – allows Data Flow Plans to be managed 
from EngageOne Deliver. Can only be selected if Generate 
(above) is selected. Integrates with Data Flow Server (DFS) for 
ETL processing. The output from running a DFS plan will serve 
as input to Generate’s content generator.

Vault – enables archive functions for this vendor. Integrates 
with Vault repository for archival and retrieval of messages.

EngageOne - enables tight EngageOne integration.

Workflow settings section

Workflow type Integrated Workflow will allow you to use the workflow system 
built into EngageOne Deliver and allows you to:

• manually manage content conversion, if automated 
conversion is enabled but not possible

• optionally verify all content conversion manually

• manually index inbound messages, if automated 
indexing is not possible

• manage bounced messages

• manage response creation for inbound messages

External Workflow will generate XML file-based workflow 
objects that you can load into a third-party workflow solution.

If you select External Workflow, Integrated Workflow can still 
be used to index inbound messages and manage content that 
fails to convert.

Folder Workflow Displays the location where the external workflow objects will 
be written. The directory is only used if you enable External 
Workflow. See the EngageOne Deliver Reference Guide for full 
specification of external workflow objects.

Message 
Categorization

Enables the content categorization feature for categorizing 
and routing inbound messages based on their content. 

 (continued) Vendor Environment page
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Click Done to save your changes. You will be redirected to the Gateways Configuration 
page for your Vendor.

Expiration and Purge Settings section

Password Expiry Sets the length of time (in months) before the system prompts 
the Vendor’s users to renew their passwords. Enter “0” to 
prevent password expiry.

Permitted Login 
Attempts

Sets the maximum number of invalid login attempts permitted 
before the user account is locked. Default = 3. Enter "0" for 
unlimited attempts.

Permitted Answer 
Attempts

Sets the maximum number of invalid attempts permitted when 
answering a user’s Secret Question. Default = 1. Enter "0" for 
unlimited attempts.

Purge Process Errors Sets the number of months to keep Process Error records. Enter 
"0" to store records indefinitely.

Purge Audit Sets the number of months to keep Audit records. Enter "0" to 
store records indefinitely.

Purge Reports Sets the number of months to keep Reports on sent messages. 
Enter "0" to store records indefinitely.

Purge Workflow Sets the number of days to keep closed Workflow Items. Enter 
"0" to store workflow items indefinitely.

Purge People Sets the number of days to keep unused message recipient 
data in EngageOne Deliver. Enter "0" to store unused data 
indefinitely.

Log file settings section

Folder Log Displays the location where the vendor specific log files 
generated by the system get written.

Time zone settings

Specify Default Time 
Zone

Specify the vendor's default offset from GMT. This is used by 
the scheduling function. If a user scheduling a batch of 
messages has Javascript disabled in their browser then the 
time zone specified here will be the default for jobs scheduled 
by that user. If Javascript is enabled in the user’s browser then 
the time zone setting of the user’s browser will be the default 
for jobs scheduled by that user.

 (continued) Vendor Environment page
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For Super Users

The same Vendor Environment page is shown 
except that a Filter by Vendor dropdown list 
menu is displayed. The initial vendor settings 
displayed is filtered by the first vendor in the 
vendor list. Super Users can maintain vendor 
settings for all vendors.

|To view vendor environment settings for other vendors:  Select a vendor from the 
Filter by Vendor dropdown list menu. Once the vendor has been selected and the 
Vendor Environment settings displayed, the Super User can edit the current settings 
similar to a regular user as discussed above.

Gateways and servers

The Configure Gateways page allows EngageOne Deliver users with Edit Gateways 
privilege to maintain external gateway settings for the EngageOne Deliver System. A 
Gateway in this context could be a third party e-mail server or SMS gateway. The 
gateway settings allow EngageOne Deliver to communicate with these external third 
party systems.

|To view gateway settings:  Select Home / Vendor/System Settings / Gateways to 
display the Configure Gateways page. The page is automatically filtered to list all 
gateways managed by users associated with the vendor you belong to. By default, the 
list is sorted by Name in ascending order.

 IF JAVASCRIPT IS ENABLED IN YOUR WEB 
BROWSER, THE VENDOR ENVIRONMENT 
SETTINGS ASSOCIATED WITH THE SELECTED 
VENDOR ARE DISPLAYED AUTOMATICALLY. 
OTHERWISE, CLICK THE CHANGE VENDOR 
BUTTON TO CHANGE THE DISPLAYED 
VENDOR INFORMATION. 
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|To view Outbound or Inbound Profiles associated with a specific gateway:  Click 
the  icons in the Used by column. This will display the Outbound Profiles List or 
Inbound Profiles List page depending on the Gateway type.

|To create a gateway setting:

1. From the Configure Gateways page, click the Add 
button. This will redirect you to a blank Gateway 
Settings page.

2. Enter the gateway Name and the Description.

3. Select the gateway type from the Gateway Type 
dropdown menu. Choosing an outbound type gateway 
(SMTP, SMSo, SMPP_Transceiver, or 
SMPP_Transmitter) will require you to fill in the 
Username, Password, and Confirm Password fields.

SMSo is an outbound SMS Gateway. For SMSo 
Gateways, by default, EngageOne Deliver expects details 
of an e-mail account to be entered that will be used to 
send SMS messages to the Clickatell 
(www.clickatell.com) SMTP interface. SMSi is an inbound 
SMS Gateway. For SMSi Gateways, by default, 
EngageOne Deliver expects that the call back URL from 
Clickatell will be used.

SMPP_Transceiver is an outbound SMS Gateway. For SMPP_Transceiver 
Gateways, by Default, EngageOne Deliver expects details of an SMSC account to be 
entered that will be used to send/receive SMS to/from the SMSC.

SMPP_Transmitter is an outbound SMS Gateway. For SMPP_Transmitter Gateways, 
by Default, EngageOne Deliver expects details of an SMSC account to be entered that 
will be used to send SMS to the SMSC.

SMPP_Receiver is an inbound SMS Gateway. For SMPP_Receiver Gateways, by 
default, EngageOne Deliver expects details of an SMSC account to be entered that will 
be used to receive SMS from the SMSC.
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Choosing an outbound type gateway (AWS_SES, 
AWS_SNS_SQS, or AWS_SNS_SMS) will require you 
to fill in the Region, Access Key and Secret Key fields. 

AWS_SES is an outbound email Gateway. For 
AWS_SES Gateways, by Default, EngageOne Deliver 
expects details of an AWS account to be entered that 
will be used to send emails.

AWS_SNS_SQS is an intbound email Gateway. For 
AWS_SNS_SQS Gateways, by Default, EngageOne 
Deliver expects details of an AWS account to be 
entered that will be used to receive emails.

AWS_SNS_SMS is an outbound SMS Gateway. For 
AWS_SNS_SMS Gateways, by Default, EngageOne 
Deliver expects details of an AWS account to be 
entered that will be used to send SMSs.

AWS_SNS_Mobile_Push is an outbound AWS Mobile 
Push Gateway.

FCM_Mobile_Push is an outbound FCM Mobile Push Gateway.

APNS_Mobile_Push is an outbound Mobile Push Gateway for iOS and OS X. 
EngageOne Deliver expects a certificate and the password to be uploaded for using 
this gateway. Please refer Appendix for details.

AWS_APNS_Mobile_Push is an outbound AWS Mobile Push Gateway for iOS and 
OS X. EngageOne Deliver expects a certificate and the password to be uploaded for 
using this gateway. It also expects AWS account details. Please refer Appendix for 
details.

Spark_Post_Email is an outbound and inbound gateway for email processing. A 
single gateway must be created for both outbound and inbound profiles. EngageOne 
Deliver expects an API key, username and password to use this gateway. The user 
should have SparkPost account to generate the API key, the user can then use their 
username and password. Please refer Appendix for details.
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4. Tick the SSL box if you want the gateway to support the Secure Sockets Layer 
protocol.

If JavaScript is enabled in your Web browser, the Port field is automatically filled with a 
default port number once the gateway type is selected, but you can still change the 
port number manually. Note that if an e-mail server requests a TLS connection then 
EngageOne Deliver automatically enables this.

The Load capacity number field is for an SMPP gateway. It is the anticipated maximum 
message rate of the target SMS gateway in messages/second. This value is also used 
to specify how many messages EngageOne Deliver will send to the SMS gateway 
without processing acknowledgements before pausing to let the acknowledgements 
be processed.

See the Appendices in the Installation Guide for details of how to set up your 
application server with security certificates.

5. Click the Save button to save your changes or you may discard your changes by 
clicking the Cancel button. Either action will bring you back to the Configure 
Gateways page.

|To edit an existing gateway setting: From 
the Configure Gateways page, click the 
hostname link under the Name column. This 
will open the Gateway Settings page where 
you can edit the current values of gateway 
fields like Name, Description, Type, Port, and 
Username 

For Super Users

The same Configure Gateways page is shown except that a Filter by Vendor dropdown 
list menu is displayed with the initial Gateways list filtered by the first vendor in the 
vendor list. Super Users can maintain gateway settings for all vendors. 

|To view gateways for other vendors:  

Select a vendor from the Filter by Vendor 
dropdown list menu.

 IF JAVASCRIPT IS ENABLED IN YOUR WEB 
BROWSER, EDITING THE GATEWAY TYPE 
CHANGES THE PORT VALUE TO THE DEFAULT 
PORT FOR THAT GATEWAY TYPE. CHANGING 
THE GATEWAY TYPE TO OUTBOUND (SMTP 
AND SMSO) REQUIRES YOU TO FILL IN THE 
USERNAME, PASSWORD, AND CONFIRM 
PASSWORD FIELDS.

 IF JAVASCRIPT IS ENABLED IN YOUR WEB 
BROWSER, THE GATEWAYS ASSOCIATED 
WITH THE SELECTED VENDOR ARE 
DISPLAYED AUTOMATICALLY. OTHERWISE, 
CLICK THE SEARCH BUTTON TO TRIGGER 
THE CHANGE IN THE LIST OF GATEWAYS 
DISPLAYED. 
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When EngageOne Deliver is installed or upgraded and the G1Keys.xml file is read, the 
Deliver installer writes the selected configuration into the install.properties file found in 
the <EODeliver_HOME>\core.war\WEB-INF\classes folder. For example:

em.home=C\:\\PBBICCM\\EO_Deliver
version=2.2
build=<build number>
server=Tomcat 8.x
environment=Config 17

# Custom properties
# Note: Set data/time format to dd MMM yyyy, HH:mm '[GMT' Z']' to enable 
timezone
dateOnlyPattern=dd MMM yyyy
dateTimePattern=dd MMM yyyy, HH:mm '[GMT' Z']'

# Table size
table.size=10

When Deliver starts it creates a file in the <EODeliver_HOME>/sandbox folder called 
.config 17 to represent the configuration in <EODeliver_HOME>/G1Keys.xml that it 
should use for license management. 

If the user wishes to replace the existing license key file G1Keys.xml in 
<EODeliver_HOME>, these are the steps to be performed:

1. Stop the EngageOne Deliver server.

2. Replace the G1Keys.xml file in the <EODeliver_HOME> folder with the new one.

3. Edit the “environment=” setting in the 
<EODeliver_HOME>/core.war/WEB-INF/classes/install.properties 

file to match the setting in the new G1Keys.xml file.

4. Delete the file: 

<EODeliver_HOME>/sandbox/.<Environment name>

where <Environment name> is the name of the environment in the G1Keys.xml file 
being replaced (e.g. <EODeliver_HOME>/sandbox/.Config 17)

5. Restart the EngageOne Deliver server.
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When the EngageOne Deliver server restarts after this procedure, it creates a new 
file called <EODeliver_HOME>/sandbox/.<Environment name> in which to store 
license tracking data against the new configuration.

Optional MAC address licensing on Windows
MAC Address validation may optionally be used when deploying on a Windows 
operating system. When MAC Address is included in an Deliver environment section 
of G1Keys.xml then Deliver will only install and run on a computer with the specified 
MAC address. When the MAC address field is omitted from an Deliver environment 
section of G1Keys.xml then Deliver works regardless of the MAC address of the 
computer. 

The support for old G1Keys.xml license file which did not include MAC Address is also 
maintained.
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Appendix B – Configuring the password rules

EngageOne Deliver allows you to configure the rules that a user must follow while setting 
a new password. These rules will help the users to enhance the application security by 
setting up strong passwords.

|To define the password rules:

1. In the Deliver installation directory, navigate to the 
{Install_Home}\deployments\eodeliver.war\WEB-INF folder.

2. Open the security.xml configuration file in edit mode.

3. Set the appropriate values for the following properties:

<property name="minLength" value="8" />

<property name="alphaNumericRequired" value="true" />

<property name="splCharactersNotAllowed" 
value="${spl.chars.not.allowed}" />

<property name="maxLength" value="20" />

4. Save and close the file.

5. Restart Deliver web application for changes to take effect.

Property Description Default value

minLength Defines the minimum length of password 8

alphaNumericRequired Defines whether password will include both, 
alphabets and numbers or only 
alphabet/numeric.

true

splCharactersNotAllowe
d

Defines the special characters that will not 
be allowed in the password.

` ~ * < > . ! ' ; :

Note: This property takes value from the spl.chars.not.allowed property defined in 
the outboundProcessor.properties file. For more information about the 
spl.chars.not.allowed property, refer EngageOne Deliver Reference Guide.

maxLength Defines the maximum length of password 20



Appendix C – Enabling the password encryption

The password encryption feature enables the EngageOne Deliver application to 
keep/use passwords in the encrypted format. Enabling this feature enhances the 
application security and prevents the application from unauthorized access.

|To enable the password encryption:
To use this feature, ensure that the “default JCE” policy files are upgraded with the 
"unlimited strength" policy files, which contain no restrictions on cryptographic strengths. 
For more information, refer the EngageOne Deliver Reference Guide.

Note: Make sure that both, the password encryption utility and the Deliver application 
server, are using same Java/JRE.

1. In the Deliver installation directory, navigate to 
{Install_Home}\deployments\eodeliver.war\WEB-INF\classes.

2. Open the encryptionKey.properties configuration file in edit mode.

i. Set the following property to “true”:

security.useEncryptedPassword=true

ii. Set the following property to an appropriate value. For example:

encryptionKey.K2=tionDecrytion256

iii. Save and close the file.

3. Navigate to ...\Precisely\EO\EO_Deliver\core.war\WEB-INF\classes.

i. Open the log4j.xml file in edit mode and add the following tag lines just before 
the <logger name="org.hibernate"> tag:

<logger name="org.ajax4jsf">

<level value="INFO"/>

</logger>

ii. Save and close the file.

4. In the Deliver installation package/utility, unzip the PasswordEncryptionUtility.zip to 
extract the encryption utility. 

i. Navigate to the lib folder. In the encryptionKey.properties file, copy the same 
encryptionKey.K2 key value that you have specified in the 
encryptionKey.properties file (step 2) of core.war. 

ii. Run the AESEncryption.bat using Command Prompt.

5. Navigate to \\deployments\eodeliver.war\WEB-INF\classes.
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i. In deploy.properties, encrypt the jdbc.password and mail.password using the 
encryptPassword.groovy utility and replace the plaintext password with the 
encrypted password.

ii. For other passwords in, keys.properties, proxy.properties and 
engageone.properties, encrypt the keystore.password, proxy.password and 
engageone.password respectively using the encryption utility.

iii. Replace the plaintext password with the corresponding encrypted password.

6. Using the encryption utility, encrypt all user passwords.

i. For non super users, use update queries or use the reset password functionality 
of Deliver.

ii. For super user, use the following query:

UPDATE appuser SET password = '<encrypted_password>' WHERE 
username = 'super';

Where, <encrypted_password> is the password that you encrypted using the 
encryption utility.

7. You also need to encrypt all existing passwords for gateways, outbound profiles and 
inbound profiles. You can do it manually using database queries or through Deliver 
application by opening/saving all the gateways and profiles again. The tables that 
contain passwords are: gateway, in_profile and out_profile.

Note: All passwords in the properties files and database need to be changed every 
time the encryption key is modified. To change from encryption to plain text mode, 
user needs to update the passwords in all the files. User also needs to manually 
update the passwords in the above mentioned database tables.

8. Restart the Deliver Web application for changes to take effect.
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This section provides instructions to configure SSL on the database hosted at Microsoft 
SQL Server 2008 R2 onwards.

| Installing a certificate on the database server
To use SSL encryption, you must install a certificate on the database server using the 
Microsoft Management Console (MMC) snap-in. You can create a new certificate using 
MMC or you can also import the following certificates:

• Self-signed SSL certificate created with OPENSSL

• A third-party CA certificate

1. Run the mmc command to open the MMC console.

2. Click File -> Add/Remove Snap-in....

3. On the Add or Remove snap-ins dialog box, under Available snap-ins, select 
Certificates and click Add.

4. Select the Computer Account and click Next.

5. Select Local computer and click Finish.

6. Click Close.

7. Click OK.

8. To create/import a new certificate:

i. Right-click the Personal node and select All Tasks -> Request New Certificate....

ii. On the Before You Begin dialog box, click Next. 

iii. On the Select Certificate Enrollment Policy dialog box, click Next.

iv. On the Request Certificates dialog box, select the Domain Controller check box, 
click Details drop-down icon, and click Properties.

v. On the General tab, specify Friendly name and Description for the certificate 
and click OK.

9. To import an existing certificate (self-signed or third-party):

i. Right-click the Personal node and select All Tasks -> Import....

ii. On the Certificate Import Wizard, click Next.

iii. Browse to specify the certificate file and click Next.

iv. Click the Place all certificates in the following store radio button and click Next.

v. Click Finish.
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| Enabling encryption at the server
For SQL Server 2005 and later versions, complete the following steps to enable 
encryption on the server:

1. In the SQL Server Configuration Manager, expand SQL Server Network 
Configuration, right-click Protocols for <server instance>, and then select Properties.

2. On the Certificate tab, select the desired certificate from the Certificate drop-down.

3. On the Flags tab, select Yes in the Force Encryption box, and then click OK.

4. Restart the SQL Server service.

| Testing the client connection
To test client connection for SSL using SQL Server Management Studio:

1. In the SQL Server Configuration Manager, right-click the SQL Server Client 
<version> Configuration and select Properties.

2. In the Properties window, set the Force Protocol Encryption to Yes.

3. Connect to the server that is hosting the SQL Server by using SQL Server 
Management Studio.

4. Monitor the communication by using Microsoft Network Monitor or a network sniffer.

Note: Alternatively, you can also use the EngageOne Deliver application to test the client 
connection for SSL mode. For this, you can change the connection string as mentioned in 
the following section.

| Configuring the EngageOne Deliver application
To make configuration changes in the EngageOne Deliver application:

1. Copy certificate(cert.pem) file in home directory (say- C:\Users\<user>).

2. Import certificate in the trust store (.keystore) using the following command:

keytool -import -keystore .keystore -file cert.pem

3. In deploy.properties file, add jsse.enableCBCProtection=false. This setting is 
required to make the SSL connection work for SQL Server JDBC database 
connection Below is sample updated script for reference:

eodeliver.jvm.settings=-Xms1g -Xmx4g -Djava.net.preferIPv4Stack=true 
-Dfile.encoding=UTF-8 -Djsse.enableCBCProtection=false
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4. Use the following connection string in the JDBC.Properties:

jdbc.driverClassName=com.microsoft.sqlserver.jdbc.SQLServerDriver

jdbc.url=jdbc:sqlserver://CCM64-W12-SQL12;databaseName=Renu_EODD24_Jan3
0;ssl=require

jdbc.username=sa

jdbc.password=eMessaging1

hibernate.dialect=org.hibernate.dialect.SQLServerDialect
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Appendix E – SMPP SSL connections to SMS 
gateway

Refer to “Appendix A – SSL connections to mail server” on page 107 to configure security 
certificates in Application server for SSL connection if required.

Additional steps for SMPP SSL configuration:
Configure the key store path, key store password and key store type using system 
property with parameters as shown below:
javax.net.ssl.trustStore=C:/eMessaging/sslsmpp/smppclient.jks
javax.net.ssl.trustStorePassword=changeit 
javax.net.ssl.trustStoreType=JKS

Tomcat Server
A sample configuration shown below can be applied in the deploy.properties file using the 
'eodeliver.jvm.settings' property file:
set JAVA_OPTS=%JAVA_OPTS% -Djavax.net.ssl.trustStore= 
C:/eMessaging/sslsmpp/smppclient.jks 
-Djavax.net.ssl.trustStorePassword=changeit 
-Djavax.net.ssl.trustStoreType=JKS 
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Appendix F – Setting up MS SQL Server 
database with Partition support

Partition support is available with Enterprise Edition of SQL Server. Partition support has 
been tested with Microsoft SQL Server 2014 (SP2) (KB3171021) - 12.0.5000.0 (X64) 
Enterprise Edition (64-bit) 

You can only create partition supported database for fresh database installation of 
EngageOne Deliver. It’s not supported for upgrade scenarios. Database script can be 
found at:

<release-distribution>/install/database/MSSQL

MSSQL_create_emessaging_init_db_partitioned.sql

README_PartitionedDB.txt

Above README file has details for setting up partition supported database. There are 
maintenance scripts also available at:

<release-distribution>/install/database/MSSQL/DB_Maintenance

These scripts are provided just as a reference; you can however modify these scripts or 
generate your own, if required based on your database maintenance procedures. Please 
refer to the EngageOne Deliver Reference Guide for further details.



Appendix G – Securing network traffic with TLS

As an enterprise application, EngageOne Deliver leverages several communication 
paths over the network to transmit information. The following sections describe the 
methods of security supported by EngageOne Deliver and the steps to enable them.

Public / private key archive format
EngageOne Deliver supports both JKS and PKCS12 Keystore formats. The default is PKCS 
#12.

PKCS #12 (Public-Key Cryptography Standards 12) is the successor to Microsoft's "PFX" 
file format and is fast replacing the JKS (Java KeyStore) file format. PKCS #12 files have a 
.p12 or .pfx filename extension.

A PKCS #12 file is an archive that can store multiple cryptography objects, generally 
private keys and their X.509 certificates. A PKCS #12 file may also contain any associated 
chain of trust certificates. Each entry can have a 'friendly' name or 'alias', allowing 
multiple certificates to be easily recognized and referenced.

PKCS #12 files can be created and manipulated with many tools, including the Java 
Keytool and 

OpenSSL pkcs12 command.

Note: For more information on creating the PKCS #12 file, see Creating PKCS#12 Archives 
with Java keytool below:
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Creating PKCS#12 Archives with Java keytool

The TLS certificates used to secure the services may be obtained from a certificate 
vendor or created internally depending on client preference and policies. The Java 
keytool is one of a number of utilities that can be used to both create new self-signed 
certificates and add existing/externally sourced certificates. In some cases it is sufficient 
to create a single certificate, for example:

keytool -genkey -keyalg RSA -keystore eodeliverkeystore.pfx -storepass 
My_Pa55w0rd -validity 1024 -keysize 2048 -deststoretype pkcs12 -dname 
"CN=*.mydomain.int.pvt"

Certificate configuration

PKCS support

Ensure you have PKCS12 keystores and truststores for the servers on which EngageOne 
deliver componenets are going to be deployed.

Ensure the alias defined for each certificate in the keystore and truststore is unique in the 
stores, and across the keystore and truststore.

Update deploy.properties

tls.trust.store.location=<Path to the PKCS Trust store certificate>
tls.trust.store.password=<PKCS Trust store password>
tls.key.store.location=<Path to the PKCS Key store certificate>
tls.key.store.password=<PKCS Key store password>

JKS support

Ensure you have PKCS12 and JKS keystores and trust stores for the servers on which 
EODeliver components are going to be deployed.

Update deploy.properties, PKCS entries should exist for UI to run.

tls.trust.store.location=<Path to the JKS Trust store certificate>
tls.trust.store.password=<JKS Trust store password>
tls.key.store.location=<Path to the JKS Key store certificate>
tls.key.store.password=<JKS Key store password>
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Converting a JKS Keystore/Trust Store to PKCS

keytool -importkeystore -srckeystore <path to jks keystore> -srcstoretype 
JKS -destkeystore <path to pkcs keystore> -deststoretype pkcs12

Converting a PKCS Keystore/Trust Store to JKS

keytool -importkeystore -srckeystore <path to pkcs keystore> -srcstoretype 
PKCS12 -destkeystore <path to jks keystore> -deststoretype jks

Multiple certificates

If you have more than one certificate (for example, if your servers are in different 
domains), then you will need to assign an alias (also known as 'friendly name') to each 
key when creating the archive files. Provide the appropriate alias name for each 
${bundle.tsl.key.alias} property indeploy.properties. In this way, eodeliver bundle can find 
the correct certificate for the domain of the server where the bundle is installed. If no alias 
is provided, the first key found in the archive is loaded by the bundle.

Re-configuring certificates

EngageOne Deliver is set use PKCS12 by default. If EngageOne Deliver needs to be 
reconfigured for a different store type, perform the following:

• Update deploy.properties to match the new store type.

• Reconfigure eodeliver component.

Note: For instructions to reconfigure components see The eodeliver.groovy script.

HTTP protocol
EngageOne Deliver supports two methods of securing HTTP traffic via TLS and HTTPS. 
Depending on your security needs you may choose one or the other
104



Appendix G – Securing network traffic with TLS
Sample HTTPS / SSL settings
To run EngageOne Deliver in HTTPS / SSL mode, configure the following properties in 
the deploy.properties file

eodeliver.https.enabled=true
bundle.tls.key.alias=1k
tls.key.store.location=D:/SSL_HTTPS_Certificate/pbeo_net_keystore.pfx
tls.key.store.password=c+P7KU69BCwzzC3ZV/cm6VZmY4dbOchsTmh70/vpcWU5nebl/lq9
tg==
tls.trust.store.location=D:/SSL_HTTPS_Certificate/pbeo_net_truststore.pfx
tls.trust.store.password=c+P7KU69BCwzzC3ZV/cm6VZmY4dbOchsTmh70/vpcWU5nebl/l
q9tg==
tls.version=TLSv1.2
tls.key.store.type=PKCS12
tls.trust.store.type=PKCS1

To enable HTTPS communication between EngageOne Compose and Deliver for SOAP 
webservice a call to notify message delivery status, details of certificate is required to be 
appended in the JVM setting property value of the deploy.properties file as shown below. 
Replace the path, password and type with actual values. 

Example :

eodeliver.jvm.settings=-Xms1g -Xmx4g -Djava.net.preferIPv4Stack=true 
-Dfile.encoding=UTF-8 
-Djavax.net.ssl.trustStore=D:\\EMEO_Certificate\\emeo_certificate.pfx 
-Djavax.net.ssl.trustStorePassword=password 
-Djavax.net.ssl.trustStoreType=PKCS12
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EODeliver is run as system level services on the target operating system. For Windows 
Server, this is a Windows service, and on Linux a SysVinit script is created in the 
/etc/init.d folder. The configure target of eodeliver.groovy will uninstall and install 
the service on each invocation so that the relevant properties in deploy.properties are 
applied to the service.

Windows Service
The services run under the following name:
EngageOne Server eodeliver Service

The service is installed with a 'Startup Type' of Automatic and will start at system boot 
time.

Start and Stop Services
The services are started and stopped from the Service application on your Windows 
Server.

1. Open the run dialog from the Windows start button.

2. Type services.msc in the search box.

3. Click Enter.

4. Locate the service by name (see above) and click Start, Stop or Restart on the left 
panel.

Service user

By default, the services will run under the 'Local System' account ('Log On As' setting in 
the Services application). To modify this user, set a username and password for the 
following in deploy.properties

• • os.service.username

• • os.service.password
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Linux Service
In a Linux environment the applications are started using the SysVinit style initialization. 
The eodeliver.groovy script creates a startup script under /etc/init.d for each bundle. 
These scripts are named eos-eodeliver

Start and Stop Services

Use the Linux service command to stop and start the services:

• service eos-eodeliver start

• service eos-eodeliver stop

Service user
By default, the service is configured to run as the 'root' user. To modify this user set the 
os.service.username in deploy.properties. Note that for Linux users the password is 
not required.

Possible issues with the eos-eodeliver service startup - workaround
If you encounter startup issues with the eos-eodeliver service, follow the steps below to 
run Deliver using run.sh 

1. Grant full read\write permission to Deliver Installed directory, by using command 
chmod -R 777 <Deliver Installed directory>

2. Go to <Deliver Installed directory>\conf. Open run.conf and copy the entire 
content, as shown below:

-Xms1g -Xmx4g -Djava.net.preferIPv4Stack=true -Dfile.encoding=UTF-8 
-Duser.timezone=GMT 
-Dviewpoint.bundlePropertyFilePath=/home/clckwrk/EOD_19th_Nov/conf/bundle.p
roperties 

3. Go to <Deliver Installed directory>\bin and edit run.sh as detailed below, default 
run.sh content: 

#!/usr/bin/env bash 
source /etc/environment 2>/dev/null 
"/home/clckwrk/ram/installer/jdk1.8.0_131/bin/java" $(cat $1/conf/run.conf) 
-jar $1/bin/bundle-runner.jar & 
echo $! > $1/bundle.pid 

i. replace $(cat $1/conf/run.conf) with (paste content from run.conf) 
-Xms1g -Xmx4g -Djava.net.preferIPv4Stack=true -Dfile.encoding=UTF-8 

-Duser.timezone=GMT 

-Dviewpoint.bundlePropertyFilePath=/home/clckwrk/

EOD_19th_Nov/conf/bundle.properties 

ii. replace -jar $1/bin/bundle-runner.jar & with -jar bundle-runner.jar 
107



Appendix H - System Services
iii. delete the line echo $! > $1/bundle.pid. 
The updated run.sh will be as follows, (no space at the end of line) :

#!/usr/bin/env bash 
source /etc/environment 2>/dev/null 
"/home/clckwrk/ram/installer/jdk1.8.0_131/bin/java" -Xms1g -Xmx4g 
-Djava.net.preferIPv4Stack=true -Dfile.encoding=UTF-8 -Duser.timezone=GMT 
-Dviewpoint.bundlePropertyFilePath=/home/clckwrk/EOD_19th_Nov/conf/bundle.p
roperties -jar bundle-runner.jar 

4. save run.sh and go to <Deliver Installed directory>\bin and execute command 
sh run.sh 

5. If any issue occurs to see global report pages please run deliver by using 
sh ./run.sh -Djava.awt.headless=true command.

Running the installation as a non-root privileged Linux user
If you are non-root privileged user when installing EngageOne Deliver on a Linux server. 
Non-root privileged users have reduced scope to perform standard operations but will 
also have privileged access when needed.

Root privileges
n order to perform administrative tasks related to the installation, maintenance and 
running of the EngageOne Deliver suite, the engageone_deliver user must be granted 
root privileges. This allows the non-root engageone_deliver user to run commands with 
administrative privileges by using sudo for commands that require it. This is achieved by 
adding user to the engageone_deliver user to the sudo group
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SSL connection to the email server

To set up EngageOne Deliver server with Java 8 and security certificates for SSL:

1. Copy the server.crt certificate file to any folder.

2. Add your security certificate to your JRE, go to the folder 
<%JAVA_HOME%>\jre\lib\security, 
for example:
C:\Program Files\Java\jre8\lib\security>

3. Run the following command in a command prompt:
keytool -import -file <path to server.crt file> -keystore 
cacerts

The command above will prompt for the password of the certificate, as shown in the 
example below.

Enter keystore password: changeit 
Owner: EMAILADDRESS=john dot smith at mydomain dot com, CN=Smith, 
OU=Development, O=Precisely, L=Watford,
ST=Hertfordshire, C=GB 
Issuer: EMAILADDRESS=john dot smith at mydomain dot com, CN=Smith,
OU=Development, O=Precisely, L=Watford,
ST=Hertfordshire, C=GB
Serial number: 82f12f266c6c2720 
Valid from: Tue Sep 29 20:56:25 IST 2009 until: Wed Sep 29 
20:56:25 
IST 2010 
Certificate fingerprints: 
MD5: 85:2C:C0:7E:D1:80:D3:6B:32:8F:B1:4D:CB:D9:DC:BB 
SHAl: AA:8F:4A:55:AE:C4:E6:07:9F:25:CC:C9:9C:76:FC:70:CA:FE:BA:BE 
Trust this certificate? [no): yes 
Certificate was added to keystore 

This will update your cacert file under <%JAVA_HOME%>\jre8\lib

4. Restart the EngageOne Deliver service and configure inbound and outbound profile 
with SSL enabled.
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