PSS Icon Group Policy Installation
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Prerequisites / System Requirements

e Windows Server 2008 Domain Controller and up

Component Overview

EnforcivePasswordReset32.msi PSS Icon Installation for Windows 32 bit Operating System
EnforcivePasswordReset64.msi PSS Icon Installation for Windows 64 bit Operating System

Assigning Software

This step-by-step document describes how to use Group Policy to automatically
distribute programs to client computers or users.



If you assign the program to a user, it is installed when the user logs on to the computer.
If you assign the program to a computer, it is installed when the computer starts, and it is
available to all users who log on to the computer.

Create a Distribution Point

To assignh a computer program, you must create a distribution point on the publishing
server. To do this, follow these steps:

1. Log on to Windows domain controller server as an administrator.

2. Create a shared network folder (for example, C:\PSS_APP_ICON) where you
will put the Microsoft Windows Installer package (.msi files) that you want to
distribute.

3. Set permissions on the share folder to allow access to the distribution package.

4. Copy both MSI files to the shared folder.
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Create a Group Policy Object

To create a Group Policy Object (GPO) to use to distribute the PSS Icon
installation, follow these steps:

1.

2.

Click Start, point to Administrative Tools, and then click Group Policy
Management.

In the console tree, right-click Group Policy Objects container, and then click
New.

Type a name for this new policy (for example, PSS Icon Distribution), and then
click OK.

In the right-pane of the Group Policy Management double-click PSS Icon
Distribution (the GPO that you just created).

Click Scope tab, under Security Filtering add the groups, users and computers
that you want this policy to apply to.

When you are finished, click OK.
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Assign a Package

To assignh a program, follow these steps:

1. Click Start, point to Administrative Tools, and then click Group Policy
Management.

2. Inthe console tree, click the Group Policy Objects container.

3. Right-click PSS Icon Distribution (the same GPO that you created in the previous
section) and choose Edit.

4. Under Computer Configuration, choose Policies container and expand Software
Settings.

5. Right-click Software installation, point to New, and then click Package.
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6. Inthe Open dialog box, type the full Universal Naming Convention (UNC) path of
the shared installer package that you want. For example, \\file server\share\file
name.msi.

Important: do not use the Browse button to access the location. Make sure that
you use the UNC path of the shared installer package.
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7. Click Open.
8. Choose Assigned, and then click OK. The package is listed in the right-pane of

the Group Policy window. Do steps 5 - 8 for both MSI files (32bit and 64bit).

9. This step should be performed for Enforcive Password Reset x86 package
only (32 bit).
Right click Enforcive Password Reset x86 and then click Properties.

Click Deployment tab and then click Advanced (at the bottom of

window). Uncheck the option of Make this 32-bit X86 application available to

Win64 machines. Click OK.
Click OK to close the Properties window.
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10. Under Computer Configuration, choose Preferences container and expand
Windows Settings.
11. Right-click Registry, point to New, and then click Registry Item.
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12. In the General tab, fill in the following details:
Actions: Create
Hive: HKEY_LOCAL_MACHINE
Key Path: SOFTWARE\Enforcive\PSS
Value name (do NOT check the default): urlString
Value type: REG_SZ



Value data: hitp://<PSS Web Portal Server Name>:8080/PSS/GlobalUser.aspx?EXE=True
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13. Click OK.
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14. Close the Group Policy Management Editor.

15. Drag-and-drop the new GPO of PSS Icon Distribution in your domain for this
change to take effect. Click OK to confirm.
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16. When the client computer starts, the managed software package is automatically
installed.

The following example refers to Enforcive Password Reset x86:

C Installing managed software Enforcive Password Reset x86...

The following example refers to Enforcive Password Reset x64:

2 Installing managed software Enforcive Password Reset x64...

» Windows Server s

Standard

The PSS Icon will be added automatically:

¥ Windows Server s
Standard



Redeploy a Package

In some cases, you may want to redeploy a software package (for example, if you
upgrade or change the package). To redeploy a package, follow these steps:

1. Click Start, point to Administrative Tools, and then click Group Policy
Management.

2. Inthe console tree, click the Group Policy Objects container.

3. Right-click PSS Icon Distribution (the same GPO that you previously created)
and choose Edit.

4. Under Computer Configuration, choose Policies container and expand Software
Settings that contains the software installation item that you used to deploy the
package.

5. Click the software installation container that contains the packages.

6. In the right-pane of the Group Policy window, right-click the program, point to All
Tasks, and then click Redeploy application.
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7. You will receive the following message:
Redeploying this application will reinstall the application everywhere it is
already installed. Do you want to continue?

Click Yes.
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8. Close the Group Policy Management Editor.



Remove a Package

To remove assigned package, follow these steps:

1. Click Start, point to Administrative Tools, and then click Group Policy
Management.

2. Inthe console tree, click the Group Policy Objects container.

3. Right-click PSS Icon Distribution (the same GPO that you previously created)
and choose Edit.

4. Under Computer Configuration, choose Policies container and expand Software
Settings that contains the software installation item that you used to deploy the
package.

5. Click the software installation container that contains the packages.

6. In the right-pane of the Group Policy window, right-click the program, point to All
Tasks, and then click Remove.
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7. Do one of the following:
= Click immediately uninstall the software from users and computers, and
then click OK.
= Click Allow users to continue to use the software but prevent new
installations, and then click OK.
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8. Close the Group Policy Management Editor.



The PSS Icon will be removed automatically:

~ Removing managed software Enforcive Password Reset x64.5

- Windows Server-2o0¢

Standard

Additional Information

When you make changes by using Group Policy, the modifications may not be applied
immediately. This behavior can occur because changes to computer settings are not
necessarily applied when you log on and off.

To resolve this behavior, you can update policies manually, restart the computer, or wait
for automatic updating.

To update the modified group policy manually, start command prompt and then type
gpupdate /force. Although this command reapplies all policy settings, by default only
policy settings that have changed are applied.

The computer Group Policy is automatically updated (refreshed) in the background
every 90 minutes, with a random offset of 0 to 30 minutes. You can modify these
settings.



