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Introduction

This guide provides programmers with the instructions required for the
implementation and administration of ACR/Instream on any platform.

This chapter contains the following sections:

“Who Should Use this Guide?” on page 7
“What’s Covered in this Guide?” on page 8
“Additional Documentation” on page 9
“ACR/Instream Knowledge Base” on page 9

“Contacting Customer Support” on page 10

Who Should Use this Guide?

This manual is for programmers who are working on ACR/Instream
controls design along with a rules writer. It provides information to
perform the following implementation tasks:

Design Step 3, Design Integrity Message Layouts

Design Step 4, Determine Application Program Response
Design Step 5, Implement method to send messages
Design Step 6, Develop Data Dictionary

Testing, Steps 1 through 4

The instructions assume you’ve performed the preceding design phase
steps, such as Design Step 2, Determine Data Needed. For complete
information, see the ACR/Instream Controls Design Guide.

This manual is also for the individual who will be responsible for
maintaining ACR/Instream after the testing phase.

ACR/Instream Programmer’s Guide



1 m Introduction

What’s Covered in this Guide?

What’s Covered in this Guide?

The table below describes each chapter in this guide.

Chapter

Chapter 2, “Programmer’s
Overview”

‘ Contents

A checklist of programmer tasks plus a
description of the ACR/Instream database.

Chapter 3, “Integrity Message
Layouts”

Information to use with designing integrity
message layouts.

Chapter 4, “Sending Messages
to ACR/Instream”

Guidelines for implementing a message
transport system..

Chapter 5, “Data Dictionary
Entries”

Instructions for creating data dictionary
entries to use with ACR/Instream Editor.

Chapter 6, “Testing Your
Implementation”

A discussion of each implementation step for
testing the completed controls.

Chapter 7, “Flat-File Reader”

Instructions for using the flat-file reader to
send integrity messages to ACR/Instream.

Chapter 8, “Administration”

Information on configuration, startup,
shutdown, and automatic recovery.

Chapter 9, “Functions”

About using ACR/Instream functions to
request the domain to perform tasks.

Appendix , “ACR/Instream
Files”

Descriptions of ACR/Instream files.

Infogix, Inc.
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Additional Documentation

Additional Documentation

The following table provides a list of documents available on the
documentation CD. In addition, specialized guides are available via the
ACR/Instream Knowledgebase, as detailed in the next section.

Consult this document:

For this type of information:

ACR/Instream Implementation Guide

How to implement ACR/Instream. Use
this guide before installing the
software.

ACR/Instream Installation Guides

Installation guides are available for
Windows, for z/OS, and for the UNIX
Client.

How to install the ACR/Instream
software.

ACR/Instream Controls Design Guide

Detailed information about designing
and writing controls.

ACR/Instream Controls Design
Tutorials for Windows

Step-by-step instructions for creating
and testing controls.

ACR/Instream Knowledge Base

The Knowledge Base is a repository
of all user information available for
ACR/Instream. See “ACR/Instream
Knowledge Base” on page 9.

ACR/Instream Knowledge Base

The ACR/Instream Knowledge Base is an HTML-based repository of all
user information for ACR/Instream, plus samples and examples for
downloading. The Knowledge Base launches in your default browser and
provides standard browser-based searching capabilities so you can easily

locate what you need.

The following describes some of the contents:

B All ACR/Instream manuals are available in PDF format. You can view
these online or download to your PC and print.

B AllACR/Instream help files that are accessible from the user interfaces
are also accessible as compiled help files that you can download. For
example, the help file for the ACR/Instream Editor can be downloaded
independently of the user interface.

ACR/Instream Programmer’s Guide
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Contacting Customer Support

Specialized guides, such as the following;:

B ]IP Database Guide

B ACR/Instream Timer Utility User's Guide

B ACR/Instream System Console XML Messages User's Guide
B ACR/Instream Flat-File Reader User's Guide

Implementation support provides instructions, samples, and other
resources to assist you in implementing ACR/Instream.

Jump start solutions include sample rules files that you can download
to your PC and adapt for your application.

FAQs about rules writing addresses common queries about using the
ACR/Instream Editor to develop rules.

FAQs about implementation addresses common queries about how to
get ACR/Instream up and running.

Sample message files can be downloaded and used immediately without
coding.

Troubleshooting helps solve common problems.

The Knowledge Base is available two ways. A CD-based version is shipped
with the installation media. This CD launches the Knowledge Base as an
HTML-based help system.

The Knowledge Base is also available on the Internet from the Infogix
Customer Support web page. Contact Customer Support for information
about obtaining access. See “ACR/Instream Knowledge Base” on page 9.

Contacting Customer Support

10

If you need assistance, contact Infogix Customer Support.

Support Phone: +1.630.505.1890

Support Email: support@infogix.com

Support Website: http://support.infogix.com

Fax Number: +1.630.505.1883

Visit our Website: www.infogix.com
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Programmer’s Overview

This chapter provides background information on programmer’s
responsibilities and on ACR/Instream’s file and server structure. It
includes the following sections:

B “Programmer’s Checklist” on page 11

B “ACR/Instream Primary Files” on page 12

B “Domain Manager and the Functional Servers” on page 13
B “Log and Recovery Servers” on page 15

B “ACR/Instream Clients and API” on page 17

If you are also the individual who will assume responsibility for the
implementation after testing is complete, also see Chapter 8,
“Administration" on page 63.

Programmer’s Checklist

The list below provides a brief description of the minimum tasks required
for ACR/Instream implementation and where to find out more.

B Integrity message layouts

Designing the integrity message layouts is Design Step 3 in the design
phase. It can be completed after the rules writer has determined what
data is required for the rules. Designing message layouts is the
subject of Chapter 3, “Integrity Message Layouts.”

B Determine application program response

Determining the application response is decided together with the
rules writers. This is Design Step 4. You need to determine:

B What return code or codes will be sent back to the application?

B What circumstance causes ACR/Instream to send back a return
code?

B What will the application do with the return code? You may be
required to modify the application code to handle the return code.

ACR/Instream Programmer’s Guide 11
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ACR/Instream Primary Files

B Implement a method to send messages to ACR/Instream.

Inserting application program interfaces (APIs) or implementing the
WebSphere MQ message relay module and communication exits is
Design Step 5. This is the subject of Chapter 4, “Sending Messages to
ACR/Instream.”

B Develop the data dictionary

Developing the data dictionary is Design Step 6 and is the subject of
Chapter 5, “Data Dictionary Entries.”

B Determine business rules with the rules writer

Together with the rules writer, you need to determine the business
rules for each integrity checkpoint. This is Design Step 7 and is
described in the ACR/Instream Controls Design Guide.

B Test your implementation

Implementation testing is the last phase in ACR/Instream
implementation. Testing can begin after Design Step 9, Test and
Load the Rules File. Guidelines for testing are in Chapter 6, “Testing
Your Implementation.”

ACR/Instream Primary Files

ACR/Instream uses three primary sets of files:

B The two rules files contain the comparison rules that tell the system
how to evaluate the integrity of a particular application. These rules
are created using ACR/Instream Editor.

B The three log files contain integrity messages written upon receipt by
the domain manager. The permanent log can be used to recreate past
executions.

B Thetwo syncpoint file contains the results of a SYNCPOINT function.
A syncpoint file is an exact recording of the state of every controlled
object at the time of the syncpoint. These files can be used to recreate
ACR/Instream’s internal element values table at system startup after
a previous termination. Syncpoint files are also used for domain
recovery in the event of an abend.

12 Infogix, Inc.
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Domain Manager and the Functional Servers

Domain Manager and the Functional Servers

The ACR/Instream domain manager receives the integrity message and
checks it for validity. If the message conforms, the domain manager passes
it to the appropriate server. In a sense, it works like a filter for incoming
messages. The message format must conform to the format described in
Chapter 3, “Integrity Message Layouts.”

The function name in the integrity
message indicates which server to
use. The following are the main
functional servers:

B Integrity check
Syncpoint

Startup A

Shutdown A"ctﬁifkw A
Rules update

Each of these servers is described in A A A

this section.

&

The log and recovery servers are described in “Log and Recovery Servers’
on page 15.

Integrity Check Server

The integrity check server is the main
server. When an incoming integrity
message contains the function name
INTEGRITY CHECK, the domain manager
routes it to the integrity check server.
Based ontherequest definition ID included
in the integrity message, it calls upon the
comparison rules, action, and report
servers as necessary to process the
incoming data from the application.

More information about the processing of
integrity messages is in the ACR/
Instream Controls Design Guide.

ACR/Instream Programmer’s Guide 13



2 m Programmer’s Overview
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Syncpoint Server

The syncpoint server maintains the syncpoint A (ILASYNCA) and syncpoint
B files (ITASYNCB).

These files are alternately used by the server; the latest one used is for a
normal warm start. A syncpoint message function causes all currently
controlled items to be written to the syncpoint file along with all of the item
keys and element values for those items. It also causes ACR/Instream to
update two records in the warm-start file. Those records are identified by
the keywords SYNCPOINT-A-STATUS and SYNCPOINT-B-STATUS.

ACR/Instream sets the values
associated with those keywords
to identify which of the two
syncpoint files to use during
automatic recovery. A value of 1
indicates that ACR/Instream
should use this syncpoint file
and a value of 0 is used for the
syncpoint file that is not to be
used. Each syncpoint message reverses these values and writes to the
associated syncpoint file. In addition to the writing of the syncpoint file,
ACR/Instream deletes the contents of the recovery log file.

Syncpoint messages can either be 1) sent from a program using the
application program interface (API) and sent automatically using timers or
2) sent manually using the log reader or the Player. See “Sending Syncpoint
Messages” on page 70.

Startup Server

The startup server uses information from the configuration and warm-start
files, including the syncpoint file, and passes that information to the
recovery server during a recovery. Specifically, it reads the SYNCPOINT-X-
STATUS parameter so the recovery server knows which syncpoint file to
use. Syncpoint parameter A causes the recovery server to use IIASYNCA.
Syncpoint parameter B causes the recovery server to use IIASYNCB.

14 Infogix, Inc.
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Log and Recovery Servers

Shutdown Server

The shutdown server maintains the warm-start file. The warm-start file
contains the system status. ACR/Instream uses it to detect the need for
automatic recovery. A sample warm-start file is shown below:

SYSTEM INACTIVE
DOMAIN-STARTUP w

DOMAIN-SHUTDOWN Y
SYNCPOINT-A-STATUS 1
SYNCPOINT-B-STATUS 0

RULE DATABASE CLOSE STATUS 0000

ITEM GROUP DB CLOSE STATUS 0000

DEBUG FILE CLOSE STATUS 0000
IIAPLOG-RECORD-COUNT 000000000000000478

Rules Update Server

The rules update server maintains the Rules files. There are two rules files:
1) the item group file and 2) the rules definition file. These files are for the
rules written by the rules writer.

When the rules are ready to be tested, the rules writer loads the rules
created by the ACR/Instream Editor using a batch loading command (the
run6s5 command). The rules update server processes the rules, identifies
errors, and updates the rules files.

Log and Recovery Servers

The recovery and log servers assist in recovery from system failures for your
implementation.

Log Server

When an integrity message is verified by the integrity check server, it is then
written to the recovery log and permanent log by the log server. The log

server also writes integrity messages from the permanent log to the archive
log, if your implementation is configured to perform this optional function.

ACR/Instream Programmer’s Guide 15
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Log and Recovery Servers

Recovery Log (IIALOG)
The recovery log holds all
integrity messages since the
receipt of the last syncpoint
message. These messages are
used to recover from abnormal
termination. A syncpoint
message saves values stored in
memory to the syncpoint files,
and then automatically deletes
accumulated records in the recovery log.

The ITALOG files should be set large enough to cover the maximum
expected transactions that could possibly be sent by your applications
between syncpoints.

Permanent Log (IIAPLOG)

The permanent log contains exact images of the integrity messages received
by a domain. You can use this file to perform the following tasks:

B Test new control designs by playing the messages back in the ACR/
Instream Player

Recover from a time further back than the recovery log covers
Review what your system did in the past

Determine the possible affects of changes to your control architecture

Audit trail of transactions processed

The permanent log requires maintenance, as described in “Configuring the
Permanent Log” on page 72.

Archive Log (IIAALOG)

The archive log holds integrity messages moved from the permanent log,
based on configuration parameters. By archiving the integrity messages,
the size of the permanent log can be reduced without losing any important
records.

The archive log must be configured by the administrator, as described in
“Configuring the Permanent Log” on page 72.

16 Infogix, Inc.
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ACR/Instream Clients and API

Recovery Server

The purpose of the recovery server is to assist in restoring ACR/Instream
during a recovery from an abnormal termination (an abend). An abend is
any termination performed without a shutdown message. The recovery
server reads the recovery log, which holds all integrity messages since the
last syncpoint.

The recovery server is automatically invoked when ACR/Instream is
restarted after an abend. It reads the contents of the syncpoint file and then
plays back all records in the log file. This process restores ACR/Instream to
the point where the last syncpoint record was written. More information
about this process is in “Automatic Recovery after an Abend” on page 87.

ACR/Instream Clients and API

This section describes the relationships between clients and the application
program interface (API).

Clients

This section introduces the basic ACR/Instream clients that can be run by
the user. More information is located with the appropriate user procedures.

Running the Clients
Windows: To run a client on Windows, enter the client name followed by
a space followed by the parameter.

z/0S: To run the client on z/0S, use the PROCLIB member name
specified.

UNIX: To run clients on UNIX, execute the scripts provided with the same
name as the clients.

ACR/Instream Programmer’s Guide 17
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Client Names and Descriptions

Client Description

Run138 and Run138l  Updates the data dictionary, the ACR/Instream function
table, and the domain global elements table. Specify
the name of the file for the update as a parameter. On
z/0S, the name of the input file will be specified in
the IIATABLE DDNAME.

Run65 and Run65l Updates the rules definition file. Specify the rules file
you create with the ACR/Instream Editor as a
parameter. The rules file is typically designated with
an.igb extension.

On z/OS, the name of the input file will be specified in
the IIAINP DDNAME.

Note: The run65 and run65l commands do not accept
spaces in the file name on Windows.

Run56 and Run56| Specify a file of integrity messages with a fixed length
of 255 characters as the parameter to play them
through an ACR/Instream domain as if they were
messages from your applications via the ACR/
Instream API or WebSphere MQ message relay
module. You can see the results of this by examining
the outputs of the ACR/Instream domain.

Run100 and Run100l  Duplicates the function of run56 except that the input
file can have messages of variable length up to the
maximum length of the integrity message.

Specify a log file or similar file a the parameter

Run300 and Run3001  Executes the flat-file reader.
Specify the file of input records to read as a parameter.

Run116 (remote Generates a report that lists all return codes identified

mode only) with the Set Return Code action for all rules files
loaded into the ACR/Instream domain.

Run117 (remote Generates a report that lists all request definitions

mode only) referenced by the Process Request ID action for all

rules files loaded into the ACR/Instream domain.

18 Infogix, Inc.
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ACR/Instream Clients and API

Local and Remote Modes

Most clients can be run in local or remote mode.

Local Mode

Local mode means you can connect to the ACR/Instream domain without
routing the commands through your middleware. For example, local mode
applies when the domain is not started.

Remote Mode

Remote mode means you are connected to the ACR/Instream domain
through middleware, such as TCP/IP or WebSphere MQ. If your ACR/
Instream domain is started, use remote mode.

For example, if you are running a command in an MS-DOS window on your
Windows PC and you started the domain with the Start ACR/Instream
Domain icon, you must use a remote mode command.

Executing a Client on Windows or UNIX
The following is an example of how to load the data dictionary.

1. Access an MS-DOS command prompt window. To do this on most
Windows PCs, click Start, point to Programs, and then click
Command Prompt.

2. Navigate to your ACR/Instream domain folder, which is where the
commands are located. The default location for ACR/Instream
commands is the following:
c:\Program Files\Infogix\ACR Instream\Domain

3. Enter the appropriate command at the C: prompt.

Local mode (domain is not started)

runl381 [drive:] [path] filename.imd
where filename.imd is the name of your data dictionary file. The last
character of runi138l is a lowercase L.

Remote mode (domain is started)

runl38 [drive:] [path] filename.imd
where filename.imd is the name of your data dictionary file.

When you execute this command, ACR/Instream loads your new

definitions into the data dictionary and reviews your input for errors.
4. Verify your program ran successfully:

Local mode (domain is not started)

Verify your completion code is 0000000000, indicating your rules
have no errors. This code is in the DOS command prompt window if

ACR/Instream Programmer’s Guide 19
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the command executed successfully. You might receive the following
message in the DOS prompt window:

COMPLETION CODE: 0000000016+

This is usually because the domain is started and you used the local
command. If your domain is started, you must use the remote
command.

Remote mode (domain is started)

Verify your completion code is 0000000000, indicating your rules
have no errors. This code is in the DOS command prompt window if
the command executed successfully. You might receive the following
message in the DOS prompt window:

COMPLETION CODE: 0000000016+

This is usually because the domain is not started and you used the
remote command. If your domain is not started, you must use the local
command.

Bdore(nlerrorlnessages

For any step completion code that indicates an error, you can review
the output file. The name of this file is dispout.rpt and is located in
your Domain folder. You can use any editor, such as WordPad, to
review the output. Your output file may have the following error code:

RC: 0012 Reason code: 3006

This usually means you have used a local mode command, but the
domain was started.

Another common error code is the following:
RC: 0016 Reason code: 3037

This usually means you used a remote mode command, but the domain
was not started.

Additional explanations for reason codes are available in any ACR/
Instream user interface Help file.

Rules Definition File Integrity Check

This procedure also automatically executes a rules definition file
integrity check. See “Rules Definition File Integrity Check” on page 52.

20 Infogix, Inc.
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Executing a Client on z/OS

On z/0S, local or remote mode is specified with a parameter called
PROGPARM, as described in the following example for loading a data
dictionary using the RUN138 command.

1. Locate your current ACR/Instream PROCLIB that you unloaded from
the installation tape.

2. Edit and submit the RUN138 member. Follow the instructions in the
member. Be sure to specify local or remote with a PROGPARM.

3. Review your output file and verify you have a return code of 0000. If
not, locate the reason code. The explanations for reason codes are
available in the ACR/Instream Editor online Help file.

Rules Definition File Integrity Check

This procedure also automatically executes a rules definition file
integrity check. See “Rules Definition File Integrity Check” on page 52.

APl Programs
This section provides a brief description of the primary ACR/Instream API

programs.
Program Purpose
I1AO0008 This is ACR/Instream’s main application program interface (API) program.

This is the standard communication medium between ACR/Instream and
module 11A00069.

11A00048 This program performs client side initialization and routes communication
either locally or remotely.

I1A00069 This is the client messaging component. It is used by clients to hold a
conversation with ACR/Instream via middleware, such as TCP/IP or
WebSphere MQ. The IIAENV environment file provides input to this
module.

ACR/Instream Programmer’s Guide 21
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Integrity Message Layouts

Designing integrity message layouts to capture data about the business
objects is Design Step 3 in the implementation process. The layouts will be
used by the ACR/Instream API.

Note: If you are using the WebSphere MQ support and capturing data from an
existing message, the MQPROBE module will format the integrity
message and transport it to the ACR/Instream domain.

This chapter contains the following sections:

“Information You Need for Designing Message Layouts” on page 23
“Tips for Designing Message Layouts” on page 23

“Parts of the Message Layout” on page 24

“Parts of the Message Layout” on page 24

“Message Layout Fields” on page 26

“Examples of Integrity Messages from an Application” on page 29
“Examples of Messages Returned by ACR/Instream” on page 30
“Combining Return Code Options” on page 32

“Resetting the Return Code” on page 33

“Troubleshooting Return Codes” on page 33

Information You Need for Designing Message
Layouts

To complete this design step, you need to know the following information:
B Business objects you identified in Analysis Step 2
Data capture locations determined in Analysis Step 4

|
B Data sources identified in Design Step 2
|

Application program response determined in Design Step 4

Tips for Designing Message Layouts

The following information will help you design message layouts for a
smooth implementation and fewer maintenance problems.

ACR/Instream Programmer’s Guide 23
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Parts of the Message Layout

Include Most Application Data

Your integrity message layouts should accommodate most of the data
currently available from the business object, regardless if you intend to use
the data now. As you develop your rules now and in the future, you may
need it.

Reduce Future Maintenance

If possible, design the message layouts the same for all data capture points.
This makes controls design and maintenance easier.

Avoid Packed or Binary Data

Avoid using packed or binary date in integrity messages. These formats are
not translated properly between certain platforms. For example, packed or
binary data from a z/OS platform will not be properly translated when
transmitted to a Windows or UNIX platform.

Parts of the Message Layout

An integrity message is a string of bytes that has two areas: 1) a prefix area
containing the message information and request ID, and 2) a data area
containing the control data.

To populate these areas the application program must do the following:
B Fill in the fields in the prefix area.

B Move the application data to be checked into the data area, which is
used in the ACR/Instream rules.

Prefix Area

24

When the message is sent from the application to ACR /Instream, the prefix
area needs to contain the following information:

B Data that identifies the message as an integrity message to be executed
by ACR/Instream.

B The name of the function to be executed. For application processing,
typically this is the INTEGRITY CHECK function, which initiates the
capture of business object information and executes a set of rules
defined by a request definition ID.

B The communications type.
B The length of the data area.
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Parts of the Message Layout

B The request definition to use (the request ID).

Your implementation might require ACR/Instream to send a return code
back to the application. In this case, ACR/Instream constructs a return
message.

Data Area

When the message is sent from the application to ACR/Instream, it needs
to contain the control data to use with the request definition: the item
group, the item ID, data elements, and so forth.

Your implementation team must decide the data to include during
completion of Design Step 2, Determine Data Needed, as described in the
ACR/Instream Controls Design Guide.

The layout of the data area is optionally specified as input to a data
dictionary record during Design Step 6, Develop the Data Dictionary.
Using the data dictionary, you’ll assign names to the various data elements.
Then, when the rules writer creates the rules, the data elements will be
available as easily recognizable names in a drop-down list.

Return Code Options

When writing the comparison rules, you have the option of the following
return code processing options. As detailed in the ACR/Instream Controls
Design Guide, return code options are specified with the Set Return Code
action. The graphic below shows the dialog box that the rules writer uses to
select the option using the ACR/Instream Editor.

Action Properties

Set Returm Code |

when le result is:

Set return code to: ID ™ Reset

DOption: & Highest RC
€ Multiple RC
 AlRC

Mote: This value iz retumned to the sender of the Integrity Meszage.

QK I Cancel | Help |

The options are as follows. (Note that when the multiple return codes and
all return code options are used, ACR/Instream will revise the layout when
creating a return message.):
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Message Layout Fields

B Highest return code. This is the most typical option. The highest return

code encountered during processing of the integrity message is
returned to the application. This return code will be in the IIEU-RC
(highest return code) field in the prefix of the returned message. (The
fields will will be detailed in the next sections.) You can optionally force
the return code to a spcified number.

Multiple return codes. The returning integrity message is revised to
contain multiple return codes and their associated text areas, which you
specify, along with an optional reformat rule.

The ITEU-RC field in the prefix of the returned message is not used and
will be filled with zeroes.

All return code. The returning integrity message is revised to contain an
array of all return codes and their associated text areas as well as a
specified reformat rule. Additionally, the IIEU-RC field, which is used
in the highest return code option, will be filled with the highest return
code encountered. If you choose this option, you can also specify up to
40 characters of text to include in the return message.

Message Layout Fields

26

This section provides information about the message layout your
application must use for integrity messages. The layout and examples
shown here use COBOL.
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Message Layout Fields

Following is the layout for an integrity message, showing the fields along
with their length and position. If you use the multiple return codes or all
return code option, ACR/Instream will revise the data area of the layout
when it sends the return message (indicated with an arrow in the layout),

as detailed in the following section.

01 (IIEU)-STREAMING-MESSAGE

© ©

o o @

o o @

8

05 (IIEU)-USING.
07 (IIEU)-PREFIX.

10 (IIEU)-MODULE PIC X(08).
88 (IIEU)-MODULE-VALID VALUE ‘UXPIIEU’,
88 (IIEU)-MODULE-IIEU VALUE ‘UXPIIEU’.
10 (IIEU)-VER PIC 9(02).
88 (IIEU)-CURRENT-VERSION VALUE 04.
10 (IIEU)-LENGTH-DATA PIC 9(06) .
10 (IIEU)-RC PIC 9(04).
10 (IIEU)-RC-RSN PIC 9(04).
10 (IIEU)-LOGICAL-ID PIC 9(08).
10 (IIEU)-RESERVEDL PIC X.
10 (IIEU)-COMM-TYPE PIC X(01).
88 (IIEU)-COMM-ASYNCH VALUE ‘A’.
88 (IIEU)-COMM-SYNCH VALUE ‘S’.
88 (IIEU)-COMM-REQUEST VALUE Q.
88 (IIEU)-COMM-REPLY VALUE ‘p’.
10 (IIEU)-RESERVED2 PIC X(01).
10 (IIEU)-EXEC-FUNC PIC X (40) .
8 (IIEU) ~EXEC-FUNC-INTEGRITY-CHECK
8 VALUE ‘INTEGRITY CHECK

(ITEU) -FUNCTION-UPDATE
VALUE ‘FUNCTION UPDATE
(IIEU) -EXEC-FUNC-DEBUG
VALUE ‘DEBUG
(IIEU) ~-EXEC-FUNC-SYNCPOINT
VALUE ‘SYNCPOINT
(IIEU) -EXEC-FUNC-LIST-DEFN
VALUE ‘LIST DEFINITIONS
(IIEU) -EXEC-FUNC-SHUTDOWN
VALUE ‘SHUTDOWN
(IIEU) -EXEC-FUNC-STARTUP
VALUE ‘START

‘WARMSTART
(ITEU) -EXEC-FUNC-IM-STARTUP
VALUE ‘START IM
(ITEU) ~-EXEC-FUNC-LIST-RID
VALUE ‘LIST REQUEST IDS
(IIEU) -EXEC-FUNC-LAUNCH
VALUE ‘LAUNCH
(ITEU) -EXEC-FUNC-ITEM-SCAN
VALUE ‘ITEM SCAN
(ITEU) -EXEC-FUNC-ITEM-SCAN-UPD
VALUE ‘ITEM SCAN WITH UPDATE
(ITEU) -EXEC-FUNC-SWITCH-FILES
VALUE ‘SWITCH FILES
(IIEU) -CREATE-TIMERS
VALUE ‘CREATE TIMERS
(IIEU) -ADD-TIMER-INFO
VALUE ‘ADD TIMER INFO
(ITEU) ~-EXEC-EXTRACT-REPORT
VALUE ‘EXTRACTION REPORT

10 (IIEU)-FILLER PIC X (20).
10 (IIEU)-RESERVED3 PIC X (05).
10 (IIEU)-REQUEST-ID PIC X (40).
07 (IIEU)-DATA. <-———————— - ——— oo Data area starts here.
10 (IIEU)-AUDIT-DATA PIC X(31960) .

Previous fields are in
the prefix area.

ACR/Instream Programmer’s Guide
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Message Layout for Return Message: Multiple Return Codes or All
Return Codes Option

Prefix Area
Difference between all return codes and multiple return codes option:

B If you use the all return codes option, the IIEU-RC field in the prefix
area of the return messsage will contain the highest return code
encountered.

B Ifyouused the multiple return codes option, IIEU-RC field in the prefix
area will be filled with zeroes.

Data Area

When you use either the multiple return codes option or the all return codes
option, ACR/Instream revises the IIEU-DATA field in the return message
layout to contain multiple return codes, as shown below.

Length Occurs From Through

05 (IIEU)-DATA 31960 0 141 32100
10 (IIEU)-MULT-RC 4 725 141
10 (IIEU)-MULT-TEXT-RC 40 * 145

*The (IIEU)-MULT-RC and (IIEU)-MULT-TEXT-RC fields are paired.

“Occurs” (a COBOL term) refers to the number of repeat occurrences of an
item. Here it indicates an array to accommodate multiple return codes.
Your application code or middleware code must create an array to hold the
multiple return codes.

For more information, see “Examples of Messages Returned by ACR/
Instream” on page 30.
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Examples of Integrity Messages from an Application

Examples of Integrity Messages from an
Application

Sample Prefix Area of a Message from an Application

Following is a sample prefix area of an integrity message sent from an
application. In the prefix area, the module, version, length of data,
communications type, function, and request ID must be completed. Other
fields are either predefined or not required.

UXPIIE 040002550000000000000000 S INTEGRITY CHECK Register the claim
| \ \ I \
\
\

\ \
\ \
| | | -Request Def. ID
\ \
| | -Function is Integrity Check

\

\ -Comm. type is S

\

\

\
\
\
\
\
\
\
\
\ -Logical ID is 00000000
\

\

|
|
|
|
|
|
|
|
|
|
|
| -Reason Code is 0000
|

|

-Return Code is 0000 (in-balance)

0
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| |-Length of data is 255
|

|

-Version is 04

U
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

-Module is UXPIIEU

Sample Data Area of a Message from an Application

Following is a sample data area of an integrity message sent from an
application. The data area must include an item ID and any other relevant
data for ACR/Instream to perform the controls.

Data dictionary entries can be created that identify the location of the items
in the user data. For example, a data dictionary entry could be created for
“item ID” and “Element Value amt. of claim.” When the rules writer is using
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Examples of Messages Returned by ACR/Instream

the ACR/Instream Editor, these entries would be available in drop-down
lists for selection. See Chapter 5, “Data Dictionary Entries” for more
information.

CLAIMS 1234567 0045399 0045399 08
\ \ \

\

\

\

\

\

\

\

-Element value (number of postings)

-Element value (amt. of claim)

-Element value (amt. of claim)

Examples of Messages Returned by ACR/Instream

If your ACR/Instream controls include a return code and the incoming
integrity message includes an IIEU-COMM-TYPE of synchronous, a
message is constructed and sent back to the application.
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Examples of Messages Returned by ACR/Instream

Sample Prefix Area of Return Message: Highest Return Code
Option

With this option, ACR/Instream sets only the IIEU-RC field and sends back
the message for processing by the application.

[ | | | | |

| | | | | -Time
| | | |

| | |

| | |

UXPIIEU 040002552222000000000000 S INTEGRITY CHECK 2009061116001251
|
|
|
| | -Date
|

|
|
|
|
\ | |-Function is Integrity Check
} }—Comm. type is S

} -Logical ID is 00000000

}—Reason Code 1is 0000

-Return Code is 2222 (out-of-balance)

-Length of data is 255

-Version is 04

-Module is UXPIIEU

Sample Prefix Area of Return Message: Multiple Return Codes
Option

This option does not set the return code field in the prefix area (the field is
populated with zeroes).

UXPIIE 40002550000000000000000 S INTEGRITY CHECK 2009061116001251

| | \ \ [ \

\ \ | -Time
\ \

\ | -Date
\
\

-Function is Integrit Check

Yy
-Comm. type is

\
\
\
\
\
\
\
\
| -Logical ID is 00000000
\

\

|
|
|
|
|
|
|
|
|
|
| -Reason Code 1is 0000
|

|

0
|
[
.
[
.
[
.
[
.
[
.
[
.
| -Return Code is not set. The field is filled with zeroes.
(I

| |-Length of data is 255

|
|-Version is 04

U
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| -Module is UXPIIEU
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Combining Return Code Options

Sample Data Area of Return Message: Multiple Return Codes

Option

As explained in “Message Layout for Return Message: Multiple Return
Codes or All Return Codes Option” on page 28, the data area of the return

message includes an array of return codes and their text areas.

.2222THIS IS A BALANCE ERROR
\ \
| | -Text begins in position 145.
\

|-First return code begins in position 141.

...3333THIS IS A POST COUNT ERROR
| |
| | -Text begins in position 189.

|-Second return code begins in position 185.

...4444THIS IS AN INVALID CLAIM
\ \

| | -Text begins in position 233.

|-Third return code begins in position 229.

Combining Return Code Options

You can combine return code options when specifying more than one
comparison for arequest definition. Here is an example of a return message

whenprocessingarequestdefinitionthatusesthreecomparisonrules:

Return
Comparison Code Return Code Option
Comparison 1 1111 Multiple return codes
Comparison 2 2222 All return codes
Comparison 3 3333 Multiple return codes

The return message includes the following return codes:

IIEU-RC: 2222
ITIEU-MULT-RC: 1111
ITIEU-MULT-RC: 2222
ITIEU-MULT-RC: 3333
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Resetting the Return Code

Resetting the Return Code

The rules writer has the option of resetting a return code and specifying a
new one by using the Reset option in the Set Return Code dialog box.

Troubleshooting Return Codes

Theruni116 client generates a Return Code Cross Reference Report that lists
all return codes specified for all rules loaded into the ACR/Instream

domain. Use this report to verify that any return code (such as 2222 or 3333
in the examples above) is unique for all rules.

Instructions for running the run116 client are in the ACR/Instream online
help.
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Troubleshooting Return Codes
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Sending Messages to ACR/
Instream

This chapter describes your choices for creating and sending messages
from your application to the ACR/Instream domain.

It contains the following sections:

B “Information You Need to Create and Send Messages” on page 35
“Message Creation and Transport Choices” on page 35

“API Options for Supported Clients” on page 37

“Modifying COBOL Programs for the API” on page 39
“Pretailored TCP/IP Modules” on page 42

“WebSphere MQ Message Relay Module and Communication Exits for
Windows” on page 43

B “WebSphere MQ Message Relay Module and Communication Exits for
z/0OS” on page 43

Implementing a method to send messages to the ACR/Instream domain is
Design Step 5 in the design phase of implementation.

Information You Need to Create and Send
Messages

Before you start, you need the following information:

B Point in the target application at which the data is captured, as
determined in Analysis Step 4

B Application program responses as determined in Design Step 4

Message Creation and Transport Choices

To implement ACR/Instream, you need to 1) decide where to create the
integrity message and 2) choose the middleware to use.This section
provides information make these decisions.
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Message Creation and Transport Choices

Creating the Integrity Messages

These are the alternative methods of creating integrity messages:

B You can use the ACR/Instream application program interface (API) and
an ACR/Instream communication exit, which work with code added to
your application. This method works with both TCP/IP and WebSphere

MQ on Windows, z/0S, and the UNIX Client.
An API is software that uses services to transport data across a

network. It creates an integrity message from the data provided by the

application and sends the message to ACR/Instream.

More information about this option is in “API Options for
Supported Clients” on page 37.

B You can use the flat-file reader, which sends messages in batch
mode. See Chapter 7, “Flat-File Reader.”

B You can use existing WebSphere MQ messages. If your site uses
WebSphere MQ to transport messages that contain the data needed
by ACR/Instream, you can use Infogix’s WebSphere MQ message
relay module and the communication exits to capture the data and
format a message. More information about this option is in
“WebSphere MQ Message Relay Module and Communication Exits
for z/OS” on page 43.

Transporting the Messages

36

To transport messages between an application and the ACR/Instream
domain, you have these options:

B TCP/IP:You can use pretailored communications modules and
communication exits for TCP/IP. This is the practical choice for
sites that do not use WebSphere MQ. See “Pretailored TCP/IP
Modules” on page 42.

B You can use a pretailored WebSphere MQ communications module
and its associated communication exits. This is the practical choice
if your choice for creating messages is to use WebSphere MQ
messages. Additionally, this choice works with the WebSphere MQ
Message Relay for those sites that have WebSphere MQ in place but
do not want to create messages. See “WebSphere MQ Message
Relay Module and Communication Exits for z/OS” on page 43.

B You can use prototype modules and tailor them to your middleware.
This method is the choice for sites that intend to use the ACR/
Instream API to create the messages, but do not intend to use TCP/
IP or WebSphere MQ to transport the messages.
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API Options for Supported Clients

The instructions in this manual assume you will use the pretailored
modules. To tailor the prototype modules, please contact Infogix. See
“ACR/Instream Knowledge Base” on page 9.

The modules to support transporting messages are required for both
the ACR/Instream domain and for the platform. If your platform is not
on the same platform where ACR/Instream resides, you must perform
installation of the remote platform support as described in the ACR/
Instream Installation Guide.

Middleware types for all remote platform modules and the ACR/
Instream domain must be the same. For example, if platform A uses
WebSphere MQ, then platform B must also use WebSphere MQ.

API Options for Supported Clients

The ACR/Instream API (module IIA00008) takes the data from your
application and calls the additional programs to handle the message
routing to the ACR/Instream domain. The options that use the API
require the addition of code to your application that formats an
integrity message and calls the APIL. The API then handles the message
routing.

Two API options are available, depending on your implementation, as
described below.

ACR/Instream Programmer’s Guide 37



4 m Sending Messages to ACR/Instream
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ACR/Instream API Option 1: All Components

The diagram below shows an ACR/Instream installation with a local
call:

Option 1: ACR/Instream domain and target application in local mode

ComputerA
Application ACR/Instream
API
under control
Newly added code 1100008 ACR/Instream
domain
formats messages || | Calls 11A00048 11A00048
and calls to handle 11A00000

ACRI/Instream API message routing

Ifyour ACR/Instream implementation is run in local mode, all required
modules are included in an ACR/Instream domain installation.

ACR/Instream API Option 2: Remote Call

The diagram below shows the ACR/Instream domain using remote
mode from the application that is the target of control:

Option 2: ACR/Instream domain and target application in remote mode

ComputerA ComputerB
Application
under control
ACR/Instream TCP/IP ACR/Instream
API or domain
Newly added code 100048 WebSphere
Calls 11A00069 11A00068
formats messages Jo—
and calls —  1A00008 [P Communications —» dor:ar:am
I
ACR/Instream API Calls 1A00048 exit A00S8

When you complete the z/OS software installation instructions for the
ACR/Instream domain and the remote platform support, you can
choose TCP/IP or WebSphere MQ. This will cause the appropriate
modules, including the environment file named ITAENV, to be
unloaded.

Windows and UNIX
For Windows and UNIX, all files are unloaded during the installation
process.
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Modifying COBOL Programs for the API

If this option is your choice and your site has performed the appropriate
ACR/Instream software installation instructions, you can now
complete the installation by editing the environment file, adding the
code to your application, and so on. Go to the appropriate section
below:

B “Modifying COBOL Programs for the API” on page 39
B “Pretailored TCP/IP Modules” on page 42

For supporting other application types, such as Java or Perl, contact
Customer Support. See “ACR/Instream Knowledge Base” on page 9.

Modifying COBOL Programs for the API

This section provides procedures for modifying COBOL programs to use
the ACR/Instream API. The ACR/Instream API, module IIA00008, takes
the data from your application and calls the ACR/Instream communication
exits to handle the message routing to the ACR/Instream domain.

Below is an overview of the steps to modify your application program to
insert the ACR/Instream API and create integrity messages.

Details for each of these steps follow this overview.

1. Include the ACR/Instream copybook in your application program.
2. Fill in the prefix area of the message.

3. Move your application data into the data portion of the integrity
message.

4. Issuethe CALL to ACR/Instream module IIA00008.
5. Optional: Check the ACR/Instream return code or codes.

You need to perform these steps for each API in your application. The
following is an example of the code:

INITIALIZE ITIEU-STREAMING-MESSAGE.

SET ITIEU-MODULE-IIEU TO TRUE.

SET IIEU-CURRENT-VERSION TO TRUE.

SET IIEU-EXEC-FUNC-INTEGRITY-CHECK TO TRUE.

SET ITEU-COMM-SYNCH TO TRUE.

MOVE ‘MY REQUEST ID’ TO ITEU-REQUEST-ID.
MOVE MY-DATA TO ITIEU-CONTROL-DATA.
MOVE LENGTH OF MY-DATA TO ITIEU-LENGTH-DATA.

CALL IIA00008 USING ITIEU-INTEGRITY-MESSAGE.
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IF NOT IIEU-RC-IS-OK
PERFORM ERROR-DETECTED

After you modify your application program, it will be able to do the
following:

B Create integrity messages by moving application data into the integrity
message structure.

B Invoke ACR/Instream.

When ACR/Instream receives the message, it will do the following;:
B Invoke the appropriate rules and perform the integrity function.
B Carry out any actions associated with the rules.

B Send a return code back to your application, if required by the control
design and your integrity message specifies the SYNCH option.

Note that ACR/Instream cannot process the integrity messages from your
application without rules loaded into ACR/Instream’s internal rules
definition file.

Step 1: Include the Copybook in Your Application Program

For this step, you need to include the ACR/Instream copybook in the
working storage area of the COBOL application program source code. The
copybook will contain the record layout described in “Message Layout
Fields” on page 26.

The copybook is named ITEU and is located in the COPYLIB.

Step 2: Fill in the Prefix Area
The prefix area of the message contains required information:

1. Initialize the IEU-STREAMING-MESSAGE.

2. Set IEU-MODULE-IIEU to TRUE. This identifies the message as an
integrity message to be executed by ACR/Instream.

3. Set IIEU-CURRENT-VERSION to TRUE. This specifies the message
format you are using for ACR/Instream. By setting this version, you
enable an ACR/Instream implementation with the same or a newer
format of the message to still communicate with your application.

4. Set IIEU-COMM-SYNCH or IIEU-COMM-ASYNCH to TRUE.

5. Set IEU-EXEC-FUNC-INTEGRITY-CHECK to TRUE. This specifies
you want ACR/Instream to do an INTEGRITY CHECK function, which
is typical for an API.
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6. Move “your request ID” to IIEU-REQUEST-ID. This specifies the
request definition (rule set) you want ACR/Instream to execute.
This name must match exactly the name of the request definition
specified in the ACR/Instream Editor. ACR/Instream is case sensitive.

7. Move the length of “your data” to IIEU-LENGTH-DATA. This tells the
middleware how long of a message to send. Include the length of the
data portion of the message only. ACR/Instream automatically
accommodates the length of the prefix.

It is a good idea to specify only as much as you actually use of the data
area to avoid unnecessary communication of useless data.

Step 3: Move Your Application Data into the Integrity Message
For this step, you need to supply information to ACR/Instream about the
transaction to be controlled.

Move your application data to IIEU-DATA. If you wish to move data into
the IIEU-DATA with individual fields instead of a whole record, simply
redefine the IIEU-DATA field with your specific layout.

Avoiding packed and binary fields and any platform-specific data formats
is recommended. For numeric data, use the display format. This may force
you to move the fields individually. Packed and binary fields are not
translated properly when moved from an EBCDIC platform to an ASCII
platform and vice versa.

This is particularly important if you want to debug your rules using the
ACR/Instream Player. You will probably want to use a log file created from
your test or production system. If this log file is created under an EBCDIC
platform such as z/OS, you cannot use the log in the Windows environment
if it contains any packed or binary fields. Note that all fields in the prefix
part of the integrity message layout are in display format. You can use
signed numeric (overpunch) data, as ACR/Instream will recognize native
ASCII and EBCDIC/ASCII translated overpunch data.

Step 4: Issue the CALL to the ACR/Instream Module IIAO0008

This step sends an integrity message to ACR /Instream via a called program.
The module will connect to your middleware that will then transport the
integrity message to the ACR/Instream domain.

The purpose of this step is to enable your application to CALL ACR/
Instream to implement integrity validation. The application program
interface is designed to send one integrity message per CALL to ACR/
Instream.
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Pretailored TCP/IP Modules

This step presumes that your environment was established during
installation. The ACR/Instream environment file must be tailored with
information such as address and port number (for TCP/IP) or the queue
manager name (for WebSphere MQ).

Step 5: Optional: Check the Return Code or Codes

This step is optional, depending on your rules and your communication
type. If your rules set a return code, you need to determine how you want
your application to react as a result of the return code. Once determined,
you will need to modify your source code accordingly.

If the rules specify the Multiple Return Code option, then ACR/Instream
revises the returning integrity message to contain multiple return codes
and their associated text areas. See “Message Layout for Return Message:
Multiple Return Codes or All Return Codes Option” on page 28.

You will get a return code back from ACR/Instream only if you specify
IIEU-COMM-SYNC. If you specify an asynchronous message by setting
IIEU-COMM-ASYNC to true, you are indicating that you are not expecting
any reply from ACR/Instream. In those cases, there will not be a return
code set upon return from the call to the application program interface
(program ITA00008).

If you get a return code in the range of 1 to 16, it is most likely set by ACR/
Instream, as opposed to being set by your rules. In that case, additional
information will be contained in the field IIEU-RC-RSN. You can refer to
the copybook for what those codes represent. ACR/Instream online Help
also provides messages and codes descriptions.

Step 6: Compile Your Program

Compile your program using COBOL 370 or higher. Specify the RENT
option.

Pretailored TCP/IP Modules

z/OS

To implement TCP/IP for z/OS to transport your messages, you specify
TCP/IP during installation, so the appropriate libraries and files will be
unloaded from the installation tape.
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WebSphere MQ Message Relay Module and Communication Exits for Windows

All Platforms

After installation, you must tailor an environment file on each platform
so all communication modules handle the message routing. This file
contains certain variables such as TCP/IP addresses, and wait times for
incoming messages. This file is named ITAENV. The appropriate
ITAENV file was unloaded during installation of the ACR/Instream
software based on your selected communication options.

Follow the instructions in ITAENV as noted in the installation guide to
complete the implementation. This must be performed on each
supported platform.

WebSphere MQ Message Relay Module and
Communication Exits for Windows

If your Windows application uses WebSphere MQ middleware to
transport messages, you can implement a Java-based WebSphere MQ
message relay module (MQPROBE). This module and its associated
communication exits to capture data, format a message, and transport
it to the ACR/Instream domain. The ACR/Instream domain can be on
the same or another platform.

This option does not require adding code to your application. It does
require installing the remote platform support and the addition of a new
WebSphere MQ queue.

If this is your choice for implementation, follow the instructions in the
ACR/Instream Installation Guide for Windows.

WebSphere MQ Message Relay Module and
Communication Exits for z/OS

If your z/OS application uses WebSphere MQ middleware to transport
messages, you can implement a COBOL-based WebSphere MQ
message relay module (MQPROBE) and its associated communication
exits to capture data, format a message, and transport it to the ACR/
Instream domain. The ACR/Instream domain can be on the same or
another platform.

This option does not require adding code to your application. They do
require installing the remote platform support and the addition of a
new WebSphere MQ queue.
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WebSphere MQ Message Relay Module and Communication Exits for z/OS

If this is your choice for implementation, follow the instructions in the
ACR/Instream Installation Guide for z/OS.
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The task of creating data dictionary entries is Design Step 6 in the design
phase. The data dictionary is used with ACR/Instream Editor for rules
development in Design Step 8.

This chapter contains the following sections:
“What Is the Data Dictionary?” on page 45
“ACR/Instream Dictionary Maker” on page 46

“Creating Fixed Record Format Entries” on page 47

“ACR/Instream XML Data Dictionary Maker” on page 49

|
|
|
B “Creating Delimited Record Format Entries” on page 48
|
B “Updating the Rules Definition File” on page 50

|

“Changes to the non-XML Data Dictionary” on page 52

Before you start with the data dictionary, your target application’s APIs
need to be completed, as described in Chapter 4, “Sending Messages to
ACR/Instream.”

What Is the Data Dictionary?

The data dictionary contains technical information about layout definitions
of the integrity messages from the target applications. You can assign easy-
to-understand names to fields in the integrity messages as well as their
format, length, and position. When the rules writers create the rules, they
can select fields by these names in a drop-down list.
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ACR/Instream Dictionary Maker

The graphic below shows how an element to be extracted from an integrity
message can be selected while using the ACR/Instream Editor.

Element Extraction Properties E

General |

— Element storage

Element M ame: AMOUNT AT BEGINMIMG:
Accum Operator: IAdd vl

— Extraction

Dictiohary item: ICIaimamountatbeginning j Qictionary...l

Positior: |1 1 Length: IE

Format: I Murmeric i l

ak. I Cancel I Help I

In the graphic above, the user has selected “Claim amount at beginning” to
identify which data to extract and put in the AMOUNT AT BEGINNING
element.

Without the data dictionary, the rules writer must manually enter the
position, length, and format in this and other ACR/Instream Editor dialog
boxes, which increase the chance of error.

Another advantage of the data dictionary is that if the layout of the integrity
message is changed, many times the rules do not need to be changed. In
most cases, just the data dictionary layout for the integrity message needs
to be changed.

ACR/Instream Dictionary Maker

46

ACR/Instream Dictionary Maker takes your COBOL copybook and creates
an ACR/Instream data dictionary from it. If you are a COBOL user, this tool
will significantly reduce the data dictionary development time and assure
its accuracy.

The ACR/Instream Dictionary Maker is a graphical user interface available
on Windows. If your COBOL copybook is on another platform, you will
need to copy it to the PC on which ACR/Instream Dictionary Maker is
installed.

The ACR/Instream Dictionary Maker converts only COBOL copybooks that
have been successfully compiled.
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Creating Fixed Record Format Entries

How To Create a Dictionary from Your Copybook
Your COBOL copybook must be available on Windows before you begin.

1.
2.
3.

Double-click the ACR/Instream Dictionary Maker icon.
Complete the fields, and then click Generate.

Optional: Click Open Editor to view the newly generated data
dictionary in the ACR/Instream Data Dictionary editor. See the ACR/
Instream Dictionary Maker online Help for information about any field
or procedure.

Follow the directions in “Updating the Rules Definition File” on
page 50.

Creating Fixed Record Format Entries

Follow the steps below to create a data dictionary with fixed record format
entries.

Access the user interface by double-clicking the data dictionary icon.
Or, click Start, then select All Programs > Infogix > ACR/
Instream > ACR/Instream Data Dictionary.

& ACR Instream Data Dictionary. El

Welcome bo ACR/nstream

Pleaze choose ohe of the following applications for creating or editing the ACE/Instream D ata
Dictionary

* Data Dictionary E ditor

A tool for defining integrity message |apaut
" #ML Data Dictionary Editar

A tool far defining xpath lapout of ML integrity message
" COBOL Data Dictionary b aker

A tool for creating a data dictionarny from a COEOL copyboak.
" WML Data Dictionary M aker

A tool for creating a data dictionary from a sample <ML mezzage or Schema

Cahicel
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2. Select Data Dictionary Editor and click OK. This opens the Data

Dictionary.

B Untitled - ACR/Instream Data Dictionary

D=H

Fle Edt View Options Help

&

EEX

Record layout name:
Record format:

W Fixed
{2 Delimited

FIXED FIELDS

Field name

Format

Position | Length

Fixed prefix length:
Delirriter:

EUQ&H

DELIMITED FIELDS

Field name:

Forrnat:

Field number

3. Enter a name for the record layout and select a record format of Fixed.

4. Complete the fields. See the ACR/Instream Data Dictionary online
Help for information about any field or procedure.

5. Follow the directions in “Updating the Rules Definition File” on

page 50.

Creating Delimited Record Format Entries

When you create a delimited record format entry, you can enter data for a
fixed portion of the record, such as a header, and then enter the delimited
portion of the record.

You can import a delimited record format from a text file. The ACR/
Instream Data Dictionary editor will automatically number your fields. The
following is an example of a text file that could be imported.

THIS IS THE PREFIX AREA OF 40 BYTES

amount/Accepted amount/

48

Claim number/Total amount/Rejected
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ACR/Instream XML Data Dictionary Maker

Follow the steps below to import a delimited record format entry.

1.

Access the user interface by double-clicking the data dictionary icon.
Or, if you did not choose the desktop shortcuts during installation,
execute the command through the Start menu. Click Start, then
select All Programs > Infogix > ACR/Instream > ACR/
Instream Data Dictionary.

Enter a name for the record layout and select a Delimited record
format.

Complete the fields. See the ACR/Instream Data Dictionary online
Help for information about any field or procedure.

Follow the directions in “Updating the Rules Definition File” on
page 50.

ACR/Instream XML Data Dictionary Maker

ACR/Instream XML Dictionary Maker takes your XML schema or sample
XML document and creates an ACR/Instream data dictionary from it. If
your data source is an XML document, this tool will significantly reduce the
data dictionary development time and assure its accuracy.

The ACR/Instream XML Dictionary Maker is available only on Windows
but the resulting files work on all platforms. If your domain is on another
computer (such as z/0OS), you will need to copy it to that computer and load
it as described in “Updating the Rules Definition File” on page 50,

Supported Field Formats for XML Data Dictionaries

Sign Leading Separate
Unsigned numeric
Formatted amount, such as $123.00

Time, a string of 15 numbers in the format CCYYMMDDHHMMSSUU
(where UU is hundredths of a second)

Text

How To Create a Dictionary from Your XML Document
Your XML document must be available on Windows before you begin.

1.

2.

Click the ACR/Instream Dictionary icon the ACR/Instream Editor
toolbar or select it from the ACR/Instream application folder.

Select XML Data Dictionary Maker from the dialog box that opens.
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Updating the Rules Definition File

3. Select either an XML schema or a sample XML message as the layout
source in the dialog box that opens.
The data dictionary opens and displays the nodes available. Note that
all data types default to text.

4. Correct the data types for all fields as necessary by selecting the correct
data type from the context menu.

Your XML data dictionary is now ready to use. You do not need to update
the rules definition file for an XML data dictionary.

Note that the only changes that can be made to an existing XML data
dictionary is to change the data types for nodes.

Updating the Rules Definition File

50

After you complete your data dictionary definitions, you need to update the
rules definition file. Follow the procedure below that is appropriate for your
domain.

Note: These instructions do not apply to an XML data dictionary. Extraction
instructions based on an XML data dictionary are saved in the rules file.

Updating a z/OS Domain

1. Locate your current ACR/Instream rules library ITAIGLIB that you
unloaded from the installation tape. This is the recommended
destination for your data dictionary and rules files, which will facilitate
possible future maintenance.

2. Copy the data dictionary file (filename.imd) to IIAIGLIB.

3. Locate your current ACR/Instream PROCLIB that you unloaded from
the installation tape.

4. Edit the RUN138 JCL member. Specify the name of the data dictionary
with the IIATABLE DDNAME parameter.

5. Submit the JCL.

6. Review your output file and verify you have a return code of 0oo0o0. If
not, locate the reason code. Error messages are documented in the
ACR/Instream Editor online Help file.

This procedure also automatically executes a rules definition file integrity
check. See “Rules Definition File Integrity Check” on page 52.
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Updating the Rules Definition File

Updating a Windows Domain
This method uses the MS-DOS command prompt window and a .bat file.

1. Access an MS-DOS command prompt window. To do this on most
Windows PCs, click Start, point to Programs, and then click
Command Prompt.

2. Navigate to your ACR/Instream program folder, which is where the
commands are located. The default location is the following;:
c:\Program Files \Infogix\ACR Instream\Domain

3. Enter the appropriate command at the c: prompt.
Local mode (domain is not started)

runl381l [drive:] [path] filename.imd
where filename.imd is the name of your data dictionary file. The last
character of runi38l is a lowercase L.

Remote mode (domain is started)

runl38 [drive:] [path] filename.imd
where filename.imd is the name of your data dictionary file.
For an explanation of the difference between local mode and remote
mode, see “Local and Remote Modes” on page 19.

4. Verify your step completion code is 0000, indicating your data
dictionary has no errors. If you have a step completion code that
indicates an error (such as 0016), review the output file. The default
name of this file is dispout.rpt. You can use any text editor, such as
WordPad, to review the output.

If your run138l command executed correctly, this file shows statements
that look like the following:

UXPIIEU 040003330000000000000000 S UPDATE DD TABLE
2000060616492320+0000

WRITE RETURN CODE 0000 LOGICAL ID 00000000
If you receive a message that looks like the following, your data dictionary
entries have an inconsistency:

IIATABLEO2DD 0100000000tutorial claimnum
000000000051 0000

#UITA00138-021 DATA DICTIONARY POS=0 AND DELIM MISSING
The example above shows a message that describes an entry with a position
of 0 and a missing delimiter. In the event of an error message, return to the
ACR/Instream Data Dictionary editor, correct the inconsistency, and
reload your data dictionary.

This procedure also automatically executes a rules definition file integrity
check. See “Rules Definition File Integrity Check” on page 52.
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Rules Definition File Integrity Check

A rules definition file integrity check is performed each time a run6s or
runi138 command is executed; it checks for inconsistencies between certain
rules components.

When you execute the run138 command, a report is generated listing the
errors, if any. The report is placed in the Rules Definition File Update report
file (iiaupr.rpt on Windows and ITAUPR on z/OS). If your report shows
errors, refer them to the rules writer. Errors must be resolved before the
rules will execute in production.

Changes to the non-XML Data Dictionary

52

If the changes you make to the non-XML data dictionary have no effect on
the rules, such as the position of an existing field or the insertion of a new
field, then you can skip the steps in “Updating the Rules Definition File” on
page 50.

If the changes you make to the data dictionary directly affect the rules, such
as changing the name of a field or changing the type and length, then you
need to perform the following steps:

1. Update the ACR/Instream domain using the steps in “Updating the
Rules Definition File” on page 50.

2. Reload the rules file into the ACR/Instream domain using the run6s
command or RUN65 JCL. Instructions are in the ACR/Instream
Controls Design Guide. When you update the rules definition file,
ACR/Instream checks all data dictionary references in the rules.

3. Review the Rules Definition File Update Report (iiaupr.rpt on UNIX
and Windows and ITAUPR on z/0S). Errors in data dictionary
references will be listed in the Rules Definition File Integrity Report,
which is the second part of the report.

If necessary, correct the errors and reload the rules file.

Adding, deleting, or changing elements for rules that have already been
loaded using the run65 command requires planning on your part. This is
because ACR/Instream may already have values in memory for those item
groups. You need to decide if you want to retain those element values. For
a complete explanation, see the ACR/Instream Editor online help.

This procedure also automatically executes a rules definition file integrity
check. See “Rules Definition File Integrity Check” on page 52.
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Testing Your Implementation

In Design Step 9, Test and Load the Rules File, you test the control design
by using the ACR/Instream Player. After that step, you can do
implementation testing, the last phase in ACR/Instream implementation.
This testing is to assure that your controls work with your modified
applications.

The implementation test steps are in the following sections:

B "Test Step 1. Run Modified Application in a Test Environment"

B "Test Step 2. Run Modified Application Using Expected Volumes"
B "Test Step 3. Assess the Resource Utilization"

B "Test Step 4. Move the Modified Application into Production"

Test Step 1. Run Modified Application in a Test Environment

Purpose: Ensure the rules are being processed properly and the results are
as expected.

Inputs: Completed controls and message logs.
Outputs: Evaluated controls and modified application.
Roles: Business analyst and programmer.

Once the controls are in place, the programmer can test the controls. For
controls testing, these tools are available:

B Integrity message logs from prior testing such as testing of the data
transfer method (API).

B The run100 client, which submits your batch file of messages as if they
were being sent from your application.

In this test step, every potential action should be executed to verify
functionality. Infogix recommends an extensive and realistic integrity
message log for this testing to detect controls anomalies prior to full
implementation.
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Test Step 2. Run Modified Application Using Expected Volumes

Purpose: Verify controls functionality with target application under
representative conditions.

Inputs: Modified application and tested controls from Test Step 1.

Outputs: Verified controls and applications to use for resource utilization
assessment in Test Step 3.

Roles: Business analyst and programmer.

The business analyst and programmer run the controls and the modified
application in an environment that simulates transaction volumes for
representative processing periods.

Test Step 3. Assess the Resource Utilization
Purpose: Determine if controls adjustments are required.
Inputs: Verified controls from Test Step 1 and modified applications.

Outputs: Completed rules and modified application, ready for moving into
production.

Roles: Business analyst and programmer.

The business analyst and programmer assess the resource utilization and
determine if adjustments need to be made to the controls.

For information about improving controls performance, see the ACR/
Instream Controls Design Guide.

Test Step 4. Move the Modified Application into Production
Purpose: Complete the implementation.
Inputs: Tested rules and modified application.
Outputs: Completed implementation.
Roles: Programmer.

Once testing is complete and the control architecture is finalized, the
programmer can implement the controls in the production environment.

At this point, the implementation is the responsibility of the administrator.
For more information, see Chapter 8, “Administration" on page 63.
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The flat-file reader is a program that can read data from a sequential (flat)
file for processing by ACR/Instream. It formats the data into an integrity
message, including a request definition ID that is passed as a parameter.
After formatting, it sends the message to the ACR/Instream domain for
processing as if it came directly from an API or a WebSphere MQ queue.

This chapter contains the following sections:

B “When to Use the Flat-File Reader” on page 55
“Formats Supported by the Flat File Reader” on page 55
“How the Flat-File Reader Works” on page 55

“Flat-File Reader Parameters” on page 58

“Running the Flat-File Reader” on page 59

When to Use the Flat-File Reader

The flat-file reader is useful when an API is not practical and the data
needed for the rules is in a file with a single record layout. Parameters
accommodate a different first and last record in the file.

Formats Supported by the Flat File Reader

The flat-file reader accepts FB (fixed block) or VB (variable block) files with
lengths up to 31,960.

The ACR/Instream flat-file reader accommodates files that use headers
(heads) and trailers (tails) to mark the first and last records on a file or both.
You must indicate to ACR/Instream if your files have headers or trailers by
specifying the appropriate parameters.

The flat-file reader also accommodates control designs that require
beginning-of-file and end-of-file messages.

How the Flat-File Reader Works

When you execute the flat-file reader, you must pass a parameter that
identifies the request definition ID to process the data. The flat-file reader
uses the request definition ID to format an integrity message.
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You also must specify whether the input file contains header or trailer
records and whether you need beginning-of-file or end-of-file messages.
The following sections describe how processing proceeds based on the type
of input file.

No Header or Trailer Records
In a file without header or trailer records, the first line contains the first
record to process. The following is a simple three-record file of data to be

processed:

JOHN P. SMITH 00001666001703
DONNA Q. JONES 00000022050002
PAMELA A. BENNETT 00003759065400

When the flat-file reader is executed and a request definition ID of MY-
REQUEST-ID is passed as a parameter, the reader generates the following

messages:

MY-REQUEST-ID JOHN P. SMITH 00001666001703
MY-REQUEST-ID DONNA Q. JONES 00000022050002
MY-REQUEST-ID PAMELA A. BENNETT 00003759065400

Header and Trailer records

If your file contains a header record or trailer record that requires
processing, you can specify a parameter that causes the reader to generate
anintegrity message to process that record. The flat file reader will generate
separate integrity messages for those records and prefix the request
definition ID with either HEAD or TAIL, as appropriate.

These records can then be processed by the rules separately.

The following is an input file to be processed with three data records and
both a header record and a trailer record:

00001111 003300000000

JOHN P. SMITH 00001666001703
DONNA Q. JONES 00000022050002
PAMELA A. BENNETT 00003759065400

00001111 003300000000

When the flat-file reader is executed and a request definition ID of MY-
REQUEST-ID is passed as a parameter, the reader generates the following

messages:

HEAD-MY-REQUEST-ID 00001111 003300000000

MY-REQUEST-ID JOHN P. SMITH 00001666001703
MY-REQUEST-ID DONNA Q. JONES 00000022050002
MY-REQUEST-ID PAMELA A. BENNETT 00003759065400
TAIL-MY-REQUEST-ID 00001111 003300000000
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The rules file must contain the following request definitions to process the
above:
HEAD-MY-REQUEST-ID

MY-REQUEST-ID
TAIL-MY-REQUEST-ID

Beginning-of-File and End-of-File Records

If your file does not contain a header or trailer but your controls require
notification of the beginning or end of file, you can specify a parameter that
will create a message for the beginning or end of the file. The flat file reader
will generate integrity messages and prefix the request definition ID with
either BEGIN or EOF, as appropriate.

The following is an input file to be processed that needs a beginning and
end of file notification:

JOHN P. SMITH 00001666001703
DONNA Q. JONES 00000022050002
PAMELA A. BENNETT 00003759065400

When the flat-file reader is executed and a request definition ID of MY-
REQUEST-ID is passed as a parameter, the reader generates the following
messages:

BEGIN-MY-REQUEST-ID

MY-REQUEST-ID JOHN P. SMITH 00001666001703
MY-REQUEST-ID DONNA Q. JONES 00000022050002
MY-REQUEST-ID PAMELA A. BENNETT 00003759065400

EOF-MY-REQUEST-ID

The rules file must contain the following request definitions to process the
above:
BEGIN-MY-REQUEST-ID

MY-REQUEST-ID
EOF-MY-REQUEST-ID
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Flat-File Reader Parameters

The flat file reader accepts the parameters described in the table below. The
parameters are specified at run time, as described in “Running the Flat-File
Reader” on page 59.

Parameter Position/Length Options
Send Position: 1 This parameter controls how each message is
Length: 1 read and processed.

R = Remote send; message will be sent to the
ACR/Instream domain through middleware.

L = Local send. The flat file reader will start the
domain, send each record as a message, and
then shut down the domain.

N = No send; messages are formatted and written
to an output file. Messages are not processed by
the ACR/Instream domain.

For an explanation of remote and local mode, see
“Local and Remote Modes” on page 19.

Header Position: 2 This parameter indicates whether the file has a
Length: 1 header record or requires special processing for

the beginning of the file.
H = File includes a header. Reader will format the
first message, prefixing the request definition ID
with HEAD- for the first record in the file only.
Subsequent records will continue to be formatted
with just the request definition ID specified.
B = File needs a beginning-of-file message.
Reader will format a message with the request
definition ID prefixed by BEGIN-. Each record in
the file will still create a message formatted with
just the request definition ID specified.
N = No header is included.

Trailer Position: 3 T = File includes a trailer. Reader will format a
Length: 1 message with the request definition ID prefixed by
TAIL-.

E = File needs an end-of-file message. Reader will
format an additional message after processing.
Message will have request definition ID prefixed
by EOF-.

N = No trailer is included.
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Parameter Position/Length Options
Communica- Position: 4 Specifies if the message is sent synchronously or
tions type Length: 1 asynchronously.

S = Synchronously; ACR/Instream returns the
applicable return codes as a step completion
code.

A = Asynchronously; ACR/Instream always
returns zero as the step completion code.

C = Synchronously with client return codes; ACR/
Instream returns the returns codes (connection
errors) in the step completion code.

Request Position: 5 Specifies the request definition ID of the request
definition ID Length: definition to be processed.
40 bytes if no header or Note that underscores cannot be used in the
trailer used request definition name if you intend to execute

34 bytes if the Beginning- the file on z/OS. This is a z/OS JCL limitation.

of-file parameter is used
35 bytes if the Tail or
Header parameter is
specified

36 bytes if the End-of-file
parameter is used

Running the Flat-File Reader

This section provides instructions for running the flat-file reader on z/OS,
Windows, and UNIX.

How to Execute the Flat-File Reader on z/OS

Follow the steps below to specify parameters and execute the flat-file reader
on z/0OS:

1. Locate your current ACR/Instream PROCLIB that you unloaded from
the installation tape.

2. Edit the RUN300 JCL:
a. Specify the name of the input file with the IIAFIN DDNAME.
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60

b. Specify the parameters with the PROGPARM: The following shows
an example of a PROGPARM:

PROGPARM=' RNNATNSERT-YOUR-RID-NAME-HERE \
Change the RNNA to the parameters you need and insert the
request definition name for the INSERT-YOUR-RID-NAME-
HERE. Parameter positions are as described in “Flat-File
Reader Parameters” on page 58.

For information about local and remote mode PROGPARM, see
“Local and Remote Modes” on page 19.
c. Complete any additional editing requirements and submit the JCL.
Review your output file and verify you have a return code of 000o0. If

not, locate the reason code. The explanations for reason codes are
available in the ACR/Instream Editor online Help.

How to Execute the Flat-File Reader on Windows and UNIX

This execution method uses the MS-DOS command prompt window and a
.bat file.

1. Edit the appropriate run300.bat or run300.sh file (remote mode) or

run3ool.bat or run 300l.sh file (local mode), located in your ACR/
Instream domain folder. The default location for ACR/Instream
command files on Windows is the following:

c:\Program Files\Infogix\ACR Instream\Domain
Edit the CALL iiarun ITA00300 statement with the first four
parameters. The following example shows an edited statement with

local send (L), a header (H), no trailer or end-of-file marker (N), and
asynchronous communications (A):

CALL iiarun ITA00300 LHNA%2
The request definition ID is passed as a parameter in a later step. You

do not need to repeat this step in the future if the parameters are
unchanged.

Enter the appropriate command at the C: prompt on Windows or from
the run directory on UNIX:

Local mode (domain is not started):

run3001 [drive:] [path] filename.txt request-id-name

Remote mode (domain is started):

run300 [drive:] [path] filename.txt request-id-name
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where filename.txt is the name of the file to process with the flat-file
reader and request-id-name identifies the request definition to
process.

For an explanation of the difference between remote mode
(rungoo.bat) or local mode (run3ool.bat), see “Local and Remote
Modes” on page 19.

3. Verify your step completion code is 0000, indicating your file has no
€errors.
If you have a step completion code that indicates an error (such as
0016), review the output file that is generated by the run3o00 or

run300l command. The default name of this file is dispout.rpt. You can
use any text editor, such as WordPad, to review the output.
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The ACR/Instream administrator maintains the ongoing implementation
with a few routine tasks and handles customizing and recovery requests.

This chapter provides information on the following topics:
“Customizing Using Configuration Parameters” on page 64
“Sending Syncpoint Messages” on page 70

“Configuring the Permanent Log” on page 72

“Managing the Extraction Error Report” on page 77
“Customizing Report Headers” on page 79

“Configuring the Memory Parameters” on page 81

“Turning Recording On or Off Using the IIP RECORDING CONTROL
Function” on page 82

“Passwords for Rules Files” on page 83
“Performing Backups of ACR/Instream Files” on page 84
“Performing Startup and Shutdown” on page 85

“Automatic Recovery after an Abend” on page 87
B “What To Do if Automatic Recovery Fails” on page 90

If you have not done so already, please read “Domain Manager and the
Functional Servers” on page 13.
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Customizing Using Configuration Parameters

You can customize yourinstallation by modifying configuration parameters
in the configuration file. The location and access method for the
configuration file depends on the platform on which ACR/Instream is
installed.

Windows Domains

To implement your changes on Windows, follow these steps:

1.

Make a backup of the file named iiaconfg.dat in the following location:
c:\Program Files\Infogix\ACR Instream\Domain\Files

Copy your backup to another location or give it a new name and keep it
in the same location.

Select Start > All programs > Infogix > ACR/Instream > ACR/
Instream Configuration File Editor.

Edit the configuration parameters and save them. You must save the
changes to iiaconfg.dat and save it in the same location for the changes
to take effect.

z/OS Domains

To implement your changes on z/OS, follow these steps:

1.

64

Locate your configuration file on z/OS. The location of this file was
defined in the IMFILES JCL that was submitted during installation.
The DDNAME is IIACONFG.

Copy this file to the Windows PC where your tools are installed. Name
the file ilaconfg.dat

Select Start > All programs > Infogix > ACR/Instream > ACR/
Instream Configuration File Editor.

Edit the configuration parameters and save them.

Copy the configuration file back to z/OS and use it to replace the one
you located in step 1.
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Customizing Using Configuration Parameters

The table below describes each parameter in the configuration file.

Parameter Description

ACR/Instream domain Names the ACR/Instream domain. This name appears in the

name output interface.

Release Number Indicates the version number of the ACR/Instream product that is
installed.

Build identifier Reserved for internal use.

Installation date Indicates date that the ACR/Instream domain was installed.

DEBUG trace to sysout Specifies the output type for a trace. Specify Yes to write the

output to sysout. This value automatically resets to No upon
domain shutdown.

Width of reports in Specifies the width of the Integrity Check report in characters.
characters
Number punctuation Specifies the user-defined character that denotes the decimal

point. Any character is allowed.

Currency symbol Specifies the user-defined character that denotes the currency
symbol. Any character is allowed.

Language selection Determines the language in which report headers are written. You
can use any single digit or number. The character you use should
match the code used when you tailor the messages in the
message file.

Report headers are contained in the file for your platform:

z/0S: RPTMSGS

Windows: rptmsgs.ieu

For more information on tailoring report headers, see Customizing
Report Headers on page 79

Percentage increase for When you create an item group using the ACR/Instream Editor,
the item table storage you will specify the number of items that you estimate will be in
when table full the process at any given time.

ACR/Instream uses this number to allocate space to hold the
number of items you specify under its control simultaneously. If
you underestimate the number of items that need to be controlled
simultaneously, ACR/Instream automatically increases the space
by the percentage you specify with this parameter.
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Parameter Description

Date format Specifies the format in which dates are displayed. Enter dates as
a combination of D, M, Y and C: where D equals days, M equals
month, Y equals year, and C equals century and year. The
following shows a few sample formats for a date of May 13, 2007
assuming a date separator of slash (/):

MDC: 05/13/2007
CMD: 2007/05/13

MDY: 05/13/07

Suppress leading zeros in  Determines whether leading zeroes should be printed or
the date? suppressed in date fields.

Date field separator Specifies the user-defined character that appears between
components of a date. For example, specify a slash (/) for 02/11/
2000 or a period (.) for 02.11.2000.

Force return code to 0000  Specifies the use of zeroes for return codes in return messages.

in all returning messages?  |f set to yes, then all return codes in the IIEU-RC field of the
integrity message are set to zero before the message is returned.
For any other value, IIEU-RC is not changed. Use this parameter
to suppress the return code in a returning message during testing.

Internal message queue Specifies the maximum number of messages for the internal

size message queue. This is a wrap-around queue. This means that
as entries are taken off the front of the queue, space is available
for new entries. If an action tries to place a new message on this
queue and finds that it is full, you will receive an error message
containing a return code of IEU-RC=0016 and a reason code of
IIEU-RC-RSN=3034.

Note that each entry in the queue acquires approximately 32,000
bytes of memory.

Generic search terminator  Specifies the generic terminator for a dynamic element or item
scan search key. This character indicates that any character is a
match. Any symbol is allowed. Specify a character that is not
contained in your search key.

Percentage of memory Specifies a percentage of accessible memory to be used before
used to trigger warning issuing a warning message that ACR/Instream is low on memory.
message (%)

Short-on-memory Lets you define custom messages for when the domain is nearing

message an out-of-memory condition. This is the message that is triggered
when the threshold for memory usage is passed, which is set by
the parameter above.
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Description

Number of log records to
trigger automatic
syncpoint

Specifies the maximum number of records to write to the recovery
log (the IIALOG file) before automatically generating a syncpoint.

A value of 0 indicates no automatic syncpoint.

Enable Extraction Error
report?

Turns the Extraction Error report on or off.

Extraction error Detail or
Summary report?

Controls whether the report shows only the extraction errors or
shows all extractions.

A detailed report shows all extracted values for a request
definition ID when an extraction error is encountered. A summary
report shows only the element in error when an extraction error is
encountered.

Maximum extraction error
report lines

Specifies the maximum number of lines for the Extraction Error
report. When the limit is met, the report is turned off. Revise this
limit to reflect the actual size of your allocated data set.

Percentage of maximum
Extraction Error report
lines to trigger message

Controls when a message is displayed warning of the approach of
the maximum number of lines and subsequently the termination of
the report. Specify as a percentage of the maximum number of
lines.

High-level qualifier for log
archive (IIAALOG)

Specifies the high-level qualifier for the archiving of the permanent
log (IIAPLOG). If archiving is turned on, ACR/Instream will copy
the records to a dynamically created file named by combining this
value with the current run date and time.

Disk space for log archive
in cylinders (primary)
(secondary)

Specifies the space allocation for the log archive. Valid values:
Space in cylinders (primary, secondary). Not used by Windows.

Storage unit type for the
archive log

Specifies the storage pack for the log archive for z/OS installations
only.

Record count for
automatic flush of the
permanent log (IIAPLOG)

Specifies the maximum number of records for the permanent log.
When the maximum is reached, the log is flushed. Specify up to
18 digits.

Automatic flush of the
permanent log (IAPLOG)
on shutdown?

Turns on the automatic flush of the permanent log on shutdown.
Specify yes to automatically discard records in the IAPLOG when
the domain is shutdown. Specify no to turn off automatic flushing
and keep permanent log records after the domain is shutdown.

Automatic archive of
permanent log (IIAPLOG)
on flush?

Turns on the automatic archive of the permanent log on flush.
Specify yes to turn on the automatic archive on flush. Specify no
to turn the automatic archive on flush off and discard the records.
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Parameter Description

Action for a full permanent

log (IIAPLOG)

Specifies the action to take when the permanent log is full. Valid
values are the following:

CONTINUE PROCESSING ALL—The error message 3025 is
issued for every message when the IIAPLOG is full. ACR/
Instream continues processing all messages but logging is
disabled.

STOP PROCESSING—The error message 3025 is issued for
every message when the IIAPLOG is full. ACR/Instream does not
process any further messages. In this case, you must manually
clear out the permanent log and restart the domain.

PROCESS ONE AND THEN STOP—The error message 3025 is
issued for the first message processed after the full condition.
After that first integrity message, no further error messages are
sent and processing continues normally but logging is disabled.

Permit shutdown of the
domain by a timer?

Specifies if a shutdown message from the ACR/Instream Timer
utility is permitted.

Do you have an IIP
database?

Specifies the use of a database. Specify yes to indicate you have
installed the database.

Enable Export action to
the IIP database?

Controls the writing to the 1IP database by the Export Domain
Data action.

This parameter is automatically set to no if a database error is
encountered. You must reset to yes when the database error is
corrected by either editing the configuration file or using the 1P
RECORDING CONTROL function. See the ACR/Instream
Information Portal Database Guide for more information.

Enable exports to the
system console?

Controls the writing to the system console by the Export Domain
Data action.

Action for an |IP database

error?

Specifies a shutdown of the ACR/Instream domain when a
database error is encountered.

XML debugging

Reserved for use by Infogix Customer Support.

Alternate character for {
(left curly brace)

Specifies the left delimiter for identifying a reformat rule. If your
site cannot translate the default character of a left curly brace ({),
choose an alternative.

Alternate character for }
(right curly brace)

Specifies the right delimiter for identifying a reformat rule. If your
site cannot translate the default character for a right curly brace
(1), choose an alternative.
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Description

Maximum records in any

one response queue

Specifies the maximum number of records in any response
queue.

This parameter supports the ACR/Instream interface. The
purpose of this parameter is to protect the domain from massive
queries or a large number of smaller queries. This could cause
ACR/Instream to spend excessive memory and time processing
requests from the interface as a priority over processing integrity
messages from the application.

Maximum total current
messages on all response

queues together

Specifies the maximum number of records in all response queues.

This parameter supports the ACR/Instream interface. It sets a limit
on the number of messages on any one response queue that
supports the interface. The purpose of this parameter is to protect
the domain from massive queries for item IDs. This could cause
ACR/Instream to spend excessive memory and time processing
requests from the output interface as a priority over processing
integrity messages from the application.

Seconds a response

gueue can exist before

being deleted

Specifies the number of seconds a response queue exists before
it is automatically deleted.

This parameter supports the ACR/Instream interface.

Enable the Produce
Report action?

Turns on or off the execution of the Product Report action.

Enable the Execute
Program action?

Turns on or off the execution of the Execute Program action

Enable the Launch
Process action?

Turns on or off the execution of the Launch Process action.

Enable the Write
Instructions action?

Turns on or off the execution of the Write Instruction action.

Print instructions on a
separate page?

Specifies that the instructions are printed on a separate page.
Instructions are created by the rules writer with the Write
Instruction Action.

Enable the Set Return
Code action?

Turns on or off the execution of the Set Return Code action.

Enable the Activate
Comparison action?

Turns on or off the execution of the Activate Comparison action.

Enable the Reject action?

Turns on or off the execution of the Reject Message action.

Enable the Move action?

Turns on or off the execution of the Move action.
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Parameter

Description

Enable the Increment Turns on or off the execution of the Increment Element action
Element action?

Enable the Purge Item IDs  Turns on or off the execution of the Purge Item IDs action.

action?

Enable the Reset Element  Turns on or off the execution of the Reset Element Value action.

Value action?

Enable the Display Turns on or off the execution of the Display Message action.
Message action?

Should this domain Turns on or off the forwarding of integrity messages from this
forward all INTEGRITY domain to another domain. The target domain of this forwarding is
CHECK messages to specified in the IAENV environment file and messages are sent
another domain? via WebSphere MQ only. See your ACR/Instream Installation

Guide for information about the IAENV environment file.

This feature assists those ACR/Instream sites that need to
maintain a redundant or fail-over backup domain. Note that this
parameter does not forward setup or configuration changes from
one domain to another. The backup domain must be manually
updated with all rules, tables, timers, etc.

Also note that the domain must be operated in remote mode for
the messages to be passed through to the target domain.

Sending Syncpoint Messages

This section describes the syncpoint options you can choose to provide the
best protection against data loss when a recovery is necessary. Recovery
could be required due to hardware failure or any other reason that causes
ACR/Instream to abend.

It is the administrator’s responsibility to review the syncpoint options and
to assure the options are selected to best provide full recovery based on your
implementation needs.

What Does the Syncpoint Function Do?

70

The SYNCPOINT function causes all currently controlled items to be
written to the syncpoint fileincluding item IDs, duplicate checker elements,
and element values for those items. A syncpoint message also deletes the
contents of the recovery log file.

Infogix, Inc.



Administration m 8

Sending Syncpoint Messages

For those sites using the database option, a syncpoint also causes a
database COMMIT to be performed. See the ACR/Instream Information
Portal Database Guide for more information about syncpoints and
database COMMITs. This guide is available in the Knowledge Base. See
“Additional Documentation” on page 9.

So that ACR/Instream can track the current location of recovery data, a
syncpoint also causes ACR/Instream to update two records in the warm-
start file. Those records are identified by the keywords SYNCPOINT-A-
STATUS and SYNCPOINT-B-STATUS.

ACR/Instream sets the values associated with those keywords to identify
which of the two syncpoint files to use during automatic recovery. A value
of 1indicates that ACR/Instream should use this syncpoint file and a value
of 0 is used for the syncpoint file that is not to be used. Each SYNCPOINT
message reverses these values so that ACR/Instream will write to the
associated syncpoint file.

Some Syncpoint Messages Are Generated Automatically

B Syncpoints are automatically generated when the recovery log
(ITALOG) is full.

B Syncpoints are automatically generated during a shutdown of the ACR/
Instream domain.

B Syncpoints are automatically generated based on the log count,
described below.

Automatic Syncpoint Based on Log Count

In addition to the automatic syncpoint when the recoverylog is full, you can
choose automatic syncpoint based on log count before the recovery log is
full. Using this parameter provides better recovery potential than relying on
the syncpoint taken when the log is full.

The configuration parameter Number of log records to trigger automatic
syncpoint lets you specify the number of records to accumulate in the
ITALOG file before automatically generating a syncpoint. The default is o,
which indicates no automatic syncpoint based on log count.
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The automatic syncpoint performed when the log is full is independent of

the configuration parameter Number of log records to trigger automatic

syncpoint:

B [f the log file fills before the log count is reached, an automatic
syncpoint is still performed, but the log count is not reset.

B When the log count equals the Number of log records to trigger
automatic syncpoint parameter, an automatic syncpoint is performed,
even if an automatic syncpoint for a full log was recently performed.

When Do You Manually Issue a Syncpoint?

If you do not use the Number of log records to trigger automatic syncpoint
configuration parameter, issue a syncpoint occasionally during the
processing day to make recovery faster if a system problem occurs. How
frequently you issue the syncpoint depends on how many integrity
messages are processed by the ACR/Instream domain during that period of
time.

Methods of Sending Syncpoint Messages

You can send syncpoint messages using one of the following methods:

B Send a periodic syncpoint message using the Timer utility. For more
information, see the online Help for the ACR/Instream Timer utility.

B Perform a regular shutdown of the ACR/Instream domain, which
invokes the SYNCPOINT function.

B Send a message that specifies the ACR/Instream function named
SYNCPOINT into the ACR/Instream domain using arun100 or run1ool
command. See “Executing Functions” on page 105 for information
about manually executing a syncpoint.

Configuring the Permanent Log

72

The permanent log contains exact images of the integrity messages received
by a domain. You can use this file to perform the following tasks:

B Test new control designs by playing the messages back in the ACR/
Instream Player

B Recover from a time further back than the recovery log covers
B Review what your system did in the past

B Determine the possible effects of changes to your control architecture
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B Review an audit trail of transactions processed
Log-related administrative tasks for ACR/Instream are the following:

B Determine how many messages are allowed to accumulate in the log file
before the log must be emptied

B Determine if the records are to be automatically flushed (deleted)
B Determine if the records are to be archived
B Determine how to handle a full permanent log

The configuration parameters described in the next section allow you to
control the permanent log with automatic flushing and automatic
archiving. The default parameters are no automatic archiving and no
automatic flushing.

If automatic flushing is not enabled, then the permanent log must be
manually maintained. You must locate the file and delete messages that are
no longer needed on a periodic basis. How often you delete the messages
depends on the volume of messages for your site and the amount of space
available for storing messages.

Options for Handling a Full Permanent Log for z/OS

If automatic archiving is not enabled, and you do not manually maintain
the log, eventually the log will exceed the allocated space and ACR/
Instream will issue an error message of 3025.

Note: If your communications use asynchronous communication, no error
message will be returned to the domain.

The configuration parameter Action for a full permanent log (IIAPLOG)
controls how ACR/Instream responds on z/OS:

If Action for a full permanent log (IIAPLOG) is set to CONTINUE
PROCESSING ALL, the error message 3025 is issued for every message

when the ITAPLOG is full. ACR/Instream continues processing all
messages but logging is disabled.

If Action for a full permanent log (ITAPLOG) is set to STOP PROCESSING,
the error message 3025 is issued for every message when the IIAPLOG is
full. ACR/Instream does not process any further messages. In this case, you
must manually clear out the permanent log and restart the domain.

If Action for a full permanent log (IIAPLOG) is set to PROCESS ONE AND
THEN STOP, the error message 3025 is issued for the first message
processed after the full condition.
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After that first integrity message, no further error messages are sent and
processing continues normally but logging is disabled.

Name and Location of the Permanent Log

The name and location of the log depends on which platform you installed
the ACR/Instream domain:

z/0S: The DDNAME is ITAPLOG. To empty this file you can edit it and
delete the contents. You can also set up a backup job to run monthly to
backup first, then delete and reallocate.

Windows: This file is named ITAPLOG.DAT. The following is the default
installed location:

c:\Program Files\Infogix\ACR Instream\Domain\Files\IIAPLOG.DAT
Disabling the Logging

If you feel you do not need the permanent log, disable the logging by using
the procedure appropriate for the platform:

z/0S: Specify the DD DUMMY JCL feature in the IIAPLOG DD statement.

Note: The correct DCB parameters still must be specified even if the DD
DUMMY JCL is specified.

Windows: Remove the iiaplog allocation from the SetParms.bat file. This
file is located in your ACR/Instream domain folder.

Automatic Flush and Archive of the Permanent Log

ACR/Instream dynamically allocates a dataset for the permanent log using
a qualifier or path name specified as a parameter in the configuration file.

You can also configure your permanent log (IITAPLOG) to automatically
empty, and if desired, automatically archive the contents to the dataset
(ITAALOG).
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The table below shows the relevant parameters available in the
configuration file, IACONFG.

Parameter

Purpose

Default Values

Record count for
automatic flush of
the permanent log
(IAPLOG)

Specifies the maximum number of records for

the permanent log. When the maximum is
reached, the log is flushed. If archiving is not
turned on using Automatic archive of
permanent log (IIAPLOG) on flush? then the
records are permanently deleted.

This configuration parameter is independent
of Automatic archive of permanent log
(IIAPLOG) on flush?.

Up to 18 digits.
Default is O records.

Automatic archive of
permanent log
(HAPLOG) on flush?

Turns on the automatic archive of the
Automatic flush of the permanent log
(IIAPLOG) on shutdown? if set to YES. If you
specify this parameter, you must also specify
the Storage unit type for the archive log
parameter.

This configuration parameter is independent
of Record count for automatic flush of the
permanent log (IIAPLOG).

Default is NO.

Storage unit type for
the archive log

Specifies the storage pack for the archive if
the Automatic archive of permanent log
(IAPLOG) on flush? is set to YES.

Default is SYSALLDA

Automatic flush of
the permanent log
(IAPLOG) on
shutdown?

Turns on the automatic flush of the permanent
log on shutdown. Specify YES to automatically
discard records in the IIAPLOG when the
domain is shutdown.

Specify NO to turn off automatic flushing and
keep permanent log records after the domain
is shutdown.

Default is NO
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Parameter Purpose Default Values
High-level qualifier Specifies the high-level-qualifier or path name  See “High-Level

for log archive for the archiving of the permanent log. If Qualifier for the
(IAALOG) archiving is turned on, ACR/Instream will copy  Archive” on page 76.

the records to a dynamically created file
named by combining this value with the
current run date and time.

Disk space for log Specifies space allocation for the archive. 100,100
archivein cylinders Not used by Windows.

(primary)
(secondary)

76

High-Level Qualifier for the Archive

For z/0S, specify up to 26 characters to be concatenated with the date and

time stamp.

For Windows, ACR/Instream constructs a file in the following form:
qualifier.Dddddddd. Tttttttt

where qualifier is the value you specify with High-level qualifier for log
archive (IIAALOG) configuration parameter. The maximum is 26
characters.

Dddddddd is the date.
Tttttttt is the time.

Important Points about the Permanent Log Flushing Capability

B The archive on flush option causes all records from the ITAPLOG to be
read and written to the ITAALOG (archive log). Depending on the
number of records to be read and written, this could result in a time-out
error (3037 return code) for an incoming message received during the
process.

B To avoid dynamic allocation, you can add an ITAALOG DD to the JCL
and this DDNAME will be used for the archive file. In this case, the Disk
space for log archive in cylinders (primary) (secondary) and Storage
unit type for the archive log are ignored.

B The default flush count as installed is zero. This means the automatic
flush is off. In order to activate the permanent log flush and archive
features, you must specify a value for Record count for automatic flush
of the permanent log (IIAPLOG).
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B If the flush is off [Record count for automatic flush of the permanent

Managing the Extraction Error Report

log (ITAPLOG) is set to 0] and the archive is off [Automatic archive of

permanent log (IIAPLOG) on flush? = NO], then ACR/Instream will

issue an error message of 3025 when the log is full. For z/OS
implementations, see “Options for Handling a Full Permanent Log for
z/OS” on page 73.

Managing the Extraction Error Report

The Extraction Error report simplifies troubleshooting for rules writing by

displaying extraction errors in an easy-to-read report. The report can be

configured to show only elements with extraction errors or to show all of the
extracted elements.

The report has the same headers as the Integrity Check report. These
headers can be changed; see “Customizing Report Headers” on page 79.

The table below shows the parameters available in the configuration file,

ITACONFG.
Parameter Purpose Valid Values
Enable Extraction Turns the report on or off. Default is on (YES)
Error report
Extraction error Controls whether the report shows only the Default is summary.

Detail or Summary
report?

extraction errors (summary) or shows all
extractions for the message (detail).

Maximum extraction
error report lines

Specifies the maximum number of lines forthe  Default is 1000.

report. When the limit is met, the report is
turned off. Revise this limit to reflect the actual
size of your allocated data set. 1000 lines are
approximately 4 tracks on z/OS, depending on
your device, or 79kb on Windows.

Percentage of
maximum Extraction
Error report lines to
trigger message

Controls when a message is displayed Default is 90%.

warning of the approach of the maximum
number of lines and subsequently the
termination of the report.
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Controlling the Extraction Error Report while the ACR/Instream
Domain is Running

78

You may need to change an Extraction Error report parameter while the
domain is running. For example, you can turn the reporting function off or
on without shutting down the domain.

This might occur if the value specified by the Percentage of maximum
Extraction Error report lines to trigger message configuration parameter
isreached; that is, when you receive a message that indicates you're nearing
the value specified by the Maximum extraction error report lines
configuration parameter.

To change the report parameters without changing the configuration file,
send an integrity message with an EXTRACTION REPORT function. The
report parameters are specified in the data portion of the message as shown
in the table below.

Parameter Position Length
EXTRACT-REPORT 1 1 0 = Off

1=0n
EXTRACT-REPORT 2 1 1 = Detail report
TYPE 2 = Summary report
EXTRACT-LINE-LIMIT 3 9 0 t0 99999999
EXTRACT-TOLERANCE 12 4 0 to 9999, where

0900 = 90.0%
1000 = 100.0%

When you send a message that turns the report on, you must specify all
parameters for the type of report you want. Do not leave the remaining
parameter values set to 0 or any other value that does not represent the
desired report configuration.
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Examples

Customizing Report Headers

To turn the report on while the domain is up, you would send a message
similar to the following with a 1 in the first position (parameter shown in
underscore bold), as in the example below (these examples do not show the
entire prefix area):

EXTRACTION REPORT 2002103108551351 120000010000900

|
|-Data portion
starts here

If you receive a message that warns the report is reaching the maximum
(the Percentage of maximum Extraction Error report lines to trigger
message value) and you do not want to turn the report off, you can change
the line limit parameter by sending a message. The following example
shows a message to increase the line limit to 4000 lines (parameter shown
in underscored bold):

EXTRACTION REPORT 2002103108551351 120000040000900
For instructions on manually executing a function, see “Executing
Functions” on page 105.

Customizing Report Headers

Report headers can be changed to any language with any wording. These
reports include the following;:

B Integrity Check report
B Extraction Error report
B Ttem group rules list

B Request rules list

The headers for all of the above are contained in a single file that you can
edit. When the editing is complete, you execute the MAINTAIN
MESSAGES function and ACR/Instream will update the message
definition file.
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Changing the Report Headers on z/OS

ACR/Instream is shipped with a data file named LOADMSG in the
DATALIB. This file contains the MAINTAIN MESSAGES function. The
steps below describe how to submit that file so ACR/Instream updates the

report headers.

1. Locate your current ACR/Instream DATALIB that you unloaded from
the installation tape.

2. Edit the RPTMSGS member in the current DATALIB to customize the
headers.

3. Locate your current ACR/Instream PROCLIB that you unloaded from
the installation tape.

4. Edit the RUN56 JCL member in your current PROCLIB to point to
LOADMSG file and submit.
For an explanation of the difference between local mode and remote
mode, see “Local and Remote Modes” on page 19.

5. Review your output file and verify you have a return code of 0000. If

not, locate the reason code. Error messages are documented in the
ACR/Instream Editor online Help.

Changing the Report Headers on Windows

80

Windows is shipped with a file named loadmsg.ieu that contains the
MAINTAIN MESSAGES function. The steps below describe how to submit
that file so ACR/Instream updates the report headers.

1.

Edit the rptmsgs.ieu message file in your ACR/Instream folder, using
any text editor, such as WordPad. The default location is the following:

c:\Program Files\Infogix\ACR Instream\Domain\Files\rptmsgs.ieu
Access an MS-DOS command prompt window. To do this, click Start,
point to Programs, and then click Command Prompt.

Navigate to your ACR/Instream domain folder, which is where the
commands are located. The default location is the following;:
c:\Program Files\Infogix\ACR Instream\Domain

Enter the appropriate run100 command at the C: prompt and specify
the file named loadmsg.ieu as a parameter. The default location for this
file is the Files folder.

Local mode (domain is started)

runl001 files\loadmsg.ieu
Remote mode (domain is not started)

runl00 files\loadmsg.ieu
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Configuring the Memory Parameters

For an explanation of the difference between local mode and remote
mode, see “Local and Remote Modes” on page 19.

5. Verify your step completion code is 0000, indicating your rules have
NO erTors.

If you have a step completion code that indicates an error (such as 0016),
review the output file that’s generated by the run100 command. The default
name of this file is dispout.rpt. You can use any text editor, such as
WordPad, to review the output. Error messages are documented in the
ACR/Instream Editor online Help.

Configuring the Memory Parameters

As ACR/Instream processes integrity messages, it acquires additional
memory to store new values. For example, each new item ID (unique
transaction) or new rule requires additional memory. Memory is freed as
item IDs are purged by the rules.

To alert you to a potential out-of-memory situation, ACR/Instream will
send a message when the ACR/Instream domain is running low on virtual
memory:

#UIIA00103-002 DOMAIN IS SHORT ON MEMORY (or other short-on-
memory message)

#UITIA00103-002 AVAILABLE
#UIIA00103-002 USED = y
#UITA00103-002 THRESHOLD = z%

The actual message displayed with this code is configurable with the Short-
on-memory message parameter in the configuration file.

X

The following is an explanation of the parameters in the message:

X = The total memory acquired during startup based on configuration
parameters during startup.

Y = The amount of memory currently acquired by the various domain
functions.

Z = The threshold percent for memory utilization specified in the
configuration file with the parameter Percentage of memory used to
trigger warning message (%).
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This message does not mean ACR/Instream is out of memory, only that it
is nearing an out-of-memory condition. It will continue to acquire memory
if available as needed and rechecks the available memory. If memory has
been freed in the interval after the message, ACR/Instream issues a new
message:

#UIIA00103-003 DOMAIN NO LONGER SHORT ON MEMORY
#UIIAO0103-003 AVAILABLE = x

#UIIA00103-003 USED = y

#UITIA00103-003 THRESHOLD = z%

If ACR/Instream continues to acquire memory and reaches an out-of-
memory condition, it will abend.

The point at which ACR/Instream sends the UITA00103-002 message
(domain short on memory) is controlled by the Percentage of memory used
to trigger warning message (%) parameter in the configuration file
(ITACONFG). The current setting for this parameter is displayed as value Z
in the message.

The default value for the Percentage of memory used to trigger warning
message (%) parameter is 90%. To receive warning messages at an earlier
or later point, change the parameter. See “Customizing Using
Configuration Parameters” on page 64.

The content of the message that indicates a short on memory condition
(DOMAIN IS SHORT ON MEMORY) is configurable using the Short-on-
memory message configuration parameter.

Turning Recording On or Off Using the IIP
RECORDING CONTROL Function

82

The ITP RECORDING CONTROL function controls the target of the Export
Domain Data action. This action can be set as part of the Export Domain
Data action in the ACR/Instream Editor. The target of the action can be the
ITP (ACR/Instream Information Portal) database or the system console.

The default for all recording parameters is ON. That is, any Export Domain
Data action target is valid. If this is your preferred setup, you do not need to
change any parameter. However, you can perform the following without
shutting down the entire domain:

B Turn recording on or off for just the IIP database

B Turn recording on or off for just the system console
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To perform any of the above, you can send a message into the ACR/
Instream domain with an IIP RECORDING CONTROL function with the
appropriate parameters in the data portion of the message. The parameters
are as follows:

Parameter Position Length Value

TARGET 1 1 Specifies which target is being
changed as follows:

1 = System console
3 = lIP database

ON/OFF 2 1 Turns recording on and off as
SWITCH follows:

0 = Turns recording off
1 = Turns recording on

The ON/OFF SWITCH parameter is ignored if the selected target is already
in the selected state. Turning recording off for a target causes ACR/
Instream to ignore all Export Domain Data actions to the target until a new
parameter is received that turns recording back on.

Passwords for Rules Files

Each rules writer can protect their rules from unauthorized modifications.
To access this option, the rules writer performs the following;:

1. Openthe ACR/Instream Editor.
2. Select Options > Configuration to access the Customization Wizard.
3. Select Enable encryption of rules and click Finish.

After a rules writer specifies a password, the next time the file is opened or
saved, the rules writer will be prompted to provide that password. To
disable it, the rules writer must return to the Customization Wizard and
deselect the rules encryption option and then save the file.

If a rules writer forgets the password, contact Infogix Customer Support.
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Performing Backups of ACR/Instream Files

This section describes the recommended backup procedures for the various
ACR/Instream files. A complete list of files is in Appendix , “ACR/Instream
Files.”

Iltem Group File (IIAIGR) and Request Definition File (IARQR)

The ITAIGR and ITARQR files together contain your rules, typically created
using the ACR/Instream Editor on Windows. When rules are updated or
created, they are loaded using the run65 command or the run138
command.

For z/0S, the rules are first uploaded to z/OS and then go through the
loading process to update the two files. Both files are VSAM KSDS files and
can be backed up to any appropriate media using the standard IDCAMS
utility.

Infogix recommends that you first shut down the ACR/Instream domain
when performing backups. Select a regular interval for these backups
unless the contents of the file are changed infrequently. If these two files are
not regularly updated, back the files up immediately after an update.

Environment (IIAENV) and Configuration Files (IIACONFG)

The environment file contains the communication names used by the
domain. For a WebSphere MQ site, it contains the queue names. For TCP/
IP, it contains the port number and TCP/IP address. The configuration file
contains local configuration parameters, such as date format defaults,
currency symbols, language, etc.

These files do not typically change; so one permanent backup is sufficient.
However, if you revise either file for any reason, they will require a backup.

Both files are flat files.

Report Header Files (IAMSGS)

The ITAMSGS file contains report header information, as described in
“MAINTAIN MESSAGES” on page 101. If you change this file to customize
your report headers, make a backup copy.
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Item Groups Under Control (IIAVT)

The ITAVT file contains item groups under control that you have requested
be stored on disk instead of in memory. This file never needs to be backed
up since it is a temporary file. Its contents are reloaded during domain
startup.

Recovery Files (IASYNCA, IIASYNCB, IIAWARM, IIALOG, and
LOGFILE.dat)

The recovery files are what ACR/Instream uses for recovery from an abend,
which includes any ACR/Instream shutdown that occurs without a
shutdown message. Due to the way these files are used, backups are not
needed unless there is a reasonable possibility that IIASYNCA or
ITASYNCB could be destroyed while the ACR/Instream domain is
shutdown. In that case, consider a backup of these files.

ITALOG is the name of the recovery file on z/OS and LOGFILE.dat is the
name of the recovery file on Windows. All recovery files are flat files.

Permanent Log File (IIAPLOG)

If you have not disabled the permanent log, you should back it up daily. You
do not need to shutdown the ACR/Instream domain. For more information
about the permanent log, see “Sending Syncpoint Messages” on page 70.

The permanent log is a flat file.

Performing Startup and Shutdown

Your implementation of ACR/Instream may require an occasional
shutdown and startup for maintenance.

Warm Starts for the Domain

Warm starts are the normal method to start up the ACR/Instream domain
as they restore all data about business objects to memory; the application
of rules can continue as if the domain had not been shut down.

Unless you are making changes to rules for objects for which ACR/Instream
has data in memory, always use a warm start.
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z/OS

Startup is accomplished by submitting the JCL. member RUNIM in your
ACR/Instream PROCLIB. The default startup mode is warm and is
indicated by a WARM or a blank in PROGPARM as shown in the examples
below:

Example A
// PROGPARM="' ’

Example B
// PROGPARM='WARM’

Windows

To start the ACR/Instream domain, click Start, then select Programs >
Infogix > ACR Instream > Start ACR Instream Domain.

The default startup mode is warm. To check the startup parameter, open
the runim.bat file using any text editor. This file is located in the Domain
folder. The startup mode is indicated by a WARM PARMDAT as shown
below:

SET PARMDAT=WARM

Rules Definition File Integrity Check

ACR/Instream automatically performs arules definition file integrity check
atdomain startup. This check detects inconsistencies in references between
certain rules components. Broken references result in the following
message:

UITA00087-001 IG XXX IS MARKED AS UNUSABLE
If the item group named in this message is not currently used, no action is
required. If the item group named is needed for production, it must be
repaired before you continue. After making the repair, reload the rules file
using the run65 command or the run138 command, as appropriate.

Ifyou need additional information, reload the rules file containing the item
group into the ACR/Instream domain using the run65 command and then
check the Rules Definition File Update report. That report lists all errors
and names the components that are inconsistent.

More information about this report is in the ACR/Instream Controls
Design Guide.

Shutdown for the Domain

z/0OS—Shutdown is accomplished by submitting the JCL. member
SHUTDOWN in your ACR/Instream PROCLIB.
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Shutdown can also be performed by specifying the SHUTDOWN function
in an integrity message. Follow the instructions in “Executing Functions”
on page 105.

Windows

Click the Stop ACR/Instream Domain icon. You can also use the Start
menu. Click Start, then select Programs > Infogix > ACR/Instream >
Stop ACR/Instream Domain.

Cold Starts for the Domain

A cold start asks ACR/Instream to forget everything that was stored in
memory. This could be useful while testing rules.

z/OS

Edit the PROGPARM parameter in the RUNIM JCL member as follows:
!/ PROGPARM=' COLD’

Windows

Edit the PARMDAT parameter in runim.bat file located in your ACR/
Instream domain folder as follows:
SET PARMDAT=COLD

Important: Return the startup parameter to the normal warm-start mode
after performing the cold start to assure the next startup properly
restores data to ACR/Instream memory.

Automatic Recovery after an Abend

The recovery process involves the use of information stored in the warm
start, log, and syncpoint files. This process is performed by the recovery
server within ACR /Instream. The recovery server is automatically invoked
when the following conditions are true:

B The first message sent to ACR/Instream is for the START function.

B ACR/Instream senses that the previous execution of ACR/Instream
was terminated abnormally, which is any termination performed
without a shutdown message.
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The basic principle behind recovery involves reading the contents of the
syncpoint file and then playing back all records on the log file. This process
recreates all element value updates since the last syncpoint file was written.
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The playback of the log records causes those records to be processed exactly
as if they were entering ACR/Instream from an application, including
taking actions such as sending pages. This combination of reading the last
syncpoint into ACR/Instream’s memory and then playing the log file back
into ACR/Instream brings all controlled items to the same point they were
at during the time of the abend.

The following procedure describes how ACR/Instream performs the

recovery process:

1. The domain is started warm.

2. The startup server reads the warm-start file.

3. The startup server examines the SYNCPOINT-X-STATUS parameter
and determines which syncpoint file has the latest values.

4. The startup server loads the latest syncpoint file values.

5. The startup server detects that the SYSTEM parameter in the warm-
start file has a value of ‘ACTIVE.’ In this case, the system knows that
recovery is required.

6. The startup server signals the recovery server to recover the domain.
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7. The recovery server reads the recovery log and processes those
messages through the domain as if they were new messages. By using
this method, the messages can catch up to the point where processing
terminated.

ACR/Instream does not perform logging for this activity. It uses an
internal queue for these recovery messages.

Depending on the nature of the abnormal termination, the log file may
be missing between 0 and about 50 of the last messages received by the
domain prior to the abnormal termination. For most platforms, there
are two types of abnormal terminations: a machine failure and a
software failure. In the case of a software failure, there is a small
chance that the last message received by the domain will not be in the
log file. In the case of a machine failure, you might lose between o
messages and the number of messages that one file buffer can hold.
The number of records the buffer can hold is dependent on many
factors, but will be around 50. The loss of these messages has the
potential to throw one or more of your controlled items out of balance.

There is no way to be sure that the recovery files have not been altered
or disturbed in some way between the time of the last termination and
the current recovery. If the recovery server determines that automatic
recovery is not possible, it issues the following messages:
AUTOMATIC RECOVERY NOT POSSIBLE
AUTOMATIC RECOVERY TERMINATED - REFER TO USFR GUIDE
If you receive these messages, see “What To Do if Automatic Recovery
Fails” on page 90.

8. The startup server signals the log server that the domain was recovered
at startup time.

9. The log server opens the log file in extend mode to accumulate new
messages at the end of the existing log.

10. The startup server transfers control to the domain manager.
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What To Do if Automatic Recovery Fails

90

These instructions apply only if you receive these messages from ACR/

Instream:

AUTOMATIC RECOVERY NOT POSSIBLE
AUTOMATIC RECOVERY TERMINATED - REFER TO USER GUIDE

These messages indicate ACR/Instream has determined that automatic
recovery is not possible based on the contents of the recovery files. In this
event, follow these instructions:

1. Open the warm-start file in edit mode.

2. Look for the two records identified in columns 1 to 30 by the keywords:
B SYNCPOINT-A-STATUS
B SYNCPOINT-B-STATUS

3. Incolumn 31 of both of the above records is a syncpoint value. One of
the values should be a 1 and the other a o. If this is not the case, then
call Infogix. See “ACR/Instream Knowledge Base” on page 9.

4. Record the values from column 31.

5. Edit the syncpoint file corresponding to the one showing the value of 1
in the warm-start file.

6. Record the date/time stamp from the first record in the file. Each
record in the syncpoint file starts with a date/time stamp in columns 1
to 16 of the record. The format is CCYYMMDDHHMMSSUU where:

CC = century

YY = year

MM = month

DD = day

HH = hour

MM = minute

SS = second

UU = hundredth of a second

Repeat the above step for the other syncpoint file—the one with a
status value of 0.

N BN BN B B BN B BN

©

Compare the two date/time stamps.

9. Ifthe syncpoint file with a status of 0 has a higher date/time stamp
than the syncpoint file having the status of 1, then proceed to step 10. If
this is not the case, call Infogix.
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10. You have now determined that the status of the syncpoint files as
recorded in the warm-start file and the actual contents of the syncpoint
files do not match. This is due to one of the following causes:

a. The abend of ACR/Instream occurred during the processing of a

SYNCPOINT function.

b. The syncpoint files have been altered between the abend and this
startup.

c. The warm-start file has been altered between the abend and this
startup.

If b or cis true, then locate the syncpoint and warm-start files that
existed at the time of the abend and restore them. Once the files are
restored, restart ACR/Instream.

If b and c are not true, then proceed to step 11.
11. Edit the warm-start file.
12. Locate the records containing the syncpoint status values.

13. Reverse the status values: Change the status containing o to 1 and the
status containing 1 to 0.

14. Restart ACR/Instream using the warm-start method.
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ACR/Instream functions are tasks that you can request ACR/Instream to
perform. You probably are already familiar with the INTEGRITY CHECK
function, because it is typically included in the integrity messages from your

application.

This chapter contains the following sections:

B “Function: Summary Descriptions” on page 93
“Functions: Detailed Descriptions” on page 95

“Executing Functions” on page 105

“Function Parameter Table” on page 107

Function: Summary Descriptions

Functions Used Most Frequently by Administrators
If you are the ACR/Instream administrator, you are most likely to use
following functions:

B SYNCPOINT
B SHUTDOWN
B EXTRACTION REPORT

Other functions duplicate the actions that are available in the ACR/
Instream Editor, such as the Item Scan action.
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The following table lists the functions covered in this chapter and provides
a brief explanation of each one.

Functions: Summary Descriptions

Function Name and Link
to More Details

Description

ADD TIMER INFO on
page 95

Provides the messages to be sent to ACR/Instream as part of a
timer set. Used in conjunction with the CREATE TIMERS
message.

CREATE TIMERS on
page 95

Provides the parameters (start time, end time, iterations, etc.) to
use with the ADD TIMER INFO messages as part of a timer set.

DEBUG on page 96

Provides a trace facility to resolve problems. Use this function
only when directed to do so by an Infogix representative.

EXTRACTION REPORT
See Managing the
Extraction Error Report on
page 77.

Applies new parameters to the Extraction Error report while the
ACR/Instream domain is running.

IIP RECORDING
CONTROL. See Turning
Recording On or Off Using
the IIP RECORDING
CONTROL Function on
page 82

Controls the target of the Export Domain Data action. The target
can be the IIP (ACR/Instream Information Portal) database or the
system console.

INTEGRITY CHECK
See Chapter 3, “Integrity
Message Layouts”

Initiates the capture of business object information and executes a
set of rules defined by a request definition ID. The most typically
used function for application processing.

ITEM SCAN on page 96

Applies rules from one request definition to all items in memory
that match a generic search key but does not allow the rules to
extract data from the message.

ITEM SCAN WITH
UPDATE on page 98

Applies rules from one request definition to all items in memory
that match a generic search key and allows the rules to extract
data from the message.

LAUNCH on page 100

Starts a process outside of ACR/Instream, such as a job.

LIST REQUEST RULES
on page 100

Prints the request definitions in the rules definition file.

MAINTAIN MESSAGES
on page 101

Updates the message file with one or more report headers. The
message file contains the headers for ACR/Instream reports.

94
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Function Name and Link

to More Details Description

PRINT ITEM GROUP Prints the item group rules, elements, and associated request
RULES on page 102 definitions in the rules definition file.

“RELOAD TIMERS Loads new or revised Timer sets into the ACR/Instream domain.
FROMTIMER FILE” on

page 102

SHUTDOWN on page 103  Stops the ACR/Instream domain.

SWITCH FILES on page Enables you to get a printout of the Integrity Check report by
104 switching the report print output files IARPTA and IIARPTB.

SYNCPOINT on page 104  Records the values of all active items currently in the element
values table. These saved values are used for recovery purposes
at startup and after normal or abnormal termination.

Functions: Detailed Descriptions

This section contains details for the ACR/Instream functions, including
syntax and information about usage.

ADD TIMER INFO

The ADD TIMER INFO function messages provide the data to be sent to
ACR/Instream with CREATE TIMERS messages as part of a timer set. The
timer set is what is executed by the ACR/Instream Timer utility.

The ACR/Instream Timer Editor, a graphical user interface, creates ADD

TIMER INFO messages for you and validates them before adding themto a
timer set. How to use the ACR/Instream Timer Editor is in the online Help.

CREATE TIMERS

The CREATE TIMERS function messages provide the timing and frequency
parameters that define a timer set. The timer set is what is executed by the
ACR/Instream Timer utility.

The ACR/Instream Timer Editor, a graphical user interface, creates
CREATE TIMERS messages for you and validates them before adding them
to a timer set. How to use the ACR/Instream Timer Editor is in the online
Help.
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DEBUG

Use the DEBUG function to begin a trace of ACR/Instream activity to be
displayed on SYSOUT. To restrict a trace to a particular module, supply its
name as the [IEU-DEBUG-MODULE-NAME.

To specify output options for a trace, use the DEBUG OUTPUT system
parameter.

Syntax

Field Values Columns

FUNCTION DEBUG 36-75
LENGTH OF DATA 000009 11-16
DEBUG TYPE See below 141
DEBUG MODULE NAME See below 142-149

DEBUGTYPE

Specifies the type of debug to perform. Valid values are as follows:
0 Disable DEBUG
1 Enable DEBUG

DEBUG MODULE NAME

Specifies the name of the module to use in a trace. A value of IIA00000
turns on domain global debugging.Usage Notes

Use DEBUG only when instructed to do so by a Infogix representative.

ITEM SCAN

96

The ITEM SCAN function applies rules from one request definition to all
items in memory that match a search key. The items are sent to the internal
ACR/Instream message queue with a new request definition and item ID.

Use this function when you do not need to extract any values from the
message or process further request definitions.

A related function, the ITEM SCAN WITH UPDATE, performs the item
scan and also extracts elements from the message. For more information,
see “ITEM SCAN WITH UPDATE” on page 98.

The ITEM SCAN function is the same as the Item Scan action available
through the ACR/Instream Editor with the Quick option. For complete
information, including a usage example, see your ACR/Instream Controls
Design Guide.
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Syntax
Field Values Columns
FUNCTION ITEM SCAN 36-75
LENGTH OF DATA 000120 11-16
REQUEST DEFINITION ID? See table footnote 101-140
INQUIRY KEY? See table footnote 141-396

1 REQUEST DEFINITION ID: Identifies the request definition to apply to the
item whose item ID matches IIEU-INQUIRY-KEY.

2 INQUIRY KEY: Specifies a key used to select items within an item group. This
key is typically terminated with a generic terminator, and then treated as a
generic key. All items in the item group that match all the characters up to the
generic terminator will be selected.

The generic terminator for your implementation is specified with the Generic
search terminator parameter in the configuration file. The default generic
terminator is an asterisk (*). An inquiry key of * will apply the rules to all keys in
the domain. For example, ABC*, which will select all items beginning with ABC.
To change the generic terminator, see Customizing Using Configuration
Parameters on page 64

Notes on ITEM SCAN
When using ITEM SCAN, make note of the following.

B Use ITEM SCAN when you have more than one item in memory that
needs the same request definition applied. This is an efficient method
of processing multiple items in a single integrity message. For example,
you can use the ITEM SCAN function to initialize the same element
value in every item currently in an item group.

B No item key or element value extraction rules are executed even if they
exist on the specified request definition.
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B Item scan disables item ID extractions, element extractions, duplicate
checker comparisons, and the following actions:

B Process Request ID
B Queued Request

B Display Message

B Jtem Scan

B Duplicate checker comparisons defined in the named request definition
are not executed.

ITEM SCAN WITH UPDATE

98

ITEM SCAN WITH UPDATE performs ITEM SCAN described above and
also extracts elements from the message.

For complete information, including a usage example, see the ACR/
Instream Controls Design Guide.
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Syntax
Field Values Columns
FUNCTION ITEM SCAN 36-75
LENGTH OF DATA 1-31960 11-16
REQUEST DEFINITION ID? See below 101-140
INQUIRY KEY?2 See below 141-396

1 REQUEST DEFINITION ID: Identifies the request definition rules to apply to
the item whose item ID matches IIEU-INQUIRY-KEY.

2 INQUIRY KEY: Specifies a key used to select items within an item group. This
key is typically terminated with a generic terminator, and then treated as a
generic key. All items in the item group that match all the characters up to the
generic terminator will be selected.

The generic terminator for your implementation is specified with the Generic
search terminator parameter in the configuration file. The default generic
terminator is an asterisk (*). An inquiry key of * will apply the rules to all keys in
the domain. For example, ABC*, which will select all items beginning with ABC.
To change the generic terminator, see Customizing Using Configuration
Parameters on page 64

Usage Notes

Warning: Because it can modify all items in an item group and perform any
action, this function, used improperly, could corrupt the contents
of an item group. Use ITEM SCAN instead when feasible.

B Unlike the ITEM SCAN function, the ITEM SCAN WITH UPDATE
function allows element value extraction.

B This function disables item ID extraction.

B The ITEM SCAN WITH UPDATE function can be used with the ACR/
Instream Timer utility as part of a latency monitoring application to
detect overdue business objects.
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LAUNCH

The LAUNCH function starts a process outside of ACR/Instream.

Syntax
Field Values Columns
FUNCTION LAUNCH 36-75
LENGTH OF DATA 1-40 11-16
LAUNCH PROCESS NAME! See table footnote 141-180

1 - LAUNCH PROCESS NAME: Names the process to be executed.

B On z/OS, specifies a JCL member residing in the domain’s dataset for
DDNAME IIAJCL.
B On Windows, specifies the fully qualified name of a .bat file.

Usage Notes
LAUNCH is typically invoked as an action on a comparison.

LIST REQUEST RULES
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The LIST REQUEST RULES function prints a rules file.

Syntax
Field Values Columns
FUNCTION LIST REQUEST RULES 36-75
LENGTH OF DATA 1-80 11-16
FROM1 See table footnote 101-140
FILLER 0000 141-180
TO?2 See table footnote 181-220

1FROM specifies the start request definition for a range of rules. Use ‘All’ to list
all request IDs.

270 specifies the end request definition for a range of rules.
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Usage Notes

To print rules for a particular request definition, complete only the
IIEU-FROM field.

To print rules for a range of request definitions, complete both the
IIEU-FROM and ITEU-TO fields.

To print rules for all request definitions, use the keyword ALL for the
ITIEU-FROM field.

ACR/Instream is case sensitive.

B Onz/O0S all lowercase request definitions are listed first in
alphabetical order. For example, suppose you have the following
request definitions:

abc
ABC
def

ACR/Instream stores the above as:

abc

def

ABC

Therefore, if you listed a FROM of abc and a TO of def, the ABC
would not be included.

B On Windows, uppercase comes before lowercase. Specify the
appropriate range for the case and platform you are using.

MAINTAIN MESSAGES

The MAINTAIN MESSAGES function changes report headers to any
language with any wording. These reports include the following:

Integrity Check report
Extraction Error report
Item group rules list

Request rules list

The headers are contained in a separate file, which you can edit. The
function reads the file and updates the rules definition file. For more
information, see “Customizing Report Headers” on page 79
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Syntax
Field Values Columns
FUNCTION MAINTAIN MESSAGES 36-75
LENGTH OF DATA 0000 11-16

Usage Notes

If you change the default name of the message file, you need to also change
the startup parameter that points to the message file.

B Onz/0S, edit the UNIMUPD DDNAME in IMDOMAIN.

B On Windows, edit the SET UNIMUPD statement in the SetParms.bat
file.

PRINT ITEM GROUP RULES

The PRINT ITEM GROUP RULES function prints the item group rules,
elements, and associated request definitions in the rules definition file.

Syntax
Field Values Columns
FUNCTION PRINT ITEM GROUP 36-75
RULES
LENGTH OF DATA 0000 11-16

RELOAD TIMERS FROM TIMER FILE

The RELOAD TIMERS FROM TIMER FILE function allows you to make

changes to the Timer sets or add new Timer sets while the ACR/Instream
domain is running,.
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Syntax
Field Values Columns
FUNCTION RELOAD TIMERSFROM  36-75
TIMER FILE
LENGTH OF DATA 0000 11-16

Usage Notes
This function loads the timer file. The location of the timer file depends on
the platform:

z/08S: The IIATIMER member is in the location indicated by your
ITATIMER DDNAME in the ACR/Instream IMDOMAIN JCL.

Windows: I[TATIMER.utm is located in your Files folder.

For more information about the Timer utility, see your ACR/Instream
Controls Design Guide.

SHUTDOWN

The SHUTDOWN function stops the ACR/Instream domain. SHUTDOWN
closes the log files and writes to the warm-start file. The warm-start file will
be used when ACR/Instream is next started or restarted. SHUTDOWN also
triggers the SYNCPOINT function as part of its execution.

Syntax
Field Values Columns
FUNCTION SHUTDOWN 36-75
LENGTH OF DATA 0000 11-16

Usage Notes
B SHUTDOWN is typically used prior to a system reboot or at the end of
the processing day as determined by your schedule.

B SHUTDOWN invokes the SYNCPOINT function before terminating
ACR/Instream.
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SWITCH FILES

The Integrity Check report is printed to one of two files. The SWITCH
FILES function toggles between these two output files, allowing you to print
the file that was just closed by the function.

These report output files are listed by platform below:
z/0S: IIARPTA and ITARPTB
Windows: iiarpta.rpt and iiarptb.rpt

Syntax
Field Values Columns
FUNCTION SWITCH FILES 36-75
LENGTH OF DATA 0000 11-16

Usage Notes

B The use of SWITCH FILES does not cause the reports to automatically
print. It closes the output file so that all print buffers are written to the
output file.

B The output file to which the switch is made (that is, the one that is
opened) is cleared of any existing output. Therefore, it is the user’s
responsibility to ensure that contents of that file are printed before the
switch.

SYNCPOINT

The SYNCPOINT function writes all currently active items and their
associated data to the syncpoint file. SYNCPOINT is used for recovery
purposes.

A SYNCPOINT message should be sent to ACR/Instream occasionally. This
is an administrator’s responsibility. See “Sending Syncpoint Messages” on

page 70.
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Executing Functions

Syntax
Field Values Columns
FUNCTION SYNCPOINT 36-75
LENGTH OF DATA 0000 11-16

Executing Functions

A function is executed by including it in an integrity message and sending
it to the ACR/Instream domain. You can send a message any of the
following ways:

Send it in a message from your application. Information about the
integrity message layout is in Chapter 3, “Integrity Message Layouts.”

Send it in a message using the Timer utility.
Send it in a message using the ACR/Instream Player.
Send it in a message manually using the appropriate procedure below.

Manually Executing a Function on z/OS

1.

Locate your current ACR/Instream PROCLIB that you unloaded from
the installation tape.

Edit and submit the member RUN100. Follow the instructions in the
member to specify your message file and your output file.

Complete any additional editing requirements and submit the JCL.
Review your output file and verify you have a return code of 00. If not,

locate the reason code. The explanations for reason codes are available
in the ACR/Instream Editor online Help.

For an explanation of the difference between local mode and remote
mode, see “Local and Remote Modes” on page 19.

Manually Executing a Function on Windows or UNIX
This execution method uses the MS-DOS command prompt window and a
.bat file. You must know the location (path) of the .bat file.

1.

Create a data file with the messages using the layouts specified in this
chapter. Specifically, include the function name in the IIEU-EXEC-
FUNC field of the integrity message followed by the required values, if
any. Your message must include the prefix area. Follow the
instructions in Chapter 3, “Integrity Message Layouts.”
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2. Access an MS-DOS command prompt window. To do this on most
Windows PCs, click Start, point to Programs, and then click
Command Prompt.

3. Navigate to your ACR/Instream domain folder, which is where the
commands are located. The default location on Windows is the
following:
c:\Program Files\Infogix\ACR Instream\Domain

4. Enter the appropriate command:

B Local mode (domain is not started):
runl001 [drive:] [path] filename

where filename is the name of the file that contains the messages.
The last character of run100l is a lowercase L.

B Remote mode (domain is started):
runl00 [drive:] [path] filename

where filename is the name of the file that contains the messages.
For an explanation of the difference between local mode and remote
mode, see “Local and Remote Modes” on page 19.

5. Verify your step completion code is 0000, indicating your file has no
errors.

If you have a step completion code that indicates an error (such as 0016),
review the output file that’s generated by the run100 or run1ool command.
The default name of this file is dispout.rpt. You can use any editor, such as
WordPad, to review the output.

The explanations for reason codes are available in the ACR/Instream
Editor online Help.

Example of Submitting a Shutdown Message

The following integrity message executes an ACR/Instream domain
shutdown. You can enter it in a file using WordPad or a similar text editor:
UXPIIEU 0400025500000000000000 S SHUTDOWN

In this example, this integrity message is saved into a file named
shutdown.ieu in the same location as the run100 or run100l command.
This file can then be submitted to the ACR/Instream domain using the

following command in an MS-DOS window on Windows or in a directory
on UNIX:

runl001 shutdown.ieu
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Function Parameter Table

Function Parameter Table

The ACR/Instream function table contains parameters for controlling
certain aspects of function execution. The table below describes the
contents of the ACR/Instream function table.

Warning: Do not update the function table unless directed to do so by

Support.
Description Position Length | Contents
RECORD ID 1 8 IIATABLE
LAYOUT 9 2 02
VERSION
TABLE TYPE 11 10 FUNCTION
TABLE LAYOUT 21 02 01
VER
RESERVED 23 8 00000000
FUNCTIONNAME 21 40 The name of the function as it

would appear in an incoming
integrity message.

SERVER NAME 71 8 The program name to which the
domain manager will dispatch any
message containing this function
name.

CANCEL OPTION 79 1 N or C. Use C to tell the domain
manager to issue a COBOL
CANCEL command for the server
name after that server returns
control to the domain manager.
This has the effect of forcing
COBOL to load the program fresh
from the LOADLIB on every call to
it. Use N to indicate NOT USED.

ACR/Instream Programmer’s Guide 107



9 m Functions

Function Parameter Table

Description

Position

Contents

FILLER

80

Unused.

FIRST TIME ONLY

81

N or F. Use F to tell the domain
manager that this function is
dispatchable only if it comes in on
the first message processed by
the domain after its startup. Any
message invoking this function
AFTER the first message is
rejected. Use N to indicate NOT
USED.

LOG

82

N or L. Use L to tell the domain
manager to log any message
invoking this function. Use N to
indicate NOT USED.
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The following table provides information on the files used by ACR/
Instream.

File Information

RecoveryLog Therecovery log contains exact images of the integrity messages received by
a domain. Itis emptied when a SYNCPOINT function is performed or when the
domain is shutdown using the SHUTDOWN function. It is also emptied when
the domain is cold started. When an ACR/Instream domain needs to recover
from a system crash, cancellation, or any other reason, it uses this file to
reprocess integrity messages, thus bringing the domain up to the last
transaction received.

z/OS DDNAME: IIALOG (flat file)
Windows: LOGFILE.DAT
See “Automatic Recovery after an Abend” on page 87 for more information.

Permanent The permanent log contains exact images of the integrity messages received
Log by a domain.

z/0S DDNAME: lIIAPLOG (flat file)

Windows: [IAPLOG.DAT

Potential uses of this log are:

W Test new control designs

B Recover from a time further back than the recovery log covers

B Review what your system did in the past

B Determine the possible affects of changes to controls

See “Configuring the Permanent Log” on page 72 for more information.

Syncpoint The syncpoint files contain images of the item tables kept in the domain’s

Files memory. They are written when a SYNCPOINT function is received or when
the domain is shutdown. On a warm start, these files are read to restore the
contents of the domain’s tables in memory.

The two syncpoint files are used alternately in order to insure one readable file
exists at all times. Initially, the file size will increase, and then stabilize to reflect
the average number of active items present at any one time.

z/OS DDNAME: IIASYNCA and IIASYNCB (flat files)
Windows: IIASYNCA.DAT and IIASYNCB.DAT
See Automatic Recovery after an Abend on page 87 for more information.

Configuration  This file contains various system settings that should be remembered by ACR/
File Instream from one execution to the next. These settings can be modified by a
system administrator.

z/OS DDNAME: IIACONFG (flat file)
Windows: [IACONFG.DAT
See Customizing Using Configuration Parameters on page 64.
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File Information

Warm-Start This file stores the current settings of global ACR/Instream parameters

File between runs of ACR/Instream. At startup, the SYSTEM parameter provides
the termination status (normal or abnormal) of the previous shutdown. If ACR/
Instream is cold started, this file and its parameters are ignored and the
system defaults are used.
z/OS DDNAME: IIAWARM (flat file)
Windows: IAWARM.DAT

Messages The messages file contains text strings for items such as report headers.
File z/0S DDNAME: IIAMSGS (VSAM)

Windows: IAMSG.DAT

See Customizing Report Headers on page 79 for more information.

Request ID This file contains the function table that is used by ACR/Instream to dispatch
File incoming messages as well as stores the request definitions, the data
dictionary, and global elements.
z/OS DDNAME: IIARQR (VSAM)
Windows: IARQR.DAT

Item Group This file contains the item group header and the element definitions.
File z/OS DDNAME: IIAIGR (VSAM)
Windows: IAIGR.DAT

Library File Recommended location for storing rules.
z/OS DDNAME: IAIGLIB (flat file)
Windows: Not applicable.

Item Group This file contains item groups under control that you have requested be stored
File on disk instead of in memory.

z/OS DDNAME: IIAVT (flat file)

Windows: IIAVT.DAT

Integrity ACR/Instream uses two files for Integrity Check report output: IARPTA and
Check IIARPTB. IIARPTA is the default output file.

Report z/OS DDNAME: lIIARPTA and IIARPTB (flat files)

Output Files
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File Information

Extraction ACR/Instream uses a specific file for the element Extraction Error report.
Report z/OS DDNAME: IIAEXRPT (flat file)

Output Files

Environment This file contains variables such as TCP/IP address, WebSphere MQ queue
File names, and wait times for incoming messages.

z/OS DDNAME: [IAENV (VSAM)
Windows: IIAENV.BAT

Timer Utility This file contains the Timer sets to work with the Timer utility.
File z/OS DDNAME: IIATIMER
Windows: IIATIMER.utm
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