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Introduction

ACR/Instream is provides powerful technology for applying controls to
assure the integrity of your application’s data. This guide is your starting

point for understanding and implementing ACR/Instream to achieve
information integrity.

Who Should Use this Guide?

This guide provides an ACR/Instream implementation team with the
guidelines and specific tasks for a successful implementation. It also
includes specific information for the analysis phase of the implementation,
which is intended for the business analyst, programmer, and manager
participants of the implementation team. For more information about the
implementation team, see “Roles in the Implementation Process” on

page 19.

What’s Covered in this Guide?

This guide provides information that helps you organize and start up your
implementation process. It describes what tasks must be performed, the

order in which they must be performed, and the roles of those who perform
them.

Infogix, Inc.



Other Sources of Information

Other Sources of Information

The following table provides a complete list of ACR/Instream documents.

Consult this document

For this type of information

ACR/Instream Installation
Guide for Windows
ACR/Instream Installation
Guide for z/OS
ACR/Instream Installation
Guide for UNIX Client

How to install the ACR/Instream software.

ACR/Instream Controls Design
Guide

Detailed information about designing and
writing controls using ACR/Instream Editor.

ACR/Instream Programmer’s
Guide

Detailed information about methods to send
messages to ACR/Instream, the data
dictionary, integrity message layouts, tuning,
and testing the ACR/Instream design.
Administrative information about startup and
shutdown, customizing, and recovery after
abnormal termination.

ACR/Instream Controls Design
Tutorials for Windows

Step-by-step instructions for creating and
testing controls.

ACR/Instream Knowledge
Base

The Knowledge Base is a repository of all
user information available for ACR/Instream.
See “ACR/Instream Knowledge Base” on
page 7.

ACR/Instream Implementation Guide
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ACR/Instream Knowledge Base

ACR/Instream Knowledge Base

The ACR/Instream Knowledge Base is an HTML-based repository of all
user information for ACR/Instream, plus samples and examples for
downloading. The Knowledge Base launches in your default browser and
provides standard browser-based searching capabilities so you can easily
locate what you need.

The following describes some of the contents:

B All ACR/Instream manuals are available in PDF format. You can view
these online or download to your PC and print.

B All ACR/Instream help files that are accessible from the user interfaces
are also accessible as compiled help files that you can download. For
example, the help file for the ACR/Instream Editor can be downloaded
independently of the user interface.

B Specialized guides, such as the following;:
B IIP Database Guide
B ACR/Instream Timer Utility User's Guide
B ACR/Instream System Console XML Messages User's Guide
B ACR/Instream Flat-File Reader User's Guide

B Implementation support provides instructions, samples, and other
resources to assist you in implementing ACR/Instream.

B Jump start solutions include sample rules files that you can download
to your PC and adapt for your application.

B FAQs about rules writing answers common questions about using the
ACR/Instream Editor to develop rules.

B FAQs about implementation answers common questions about how to
get ACR/Instream up and running,.

B Sample message files can be downloaded and used immediately without
coding.

B Troubleshooting helps solve common problems.

The Knowledge Base is available two ways. A CD-based version is shipped

with the installation media. This CD launches the Knowledge Base as an
HTML-based help system.

The Knowledge Base is also available on the Internet from the Infogix
Customer Support web page. Contact Customer Support for information
about obtaining access. See “Contacting Customer Support” on page 8.
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Contacting Customer Support

Contact Us

If you encounter any technical issues, we recommend that you visit the support portal
at support.infogix.com.

If your query has not been discussed previously, you can create a new topic and receive
answers from our product experts.

Alternatively, you can log a support ticket:
1. Select Sign in from the top right corner of the screen.

2. If you have already registered, enter your Email and Password, then click the Sign
in button. Or, if you are not a registered support portal user, click Sign up.

3. Once you have registered and signed in, select Submit a request from the top right
corner of the screen.

4. Complete all fields, then click Submit at the bottom of the screen.

Community

Our product is constantly evolving and input from you is highly valued. If you have any
suggestions, please contact the product team by submitting a feature request on

the Community.

8 Infogix, Inc.
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About ACR/Instream

ACR/Instream is the online, real-time solution to your information
integrity problems. These topics provide you with the background for
understanding the implementation process described in the next chapter.

ACR/Instream Solutions

ACR/Instream is a proven solution that can help you reduce operating
costs, recover previously lost revenue, improve customer satisfaction, and
increase bottom line results by:

B Detecting lost or late transactions and missed processing steps

B Checking for duplicate information, exceeded tolerances, and missing
fees

B Sending instant email alerts, terminating processing, or taking any
action you specify when transactions deviate from the defined path,
value, or timeline

B Performing real-time balancing and reconciliation

B Tracking data through multiple paths and sequences to locate
discrepancies at any point in the transaction life cycle

B Isolating information that does not conform to anticipated trends

This solution also provides real-time visibility into a wide range of
applications across your enterprise and partner systems.

ACR/Instream Implementation Guide 9
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ACR/Instream Solutions

Duplicate Checking

Verify that every transaction is unique or a type of data within each
transaction is unique, even in high volume applications. ACR/Instream

provides end-to-end transaction monitoring to automatically identify
duplicates.

Value Validation

Value validation ensures that transaction values balance at the end of the
processing cycle by:

B Recognizing unexpected changes or errors in the value of each
transaction

B Detecting errors in charge, fee, and payment data to ensure statement
accuracy, reduce customer calls, and speed payment collection

Transaction Lifecycle Tracking

Detecting late and lost transactions helps ensure timely transaction receipt
and processing:

B Time sensors detect delays to help you meet regulatory requirements
and due dates

B Real-time detection helps you process transactions on time—and avoid
Service Level Agreement and government penalties

Process Flow Validation

Verify that transactions are processed through the specified applications in
the right order:

B Prevent errors that delay your ability to recognize revenue and
negatively impact customer relationships

B Detect duplicate, missing, and out-of-order process steps automatically

Dynamic Threshold

Detect when trends exceed or do not meet expected or historical thresholds
and quickly respond to changes in business activity:

B Isolates transactions outside of user-defined limits (e.g., higher or
lower than normal volume)

B Sets data value and volume thresholds based on historical trends and
customer activities

10 Infogix, Inc.
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What Are ACR/Instream’s Features?

What Are ACR/Instream’s Features?

ACR/Instream provides easy-to-use tools for implementing the software,
designing the controls, and maintaining those controls.

ACR/Instream Editor

The ACR/Instream Editor is a tool for rules writers—those individuals who
write the controls that solve your business problems. With the ACR/
Instream Editor, you can create controls for your application which can
then be loaded to the internal ACR/Instream rules definition file. With
easy-to-complete dialog boxes, the ACR/Instream Editor can be used by
any technical or nontechnical user.

ACR/Instream Data Dictionary Editors

The ACR/Instream data dictionary forms a bridge between the record
layout of the integrity message and the design of the controls. The data
dictionary contains technical information about layout definitions of the
target application. A programmer familiar with the layout definitions uses
the ACR/Instream Data Dictionary Editor to enter them into the data
dictionary and assign them easy-to-understand names.

This makes it possible for nontechnical users to create their own rules by
selecting the names from a drop-down list. Rules writers do not need to
know the exact position, length, and data type of the information they use
to perform controls.

One data dictionary editor is for text-based integrity messages and the
other editor is for XML-based integrity messages.

The data dictionary is mandatory if your source data in the integrity
message is an XML document format.

For a non-XML integrity message, using the data dictionary is not
mandatory for rules writers. However, without the data dictionary, the
rules writer needs to know some details about the contents of the integrity
message from which information is to be extracted about the business
object. For example, the rules writer would need to know the position,
length, and data type of the various values to be captured from the integrity
message.

Another advantage of the data dictionary is that if the layout of the integrity
message changes, many times the rules do not need to be changed. In most
cases, just the data dictionary layout needs to be updated.

ACR/Instream Implementation Guide 11
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What Are ACR/Instream’s Features?

ACR/Instream Player

The ACR/Instream Player is a tool for developing your controls. The ACR/
Instream Player reads an ACR/Instream message log file and sends the
messages to ACR/Instream for processing. The output values, return codes,
and other data are displayed as the messages are executed. From the ACR/
Instream Player view, you can assess the proper functioning of rules.

By playing the log into ACR/Instream repeatedly, you can develop your
ACR/Instream controls in an orderly, step-by-step fashion. This will prove
to be a very efficient method of developing or updating your application’s
controls.

ACR/Instream Timer Utility

The ACR/Instream Timer utility assists in integrity checking solutions for
those applications that require periodic checking rather than a specific
point in a business object’s life cycle. The Timer utility sends integrity
messages into the ACR/Instream domain at timed intervals. No application
program interface (API) is required.

ACR/Instream Calendar Maker

The ACR/Instream Calendar Maker assists rules writers in developing an
internal calendar for use with rules.

Calendars provide a means to look up values by a specific date. Those values
can then be used in rules. A typical use is to look up a time duration to use
in a latency monitoring rule for a specific date.

ACR/Instream Configuration Editor

12

For configuring operational parameters, a graphical user interface lets
users choose certain options. These options affect the following ACR/
Instream features:

B Logging and archiving

Report features, such as report widths

Out-of-memory options

Turning specific rule actions on or off to facilitate testing

Turning return codes on or off to facilitate testing

Localization options, such as currency symbols and delimiters

Infogix, Inc.
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ACR/Instream Interface

ACR/Instream Interface

The ACR/Instream interface is a web-based application that enables a user
to monitor the processes under the control of ACR/Instream. Graphical
components such as gauges and tables display information about your data
capture points. Drill-down capability allows you to display more detailed
information.

You can write your own rules that govern how the graphical elements work,
including filters for the drill-down data. The filters can limit the display of
data by time (such as data received in the last month) or element name.

Because the interface is web-based, you can access it from any PC with a
browser if the web server is accessible from that PC.

How Does ACR/Instream Work?

This section provides a brief description of how ACR/Instream works while
in operation.

1. Anapplication program interface (API) or other data transport method
sends an integrity message with application data to ACR/Instream via
middleware. An API is a software routine that captures information
about business objects, constructs an integrity message, and sends the
message to ACR/Instream using middleware.

Middleware is software that enables two or more application systems
to communicate with each other when those systems are executing
independently of each other.

An integrity message is the sole means of communication between
the target application and ACR/Instream. An integrity message
contains information which:

Identifies the integrity message as valid
Identifies the business object

Provides information about the business object

Identifies the set of rules to apply to the message

ACR/Instream Implementation Guide 13
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How Does ACR/Instream Work?
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2. ACR/Instream identifies the business objects and captures data from

the integrity message.

When a message is received, the first thing ACR/Instream does is
identify the specific business objects. For example, a message may
carry information about the deposit of funds to a bank account. ACR/
Instream identifies both the bank account and the deposit transaction
as business objects that need controls applied.

After identifying the business objects, ACR/Instream captures
information about the objects from the message. It combines this
information with any other information captured for that specific
object from messages previously received.

A single message may contain information about any number of
business objects. Since these objects will generally have a life that
spans more than one process in the application, ACR/Instream will
establish and keep information about each specific business object
until that object's life cycle is complete.

ACR/Instream applies user-defined rules.

A rule is a set of conditions that describes the correct processing of the
business object to verify the object’s integrity. These rules are created
by users based on their knowledge of the correct processing.

A rule can be as simple as “is the total amount correct?” or “does it
have the correct number of postings?” Rules can also be complex,
based on the collection of data throughout the life cycle of the object.

ACR/Instream takes user-defined action.

Actions are tasks performed by ACR/Instream based on the outcome
of an evaluated set of rules. ACR/Instream provides a comprehensive
set of action capabilities to detect errors or unexpected conditions in

Infogix, Inc.
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your target application processes. You specify and maintain these
actions through the user interface. The following list describes some of
these results-based actions:

B Conditionally store or remove data
Send a message or print a report
Conditionally store historical results
Execute a user program

Launch a process, such as email or pager notification

Trigger multilevel analysis

5. ACR/Instream sends a return message to the application.
ACR/Instream constructs a return message that includes the response
in the form of a return code. A return code is a number that can
indicate either application processing is normal or a problem exists.
Based on the numbers in the return code, your application can also
take action.

For example, a return code can indicate an out-of-balance condition
with a business object, such as an insurance claim. The return code can
be interpreted by the application to:

B Direct the claim to another processing queue
B Send a message to an operator requesting a review
B Print a report

Design Principles

Transaction Processor—ACR/Instream is designed as a transaction
processor. Such an architecture is dictated by the environments that ACR/
Instream must support. It must deal with high transaction volumes,
continuous, online, real time, combination, and client/server systems.

Client/Server Relationship—ACR/Instream is designed to function as
a server in a client/server relationship with Windows, z/OS and Solaris
applications functioning as clients. ACR/Instream is also event-driven
software. It uses no processor resources when not processing messages
from an application. ACR/Instream relies upon middleware message
delivery from the client applications.

Object-Based—ACR/Instream's internal workings are object-based. An
internal manager (known as the domain manager) acts as the common
contact point with the outside world and dispatches messages to various
servers operating underneath it. These servers make use of the services of
other servers and support modules. ACR/Instream is an open system.

ACR/Instream Implementation Guide 15
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How Does ACR/Instream Work?

Middleware—ACR/Instream will work with virtually any middleware
whether purchased or developed in-house. ACR/Instream is shipped with
connection programs on both the client and server side that can be easily
tailored to your middleware.

Platforms—ACR/Instream applies controls in client/server enterprises
on any platform that is able to send a message to ACR/Instream on
Windows or z/OS.

ACR/Instream Components

16

The figure below shows an overall schematic of ACR/Instream. Each of
these components is described in more detail below.

Web Server
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Application Program Interface (API) or WebSphere MQ Message
Relay Module—An API is method to transport data between target
applications and ACR/Instream. An alternative is the WebSphere MQ

message relay module, which works exclusively with WebSphere MQ
queues.

Integrity Engine—The integrity engine applies information integrity
controls to business objects. It consists of the ACR/Instream domain
manager and functional servers.

The integrity engine is platform-independent and performs the following:
B Receives messages

B Captures and stores message data

B Applies integrity controls

B [Initiates results-based actions

Infogix, Inc.
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The ACR/Instream domain manager receives the integrity message and
checks it for validity. If the message conforms, the domain manager passes
it to the appropriate server.

ACR/Instream contains three types of functional servers:
B Integrity function servers

B Action servers

B System management servers

ACR/Instream Primary Files—ACR/Instream uses three primary sets
of files:

B The two rules files contain the comparison rules that tell the system how
to evaluate the integrity of a particular application. These rules are
created using ACR/Instream Editor.

B The three log files contain integrity messages written upon receipt by
the domain manager. The permanent log can be used to recreate past
executions.

B The two syncpoint files contain the results of a SYNCPOINT function. A
syncpoint file is an exact recording of the state of every controlled object
at the time of the syncpoint. These files can be used to recreate ACR/
Instream’s internal element values table at system startup after a
previous termination. Syncpoint files are also used for domain recovery
in the event of an abnormal termination (an abend).

ACR/Instream Information Portal (IIP) Database—The optional
database provides storage of processed information. Using standard
database querying methods, you can access the database to generate
reports on trends or generate an audit trail.

ACR/Instream Interface—The optional web-based ACR/Instream
interface installs on your web server.

ACR/Instream Implementation Guide 17
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Implementation Tasks

The implementation of ACR/Instream can range from multi-platform
projects with multiple applications to a single platform project with a single
application. This chapter is intended to guide all projects, regardless of the
scale or scope. Adapt the roles and tasks to your implementation.

Roles in the Implementation Process

An ACR/Instream implementation requires knowledge and participation
from several areas of your business. The following list describes the typical
roles and the types of knowledge and tasks.

Business Analyst Role—The business analyst identifies business
problems to solve and the target business objects to include.

Manager Role—The manager identifies business problems to solve as
well as which platforms to include.

Programmer Role for Implementation—For implementation, the
programmer performs the following setup related functions:

B Helps identify methods to solve business problems by providing
knowledge about the business objects in the application

B Identifies where to install the APIs or other data transport method in
the target application

Installs the software
Designs integrity message layouts
Develops the data dictionary

Implements method to send messages to ACR/Instream

Tests the modified applications and moves them into production

ACR/Instream Implementation Guide 19
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Implementation Checklist

The role of the programmer is mostly limited to the initial setup of ACR/
Instream. Once ACR/Instream is installed and the data transport method
is established, the programmer rarely needs to be involved. Only when the
programmer makes changes to the application will there be any likely
impact on the ACR/Instream controls. In many cases, changes have no
impact and no programmer expertise is required.

Programmer and Rules Writer Roles—Some tasks in the design
phase require the partnership of a programmer and a rules writer.

Together, the programmer and rules writer perform the following:
B Determine the business rules to solve the business problems

B Determine the appropriate ACR/Instream responses for when errors
are detected

Rules Writer Role—The rules writer brings specific knowledge about the
target applications. For implementation, the rules writer has
responsibilities for:

B Designing the controls

B Determining the data required

B Entering and testing the controls

Technical expertise, such as programming knowledge, is not required.

In the long term, the rules writer has an ongoing role in developing,
refining, and maintaining the controls for the application as new control
needs arise. These changes might be required by numerous causes ranging
from governmental to internal company policy to service-level agreements
with customers.

Implementation Checklist

The table below shows the phases and the tasks involved in an ACR/
Instream implementation, the typical roles, and where to find out more
information. A summary of these tasks is in “Implementation Tasks” on
page 22.

20 Infogix, Inc.
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Implementation Checklist

Implementation Checklist

Where to find out

Tasks Roles
more
Learn 1. Learn about the capabilities of Business analyst, ACR/Instream
ACR/Instream manager, programmer, Implementation Guide
rules writer
Analyze | 1. Identify the target application’s Business analyst or ACR/Instream
control needs manager Implementation Guide
2. Identify the business objects Business analyst and ACR/Instream
programmer Implementation Guide
3. Examine the technical and Business analyst and ACR/Instream
business aspects of the target programmer Implementation Guide
application
4, Determine the data capture Business analyst and ACR/Instream
points programmer Implementation Guide
5. Determine the platforms and Manager and ACR/Instream
domain programmer Implementation Guide
Install 1. Install software on selected Programmer and web ACR/Instream
platforms administrator, if optional | Installation Guide for
output interface is Windows or ACR/
installed Instream Installation

Guide for z/OS. If
applicable, ACR/
Instream Installation
Guide for the Solaris

Client
Design 1. Design controls for target Rules writer ACR/Instream
application Controls Design
Guide
2. Determine data needed Rules writer ACR/Instream
Controls Design
Guide
3 Design integrity message layouts | Programmer ACR/Instream
Programmer’s Guide
4. Determine application program Programmer and rules ACR/Instream
response writer Programmer’s Guide
5. Implement method to send Programmer ACR/Instream
messages Programmer’s Guide
6. Develop the data dictionary Programmer ACR/Instream

Programmer’s Guide

ACR/Instream Implementation Guide 21
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Implementation Tasks

Implementation Checklist

IESS

Determine business rules

Roles

Programmer and rules
writer

Where to find out
more

ACR/Instream
Controls Design

Guide

Input the rules Rules writer ACR/Instream
Controls Design
Guide

Load and test the rules file Rules writer ACR/Instream

Controls Design
Guide

Test

Run applications in a test
environment

Business analyst or
programmer

ACR/Instream
Programmer’s Guide

Run applications in a test
environment using expected
volumes

Business analyst or
programmer

ACR/Instream
Programmer’s Guide

Assess the resource utilization

Business analyst or

ACR/Instream

into production

and adjust the control programmer Programmer’s Guide
architecture
Move the modified applications Programmer ACR/Instream

Programmer’s Guide

Implementation Tasks

22

This section provides you with an overview of the sequence of tasks to be
performed. Specific details about performing these tasks are either in

another chapter or in a guide appropriate to the task.

Learn Step 1. Learn About the Capabilities of ACR/Instream
Before you start analyzing how to best use ACR/Instream, read about its
capabilities in Chapter 2, “About ACR/Instream.”

Training is also available from Infogix, Inc. For information, contact
Customer Support. See “Contacting Customer Support” on page 8.

Analysis Step 1. /dentify the Target Application’s Control Needs
In this step, you effectively determine the scope of your implementation by
identifying the problems to solve.

Details for all analysis steps are in Chapter 4, “Application Analysis.”

Infogix, Inc.
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Implementation Tasks

Analysis Step 2. Identify the Business Objects
Based on which problems you intend to solve, you identify which business
objects you want to control.

Analysis Step 3. Examine the Technical and Business Aspects of the
Target Application

This step helps you determine the physical and human resources required
for implementation by identifying computer resources and platforms.

Analysis Step 4. Determine the Data Capture Points

Each business object that is to have its integrity verified needs to have data
captured about it. The data will be sent in integrity messages to ACR/
Instream where the business rules will be applied.

Since these objects are usually processed by more than one program in your
application, you will want to identify where in each such program the right
place is to capture object information and send it to ACR/Instream.

Analysis Step 5. Determine Platforms and Domain

Based on where your business objects and programs are located, you can
determine the platforms to include in the software installation. The
outcome of this analysis is direct input into the installation of the software.

Install Step 1. Install the Software on Selected Platforms
In this step, the programmer installs the software on the selected
platforms:

B The domain can reside on z/OS or Windows
B The client can reside on z/OS, Windows, or Solaris.

For details, see the ACR/Instream Installation Guide for Windows, the
ACR/Instream Installation Guide for z/0S, and the ACR/Instream
Installation Guide for the Solaris Cleint.

Also, if your site intends to use the optional ACR/Instream interface, the
web administrator needs to install it on web server that is accessible by the
intended users.

Design Step 1. Design Controls for the Target Application

The rules writer determines how to apply specific controls to specific
business objects based on the output of the analysis phase. This includes
determining integrity checkpoints and defining control statements for
each checkpoint. This control design is later translated into ACR/Instream
rules in Design Step 7.

ACR/Instream Implementation Guide 23
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Implementation Tasks

24

Be aware that it may not make sense to actually test the integrity of the
business object every time information about the object is received from an
application. Some integrity messages will result simply in the capturing of
the information for testing later after additional information has been
captured. Determining what controls to perform at what step in the object
life cycle should be done here.

Details are in the ACR/Instream Controls Design Guide.

Design Step 2. Determine Data Needed

For each control statement defined in Design Step 1, the rules writer defines
data attributes that are used as input to rules development. Details about
determining what data you need are in the ACR/Instream Controls Design
Guide.

Design Step 3. Design Integrity Message Layouts

Each data capture point requires an integrity message layout design. The
messages provide ACR/Instream the business object data and identify
which rules to use.

Details are in the ACR/Instream Programmer’s Guide.

Design Step 4. Determine Application Program Response

For each integrity checkpoint and subsequent control statement, a
response in the form of a return code can be sent back to the application
program. In this step, the programmer and the rules writer determine what
that response will be.

You will want to determine not only what return code numbers should be
set during the detection of problems by ACR/Instream, but also what the
application will do once ACR/Instream has notified it of the return code.

Details about return codes are in the ACR/Instream Programmer’s Guide.

Design Step 5. Implement Method to Send Messages

A method must be implemented to send the messages to the ACR/Instream
domain where the rules are applied. ACR/Instream provides support for
the following methods:

B Youcanuse the ACR/Instream application program interface (API) and
the ACR/Instream communications exit, which work with code added
to a program.

B You can use the WebSphere MQ message relay module and
communication exits, which work with an existing WebSphere MQ
queue.

Infogix, Inc.
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Implementation Tasks

B You can use the flat-file reader, a program that reads data from a
sequential (flat) file for processing by ACR/Instream.

Details are in the ACR/Instream Programmer’s Guide.

Design Step 6. Develop the Data Dictionary
The data dictionary contains technical information about layout definitions
of the target applications.

A programmer familiar with the message layout definitions created in
Design Step 3 enters them into the data dictionary using the ACR/Instream
Data Dictionary Editor. While entering them in the dictionary, the
programmer assigns the definitions easy-to-understand names. This
makes it possible for the rules writer to create rules by selecting the names
using a click-and-drag interface.

Details about developing the data dictionary are in the ACR/Instream
Programmer’s Guide.

Design Step 7. Determine Business Rules

In this step, the programmer and rules writer define the specific
comparison rules to be applied to the business object data for each control
statement. For each comparison rule, you also define an action based on
ACR/Instream’s evaluation of the rule.

Details for designing controls are in the ACR/Instream Controls Design
Guide.

Design Step 8. Input the Rules that Implement the Controls
Using the ACR/Instream Editor, a Windows-based program, the rules
writer can now input the rules that implement the controls.

Details for designing controls are in the ACR/Instream Controls Design
Guide.

Design Step 9. Load and Test Load the Rules File

This step requires the rules writer to test and load the new controls to the
test environment to prepare for application testing. Testing at this level
consists of checking the rules using the ACR/Instream Player.

Details for testing and loading the controls are in the ACR/Instream
Controls Design Guide.

Test Step 1. Run Modified Application in a Test Environment

Once the data transport methods and the controls are in place, the
programmer can test the controls. This involves running a set of test
transactions through the target application. Every potential action should
be executed to verify functionality.
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Details are in the ACR/Instream Programmer’s Guide.

Test Step 2. Run Application Volume in a Test Environment

The business analyst and programmer run the controls and the modified
application in an environment that simulates expected transaction
volumes.

Details are in the ACR/Instream Programmer’s Guide.

Test Step 3. Assess the Resource Utilization

The business analyst and programmer assess the resource utilization. If
necessary, modifications can be made to the controls to enhance
performance.

Tips for enhancing performance are in the ACR/Instream Programmer’s
Guide.

Test Step 4. Move the Modified Application and Controls into Production
Once testing is complete and the control architecture is finalized, the
programmer can implement the controls in the production environment.

Details are in the ACR/Instream Programmer’s Guide.
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This chapter describes the steps for the analysis phase of the
implementation. The analysis phase provides the foundation for the
subsequent design phase.

Analysis Steps

The process for designing rules involves the following five steps:
Analysis Step 1: Identify the target application’s control needs
Analysis Step 2: Identify the business objects

Analysis Step 3: Examine the technical and business aspects of the
target application

Analysis Step 4: Determine the data capture points
Analysis Step 5: Determine the platforms and domain

At the end of the analysis phase, you will be ready to design the controls, as
described in the ACR/Instream Controls Design Guide.

Analysis Step 1. Identify the Target Application’s Control Needs
Purpose: Determine the scope of the implementation.
Input: Project team’s assessment of the target application’s control needs.

Output: A list of the target application’s control needs, the related systems
to include in the implementation, and proposed control solutions.

Roles: Business analyst or manager.

In this step, create a list of control needs and proposed solutions. From
these two items, you can identify the systems involved. This defines the
scope of the implementation.

The sample control need analysis worksheet below describes some types of
problems you can solve using ACR/Instream as well as examples of
proposed control solutions.
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Sample Control Need Analysis Worksheet

Control Need

Control Solution

Systems Involved

Duplicate transactions are
received in a batch

Check for duplicates by
unique transaction identifier

Entry of business object into
the process

Duplicate values are
received in multiple batches

Check for duplicate values
in all transactions

Entry of business object into
the process

Transactions are getting lost

Track number or sequence
of transactions

The approval application on
z/IOS

Transactions are not
properly posted

Track number of dollars

The transmission
application on Solaris

Post transactions appearing
from nowhere

Verify every posting entered
application at proper entry
point

Posting application on z/OS;
posting client on Windows
in multiple locations

Processing time excessive

Track time between
processing points

Application on z/OS, data
entry on Solaris

System failures cause
excessive
transactions

Monitor number of
transactions

Transactions on Solaris and
on z/OS

System failures cause
business objects to
skip required

Track progress of business
object through all processes

Transaction application on
multiple Solaris systems
and Windows systems in
multiple locations

Analysis Step 2. Identify the Business Objects
Purpose: Identifying the business objects:

B Helps determine the applications to include in Analysis Step 3

B Designates locations for data capture points as defined in Analysis Step

4

B Helps you determine integrity checkpoints in Design Step 1

B Helps you design the integrity message layouts for Design Step 3

Input: Control needs identified in Analysis Step 1.

Output: List of business objects, their applications, and their platforms.
Roles: Business analyst and programmer.

Based on the identification of the business problems to solve from Analysis
Step 1, now you can identify the business objects you want to control.
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A business object is a collection of related data items which represents
something in the real world, such as an insurance claim or bank
transaction, and which passes through an application system more or less
intact.

Each occurrence of any business object must have a unique identity—a key
or identifying number.

Business Object Classification
A business object can be classified as a transaction, a program, and an
application.

Program

Application

Transactions—The transactions are the subject of the application system.
These are the insurance claims, pay records, bank transactions, and so on.
These are what most people think of first when they think of business
objects.

Programs—The individual computer programs process the subject
entities. They can be defined in terms of data elements and behaviors.

Applications—The application system, taken as a whole, changes its state
from moment to moment. The control objective for an application is
generally not to establish the integrity of the system as a whole at every
point in time at which it changes its state. Rather, it is usually sufficient to
establish its state at the beginning of some processing period (such as an
inventory of the contents of its databases at that point in time) and compare
it to the state at the end of the processing period (again, by taking another
inventory of the databases).

The relationship between the beginning and ending states (these are the
object’s data elements) bears a relationship to the total accumulated
activity of the system, as represented by the activity of the other controlled
objects in the application.
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Analysis Step 3. Examine the Technical and Business Aspects of
the Target Application

30

Purpose: Determine physical and human resources required for
implementation.

Input: Applications identified in Analysis Step 1 and business objects
identified in Analysis Step 2.

Output: Lists of the following:

B Computer language list to select programmers

B Volume and performance considerations for Analysis Step 5
B Middleware selection

Roles: Business analyst and programmer.

Computer Languages

From the list of business objects you identified in Analysis Step 2, make a
list of the computer languages involved with those programs. From this list,
you can determine the type of programmers required to assist with the
design steps, such as implementing APIs and designing integrity message
layouts.

Volume and Performance Considerations

From the list of applications and their platforms, consider which of those
are high-volume. You will want to capture the data at the point where they
will have the maximum data acquisition with the least effect on your
application.

Middleware Considerations

ACR/Instream relies upon middleware message delivery from the client
applications. ACR/Instream works with virtually any middleware whether
purchased or developed in-house.

ACR/Instream is shipped with communication modules for TCP/IP and
WebSphere MQ. If you do not have either TCP/IP or WebSphere MQ, ACR/
Instream is shipped with prototype communication modules that can be
tailored to your specific middleware.

You can implement the communication modules for WebSphere MQ
without altering your target application. TCP/IP requires that you add code
to your target application. See the ACR/Instream Programmer’s Guide for
more information.
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For this analysis step, determine what middleware you will use for which
applications.

Backup Domains and Load Balancing
Your site can consider using a second ACR/Instream domain as a hot-site
backup or for load balancing. Two features are provided that support this:

Automatic Message Forwarding—Every integrity message received
from your application can be automatically forwarded to another domain.
Message forwarding is available only for WebSphere MQ message queues.
Your site can use TCP/IP to send the message from the application to the
domain; however, WebSphere MQ must be used as the outbound
middleware. More information is in the ACR/Instream Installation Guide
for windows or the ACR/Instream Installation Guide for z/0S.

Export to Another ACR/Instream Domain—An optional action
available for ACR/Instream rule execution is to export the integrity
message to another domain. This provides the rules writer with conditional
forwarding of an integrity message based on the results of rules. This option
enables the rules writer to send some types of rule processing to another
domain, freeing up the primary to continue processing incoming integrity
messages.

WebSphere MQ must be used as the outbound middleware. More
information is in the ACR/Instream Installation Guide for windows or the
ACR/Instream Installation Guide for z/OS.

Analysis Step 4. Determine the Data Capture Points
Purpose: Specify where APIs or other data transport support programs
are to be installed.
Input: Business objects and applications identified in Analysis Step 2.

Output: Types of APIs (such as COBOL, C++, or Java) or selected
WebSphere MQ message relay module and communication exit locations.
An XML document can also be the target of a data capture.

Roles: Business analyst and programmer.

In this step, decide where to capture data from the application. This data
will be formed into an integrity message and sent to ACR/Instream for
processing. ACR/Instream documentation describes two methods:

B The ACR/Instream application program interface (API) and the ACR/
Instream communication exit, which work with code added to a
program
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B WebSphere MQ message relay module and communication exits, which
work with an existing WebSphere MQ queue

B Flat File Reader

If your data source is an XML document, the entire document must be
captured by your API and incorporated into the integrity message.

ACR/Instream API Placement
The placement of APIs is generally governed by two considerations:

B Where can the element values for a business object be found?
B Where is it important to establish the integrity of the object?

In other words, API placement depends on where you can capture the
values and where you should test the values. Integrity checking is generally
not necessary at every API point. Rather, it is more likely that APIs perform
a series of data captures as the business object progresses through the
application punctuated by integrity checks at key points.

WebSphere MQ Message Relay Module and Communication Exits

If your site uses WebSphere MQ middleware, you can implement the
message relay module MQPROBE and the communication exits to capture
data from an existing WebSphere MQ queue, format a message, and
transport it to the ACR/Instream domain.

Number of Data Capture Points

A program usually has only one data capture point, although there is no
restriction. The most likely scenario for two data capture points in a
program is when that program is itself the business object being controlled.
In this case, it is appropriate for one data capture point to be placed near
the beginning of the program and one near the end.

Return Codes

In addition to transporting a message to ACR/Instream, your API or
WebSphere MQ message relay module can be the recipient of a return code
from ACR/Instream when message processing is complete. This is the only
communication that the user application gets directly from ACR/Instream.

Keep the return codes in mind as you determine where to capture data.
With the return code, you can control what happens to the business object
if an error is detected.

The decisions you make in this step are input to “Design Step 6, Determine
application program response.”
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Analysis Step 5. Determine the Platforms and Domains
Purpose: Determine where the software must be installed.

Input: Applications to include in the implementation as identified in
Analysis Step 2 and performance considerations determined in Analysis
Step 3.

Output: Platforms and domains to include in the software installation.

Roles: Manager and programmer.

Note: If you are implementing on a single platform, skip this step.

The output of this step is used as direct input for the installation of ACR/
Instream software. Based on the first four analysis steps, you can determine
the following:

1. Which platforms require software installation?
ACR/Instream applies controls in client/server enterprises on any
platform that is able to send a message to ACR/Instream on Windows
or z/OS.

2. Where is the ACR/Instream domain manager to be installed?

The placement of the ACR/Instream domain manager may be based on
one or more of several possible factors:

B Will every platform in the domain be able to connect to the platform
on which ACR/Instream is installed?

B Will the connection between the platforms be fast enough to handle
the message volumes?

B  Which platform or platforms have enough processing power for the
message volumes involved?

B Can the controls be split between multiple ACR/Instream
installations on multiple platforms (each one providing a domain
on its platform) or can one ACR/Instream domain manager
perform all tasks?

B Areall the platforms involved in the application owned by you or are
some owned by your customers/vendors?

B Do you have a mixed middleware environment?

B Do you use an application integration product that reduces the
connectivity considerations?
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When the analysis phase is complete, you are ready to install the software
on the appropriate platforms. For details, see the ACR/Instream
Installation Guide for Windows, ACR/Instream Installation Guide for z/
OS, and ACR/Instream Installation Guide for the Solaris Client.

You should have the following information available from your analysis:
B Which objects, programs, or applications are you going to control?

B What types of programmers do you need to assist with sending the
messages to ACR/Instream?

B What middleware are you going to use?

How are you going to capture data?

B Where are you going to install the ACR/Instream domain manager?
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